enterprise
europe

network

O =23|Y =7t . o|&2|ot 0 Ref NO. TRIT20170720001

7212 7I9E - HIOIH Bz, M3, 22, T AILH OF7[HN, 22tR*E 7€ S
Old HE NF/SERTAZ) : A|LE 2T ELO, Z2 e MH|A B AIAE AXLOE

Mz uwe A

S IO 43D UEY 4 Qe @5, AfOjH oS O[X| BROIH sYEs F
R, wats, & ol=kzlot 7| o]
B EOj3 QR EoREE M

ro
o
ol
X
oy
0
dr
Y
=
o
1=
Hu
=
| >
]
k>
ot

rlo
ofn
2l
>t
rir
>
rc

o
m
L)
o
N
i
HT
I
I nor
N
Ol
o d0
|0 oo 0% pot
oo rk
|- -
= >
= 00 Ho
o > o
X o 7
L gy [
ro 4u 4k
w om >
S
> ox OH rim

o nE
=)
oo
fif]
X
ot
N

m
oF @

> o
o oY 1A

o5
o
go ==

>

SN)
I > =
I
o

)
12
>t
™

o
0
<
o
(0]
-
o
o)
><:
Hu MU

40
0x
mn
Q1
$0

rr

in
o

>

o

T

=z

I

rr

AtE2Xtol 24 HERZ &
St C§20| JHsslEE T2 3y
T ZXE2EN ALEAZL 'S HE"S F
= HIOIHE ST EM AR &
. DoS &4, malware, HO|E &4A &2
B = UAEE T2 021 E|}US.

g0 o
O 0@
rr Jio

1

ojn

>

I

FEEH

>t
Pal
oz mE

rot rjr oo Ho
°
Pl
o
T
T
>
rir
ro
m
P
|0
u
]

o
> i
0

2 A
>

(@]
Mr ne oX @ mu > > o

0=
al

MO r0 ju o2 HI o ot %2 fo O o nE
ox Tlo o

=
=t
>
| >
oz
mjx
Jt
[

N
rlo
n
09
rot
o)
()%
1o
0
=2
mjn
>

\

28 A ‘

—

& 7|8k back-end O Z2|AHO|M 7, A|AEH Seta g = U= 1 =.
e Unix / Linux 3 MS Windows &% M|, IT O}7|&lXN, bacula B ¥ EE= clonazilla 88 =
20 50| cfet =5t27F 23t

i

et

29
=

[oF

|2 +E

. MH|2 Fo ZOIEHN

ENTERPRISE EUROPE NETWORK



enterprise

rewok  Partnering Opportunity
_ e

Profile Status: Published

Technology Request

An ltalian inventor is looking for service or joint venture
agreements to complete the development of an
innovative emergency device to manage computer risks

An innovative IT device implementing a "one push button" procedure to manage computer risks was
patented by an Italian inventor. The device restores the operating state and preserves data when a
user suffered a computer attack. Currently, the development of the product is at 50%, a further part
of software development and system integration is needed. The inventor is willing to establish a joint
venture agreement or a service agreement with partners to complete the development of the
technology.

Creation Date 31 July 2017

Last Update 22 August 2017

Expiration Date 22 August 2018

Reference TRIT20170720001

Public Link https://een.ec.europa.eu/tools/services/PRO/Profile/Detail/6f187698-735a-

47a1-abf4-229a04d408f3

Details

Description

The inventor is a specialized and passionate cybersecurity engineer. He worked as a consultant
for important Italian IT and security companies. Knowledge and passion for security coupled
with creativity led the inventor to develop a new solution to a common challenge in
cybersecurity.

Cyber security is a pervasive topic as anyone is now constantly connected to the Internet. The
proposed solution allows any user with limited technical capabilities (i.e., private users as well
as freelancers, self-employed workers, SMEs and public administrations) to set up the actions
necessary to preserve the information assets against computer attacks and other severe
malfunctioning. The patented device is able to simplify the recovery management process with
overall reduction in costs.

The architecture is composed of a "cyber box”, that is a dedicated device to be integrated into
the user's local network and connected with a Cloud platform, programmed to provide incident
response, backup, and quick operational recovery. The box is an Internet of Things device that
communicates via Internet, which automates the processes required to manage IT incidents by
means of a "one button" emergency procedure.
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The device si programmed to face different types of incindent, such as DistributedDoS attack,
malware, data loss, partial or total block of systems. When the user presses the "recovery
button", the device can autonomously trigger recovery procedures to return to normal work
conditions in a timely manner, recovering all the data, to allow users to continue their activities
exactly from the point where the interruption occurred.

The solution is an industrial patent filed in 2016 at the Italian Patent and Trademark Office for
which the official report has already been announced. By August, a request for international
Patent Cooperation Treaty (PCT) extension will be submitted to the World Intellectual Property
Organization (WIPO).

The inventor is looking for an industrial or commercial partners, interested to support and launch
the innovative product on the market under a joint venture agreement. The partner is expected
to provide funds and/or directly participate in the development of the final product.

The inventor is also willing to collaborate under a service agreement with international partners
interested in providing development services in the form of work for equity (as it is made
possible, for instance, by the Italian laws regulating innovative startups).

In particular, the following services are specifically required: web based back-end application
development and system integration activitie (know-how on Unix/Linux and MS Windows,
bacula backup or clonazilla applications).

Technical Specification or Expertise Sought

The inventor is looking for the following services: web based backend application development,
system integration activities. Know-how on Unix/Linux and MS windows operating systems, IT
architectures, bacula backup or clonazilla applications are required.

Stage of Development

Under development/lab tested

Comments Regarding Stage of Development
The inventor has validated its concept by developing a minimal viable product. Currently, a
laboratory prototype is available.

IPR Status
Patent(s) applied for but not yet granted

Comment Regarding IPR status

Patent application filed in 2016 at the Italian Patent and Trademark Office.
By August 2017, a request for international PCT extension is planned.

Keywords

Technology

01003001 Advanced Systems Architecture

01003009 Data Protection, Storage, Cryptography, Security
01003013 Information Technology/Informatics

01003024 Cloud Technologies
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01003025 Internet of Things
Market
02007001 Systems software
02007022 Software services
02007024 Programming services/systems engineering
NACE
J.62.0.1 Computer programming activities

Network Contact

Issuing Partner
ED Research Co. Ltd.

Contact Person
Franchesca Park

Phone Number
+82-2-2627-8815

Email
minseun10@edresearch.co.kr

Open for EOl:  Yes

Send to Sector Group
ICT Industry and Services

Client

Type and Size of Organisation Behind the Profile
Inventor

Year Established

0
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Already Engaged in Trans-National Cooperation

No.
Languages Spoken

English
Italian

Client Country
Italy

Partner Sought

Type and Role of Partner Sought

JOINT VENTURE AGREEMENT

SME/MNE, manufacturer of information technology devices or security company who is
interested to provide funds and/or services to complete development and system integration
activities and to place the product on the market in exchange for company shares with
management functions.

SERVICES AGREEMENT

SME/MNE, manufacturer of information technology devices or security company who is
interested to provide the following services in form of work for equity: web based back-end
application development and system integration activities. Know-how on Unix/linux and MS
Windows, bacula backup or clonazilla applications is required.

Type and Size of Partner Sought
SME 11-50,R&D Institution,SME <10,>500 MNE,251-500,SME 51-250,>500

Type of Partnership Considered

Services agreement
Joint venture agreement

Attachments
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