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E7e R owne] Hgd 4 Qi UEND Hol Ju akgl mel Add Fese] 3o o oF vehig
T8 B odno] Agd e VENA Mok BN 59 mEl M) g o oE yEpiL

92 owdo] Agd 4 gl INSF Rk 759 49 @ 2de) o o et

E 102 2 Ido] H8d 4 e UENA Bk Vs AR 2o I dE ekt

EoE Eoudel A8d F ol 37 43l V% Au RHe] I o yehdt

=12 2 Il A AA e whE UEST Bk A AES 9T dolH Y 7xE oA

T 138 i Ewe] o AA] ool mE olME 1HE 99 dlolE KE FxE A gt

= lda WA = 14dE R o AA] ool mE AnA RS 9 vy 2 7 [Rkiass
=15 uwel o A de wE A S 919 dlolH mE [Rkiass

% 162 WA & 18j= ¥ @l A AA] oo wE I2NSF NSF-Facing Interface®] YANG Wlo]E RES oA
.

T 192 WA = 19j= B @] o AA] oo wE NSF RUEHES 9938 oy ZdS oA g},

T 20a YA & 21iE B wge o AA] o wE RUEZHS $3 YANG HolE RdS oA},

= w98 = SR =6 = FAg ol & Al Est7]
AsA A AFARGS EFT 2y, G 2wl oed Al AFARE glelke AAE 4 gl
e S

WP A4, B owel el REaAt AL sas] skl 349 xR AL AFHAY, 4 P2 2
A A7 eE AR 3 ERE PR mAE g Jln

Z o=, Network Functions Virtualization(NFV)-based security functionS $3F 7|¥ EF <l H o7}
I2NSF(Interface to Network Security Functions) % ZZ&el <ola] 7/IEs i Qo). o= AHY dXYAH
El~3 X ~(IETF: Internet Engineering Task Force)Z &&= oA AEHU EF 7)o dFo|t

I2NSFe] B tdre] mol &FAH Wit (security solution vendor)Eol 28] AFEHE  o]F<]
(heterogeneous) WEH A Hot 75 (E)(NSF: network security function)S 3+ FF3lE CQlEHo|A~E A
ol&t7] $3toltt.

I2NSF o}7] €A (architecture) ol A, NSF(E)2 ol thale] A3 uedd "o glo](NSF #el= 2= Het
4 Ae] Ald(enforce) S Bﬁlf‘”/}) ARE A= AREAFS] M ES A "V\E“ lﬂ |EQ A AEs B3] A3 B
3 AAE AT 7 Ak, =3, T vendorEZFE NSF(E)E9 Eshd I HA| =& o]F 9 NSF(E)d
ek e~ (task) o] AA 2 A E desid + At

T 18 B oug o o AA] oo whE [2NSF(Interface to Network Security Functions) Al&BlS o A]3h},

=

= 18 Fx3H, I2NSF Al =ElE [ONSF AF8RF(user), WEYA 9 8] Al=Bl(Network Operator
Management System), 7H¥=} #a] A]~®l(Developer's Management System) Z/Hi= Zo|% 3dli}e] NSF(Network
Security Function)& 3¥3}3hc}.

I2NSF A}&AF= [2NSF Zn)2-Z1H - QlE]H o] ~(12NSF Consumer-Facing Interface)E &3] WEYI &
AN2E7 BT, UEYT &9 e A AELS [2NSF NSF-A ™ Q1E]F o] ~(I2NSF NSF-Facing Interface)&
E3] NFC(E)3 EA8t, Az 3] A28 [2NSF 52 Qe #H] o] 2~ (12NSF Registration Interface)E %
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) UMEYT &9 #e] A|2Ei 223, o]slo|AlE= I2NSF A| 289 ZF AFXTWUE(I2NSF AXUE) 2 7} 9
E]#| o] 2~ (I12NSF QA E]F o] 22)e] A ste),

I2NSF AH&X}

I2NSF AFg-2LE T2 IONSF AZUE(dAY, WMEYT £ @8 A28)dA ARE QA3 @/rE e
[2NSF HEFE(AZA, A} #2] Alz=8)ol 93] A 54% Auj(oqAd), WEST Bt Au]2)E AFE-3)
= I2NSF HAEVEoOILh, o & 59, IONSF AF&AE oWdo] MESA #e] A2E, 719 UEYA Az} A
28 g2 UEHA =dd A 59 5 A

o]t I2NSF A&t HEWE 3gdd 985 st S I2NSF &AH|[ AR A AE 5 9 I2NSF /\Hlx}
o] daE, dA 7|ZH(time span) & Ao B AEo 73] 35S 3L, = X]ﬂ(rate limit),

= AFs7] 98 Aol UMES A (underlay network)el]l 540z 4&E Hov)l e 34 39 UEYA 431
ZF(video—conference network manager), 574 3Z&o 3t #Xé I2NSF A28 A& (enforce)dt7] 93l Al|-&AF
HEHIE a4 2art &= 714 WEYA #elA(Enterprise network administrators) % #g] A]2H]
(management systems), 54 Z79] ME9 dxete 55& Adsty] A3 Aol UMEH I 84S AFst
= loT & A2=®l(IoT management system)”} £33 = Qlt}.

I2NSF AF&-Ab= 314 (high-level) HQF A (security policy)S A 2 wjxdd 4 v}, FA|¥o=z MHddy
S, I2NSF ARgAbi= thekgh ool & Ql(malicious) &4 ZHE network E#F (traffic)S HEs7] ¢35t
HWESN A Bk MH|X(network security service)E o8& Ho7l Qlt}, o] Hol MuU|AE Q357 s,
I2NSF AM&2bE AR2lo]l ddhe Bk Au]zeo digh aeE Wl AAES AAdsta UEYT 9 #g Al2=dd
Al olE ¢E & Atk

s, 3 B AAS FHske Aol A, INSF AREAE ZF NSF(E)E f1gh Bt Au)~ s Hel A4
T2 T (security policy rule configuration)& Ads}7] flste] 875 & NSF(E)9 EFell diste] s}
2] ¢

(=) WelM A== Het
FoZM, INSF AREA= Al
(= AT + g o9

S, IONSF AFgAbE VEY A & 3 Al2®o] 9] 7] 2221 (underlying)
oMl E(E)(security event)= A ¥
%

NSF
< = 2t E(E)s 4
29 BAS AW L, }\Hi—?— Aol tH3t7] 91 neFE Ho S Pdlo]E(

HEHNZ &9 B8 AN2H"

HEXNT 9 Y A|2"le HwHot AF, EUHY 92 7]
(distribution) A% (point)e] HF&S Fyst= HEWEO|L,
Ao} 71(Security Controller)d 4 Ut}. olgd YET &9 g A|x=HE
gE 4 QAL I2NSF &8 A Ao AHE F5 Q.

29w Asge wol

B 2S99 FF(collection) % WIE
o =
7 UE T Het #Ejatel] o3 #

& & shbe I2NSF AMEAMZRH Y a4E HeE A
A(rE A S EAH NSF(E)S Y3t AHeF(low-level) Hor A o7 WM (translate)dts=
Zoltk, WEYA ¢4 #E] AlAgl(EE Bt Aoj7])e u4F Heh AL [2NSF AMEAZYE F2ld &
4 I2NSF AR&AFe] 93] a7tE = AAE Agstr] st 87EE= NSF(E)Y 89S 243 5 vt 19
al,
<

YEAA &9 de] AR (EE Bk Aloj7])e

lo
N
fo
ot
s 12
et

rlr

HESZ 9 & A2=B(EE Bl Alo7)e 875 = ZF NSF(E)E A A+ (low-level) HF 4
§ e 5 9)\5}. Ao, ESYZ 9 T A="(Es B2 A7) AAdE Aes 2O AAS 72 NSF

T UEYZ 9 #FE A|&E(EE HE A7) A2E U F5 F2l NSF(E)S EYHPsa, 7+
2 2o, YEYT IAMA(access) BE L FAZ=(workload) AEH 5)Z H4
T AT, E=g, UEYT 9 T A&E(EE BQE A7) MER #E] A=Y =5 ol NSF <l

20l ZAol A7 (life-cycle) #FE Ea] NSF ¢1~ElA(instance)® Z(pool)S THo=z AT

NSF
NSF&= HeF o Auj2=E Algdte =4 B E(logical entity) v AZESC HEUECT, & W,
NFC= A HobgRle alstal, ofo 7|xste] ofol#Ql HEN A EHHS AAstaL, o5 adsiAy ¢
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B9 & vk ol® Fal, WEAD A 2E9e] $24(ntegrity) 2 7194 (confidentiality)e] nga
21t
LR B A2

MR ] A2 T2 [2NSF HEWE(A AL, [2NSF AFE2, HEYT 9 #g A|2g)o=z FHE B
WA, /s Auia(ddd, WEYI Wl AH2)E AFee 12NSF AXdEoth, /dar ] A|Age

Wl #2] Al2~®l(Vendor's Management System) o2 X|HE X Qdt}. o3t 7zl ] AlxHe] ddd o
g sk e I2NSF XA (producer) 2 A1 A= 4= ).

A e A" MEYST &9 o] A="elAl NSF(E)& #Agate A3AH(third-party) EF Hrje] €]
3 weld = ok g Bl Wig o] vl AEA dY AlAE(E)o] EAE ¢

e o] (b, AnjR-2E TE # o] 2 (CF1))

CFI= I2NSF ARSAbeF HIEA A &9 ] AJ&F Apolol] $jA]8k=, AFEAFS] I2NSF Al ~F) o 2 9] °1E1§ﬂ°1’\

o olgA dAAgo2ZM, 3¢l (underlying) NSF(E)9] A U&& w713, AFSAAl NSF(E)9 F44<
Al Z(abstract view)WHS A&k},

o] CFI& F9Z I2NSF Al=wlo] dolgk ALgxl7F #g] =uQl e 54 S5 (floweol e Bk AAS Ao,
g 2 wyg"He ¢ dA 7] g8 AHEE = Aduk. INSF AREAb] o] BAE g Kok AM(EE A
A )L o] (FIZ S8 VEYA &9 #g Aavlor Add 4= 9},

I2NSF NSF-ZH Q1] o] ~(IF+3], NSF-Z W Qe[ o] ~(NFI))

NFIE UEYT &9 T A/="(EE Bk Aloj7]) 3} NSF(E) Alolol] |8k AE o] 20|,

x710] NFI&= 3} o] AFe] NSFoll 98] A% S E-7)¥k(flow-based) B AAS XAt EUEHYE 7] 3]
AFEE = QY & B, INSF Ala¥le 3E-7]dF NSFE AR 4= dd. of7]A, EE-7]89F NSF= Het
548 Aststr] Ad 4 AE wEt MEYZ 55 AASHE NSFolt}. o]# s EE-79F NSFoll 93t &

= & BF-7]u N
7l Heke $AE EAUR S0l BT, WA ZRAzd wet A2l gg Fgel gle A4S <]
. B N

stty. S&-7]%F NSFell djgh Qg do] 2= v Zo] &/74E 4 Atk

- NSF &9 2 ] Qg o] 2~(NSF Operational and Administrative Interface): NSF9| &< AMHE T2 1)
Wal7] 9138 I2NSF #e] Alz=glol] o3 AHg¥ e QIEFHolA~ 15, o] ¥~ aFS 3 #E Ao 7F
S XF3STE. IONSF AH 22 d3d Ao o] JIHF o)A IFS WASE A WHES YERdTh. o
YAl D I2NSF AXAET 250 F4l 2 FAseE EYe 548 sHORE Ao dart 7] v
o, IZ2NSF = (effort)2] thi-Eo] o] olE o]~ 18d HAZHT},

- BYUHE Qg o]~ (Monitoring Interface): 3ty o)) HdelE NSFEHEHS EUHY AHE d5317] 9
&l I2NSF #he] Alz=dle] oJaf AL&-E= AE#Hol~ 25; o] B H)~ 279 7 HHel~E HAY Ee g
EE 7|9k QIFF ol ¢ Utk E Ateld] Aol HE 7|k IFH oA FEE F53t7] 98 [2NSF
g Alz="le] oz ALg¥aL, oo Riste] FEXE 7IHk QI F o] AE HHE AFs7] 3] NSFoll 93] ARg-HT)
£ Aoltt. o] QlgHe]~ 179 75> g SYSLOG B DOTSSF 22 th& = )
IONSF 2] AJA8E Jro) ale] 7] %x8te] st o]4de] S2(action)s HE 4 vk, oli= I2NSF A& 13
o] oJa] g Eojol g}, o] B H o]~ TFS NSFY 9 AHE WA &=

o} o], NFl& ZE-714F HHdS 2183t 7dd 4 dvh. SE-7]19F NSFY] 3% 574 (common trait)-<

AE AR (A, dg/dHel2s) YW/ HEAE(AAY, A dE 2 Q1S dd)el 7]1x3k

S A= Aolth, o] EAL INSF A 2~Ele] =28 AHolslr] 93 & FAF8H(requirement) & dFulo]t).

g, I2NSF ¥He] Al=Ee Folxl NSFO] BE 7leE5S AR dart flon, BE ARE 7 d NSFEs AHS

3 dax gl welx, o] FAdsl(abstraction)® NSF 54 (fe ature)% NSE Alz"Hlo] ol WY E=

(building block) o2 #HFE & A st 222, /Mdates Ay 9 7] 57620 NSFoll o3 4]y
= HoF 75e AREA AT S A ",

I2NSF &5 AE o] 2(td3], TF A o|=(RI))
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RIE WEYZ & # A=y 2 Adx e] Al2=8l Apolo] Yx|3k= Qe Ho] =0}, Folgt Wi o] <]3
A FE = NSF= doldk 7]%5 (capability) S 7F2 4= vk, wiebd, Aoldk wide] o3 Al3ss= o f39
&

Hel 75S o] &dte ZRALE AEsts] Hoﬁ "7t 259 NSFO] 7155 olshy] s 18 <AEfH o]
25 714 47k k., o]gd AE AdEHol e I2NSF TE A ARDE AHE 5 Qi

NSFO] 71EE mlE FAEAY Ee INSF S5 QIEe]~E gd s AAE 4 otk vkl At
EEHE AEE 7]50] NSFol| F7HE o, 4 dE=(interested) 38 2 Ao dEHE/F ZAES & & U=
2 0 QN2Z$ 71%9 capability’} I2NSF 52 Qg #o] 25 E3] I2NSF #lA| ~E (registry)d] S22 g
7F A

T 28 E wo] o AAde] ulE [INSF A|AE9] o}l7|8lHE oAETh, & 29 [2NSF A AElS & 19] [2NSF
Al 2=glol] H]s}

of I2NSF AR&AF B HIENA & #e] A2"e 748 8 FAASE Ui, & 204 =
A
=

W3 2ue Age Aekd

%= 25 FxehH, I2NSF Al =El2 [2NSF AF&-x}, ®ob #a] A]2®l(Security Management System), ™ NSF Q12
Bl (instances) AlSS X33l [2NSF AFEAF AlSS oJZFAlo]lA = (Application Logic), AH ddlo]

=
E](Policy Updater), @ o|WlE 37| (Event Collector)S AZVERA Z3tsit), HQ T A|2E AL
Heb A7l & izt B Al2gs 23sioh. Bt #E] Alz" AlFe] Bt Alorie Bt AF Bt

(Security policy manager) % NSF 7]% 2] AH(NSF capability manager)E AXVUERA ¥3+3lt},
[2NSF A}-g=} 74]%% 28| A-A o EHo|AS Ei Bol #a A|laH AZ3 '
2 AlFel AF Ayolg % oMlE FH7E AnR|A-FH QEHo|AE Eﬁﬂ E'_OJ e A)|~El AlZ=9] not
A o] 7] of EL@":}. sk, Hol gl AxE AZ=L NSF-FHH <9

i
rz
roh
il
2
it
uf
‘
©
=
w
=y
>~
>

ﬂJ

[

E R
Sa@. % 5W, B el Ax" AFe ®mek Alol7): NsF-Hw = Ba) NoF QlaEls A
o NSF 9lzaEls <g>r+ BAT. ER, wek # Axd ASe Aun %a AEEe B2 QE] 1S B

3 Bk whe] A|AE AT web Alo)r]er SAlRT.

% 29 I2NSF AREAF AlF, Bl ] AlzE] AlFe Mol Alo]y] AXAE, Bk #E Az® AFe) Adat
g Azw HEAE DNSF 2’z AFS 47 = 19 INSF AHA AEVE, YERA &9 B8 A="
AEUE, A we] Axaw HEdE 8 NSF e digwnh. =3, & 29 AHjA-HH
NSE-Awl QI so] =~ Bl &= Qo] As 19 2uA-H1 Qg Fol, NSF-#1 Qs 8 55 <IF
gloj 2o -3}, o] 3t ol 23t A= ol AEAES diste] A,

I2NSF AF&-=}

O

¢

AET AAY, IASF AR AT o 3 A AEdEES I o E Aol 24 (Application
Logic), A2 ¢ldlole](Policy Updater), % ol¥lE 4H7](Event Collector). z}zte] &3 @ Fx8 Mws)
W ookt 2

olZy Aol 2HL IFFE B IS /\g}ﬂo}%
7|25 E a5E A4S el E(EE

|E(Es

R R quﬂ

zagom )% g8, ool AL oE 54
JMES Faetn, FPE olWEd slzse] niE
ot Ael71= wizalz] gle) A QulolHE W
FA/E ek £6l o8] wulzl oMES
sfe], olZelAeld 2Ae n5F M 4

N
PN'

Kol
TLO}E :L%% o Zg Al A iﬂ_ 51_%4_1:}. o] AJJE&J,
ANE JUo|E(EE P 5 ).

% 204, ofZedlold 24, 43 qulold % olMlE 597 27 Wre FHor wAsa glov, ¥
Wgel olo] @ARA erevh T wal, ZAze weHA AEIEZA, INF AaelA st Ex 2 Ao
AxdER 748 S5 Q).

+*H e e Al~d
et AAE, Hob Iy Al=E ATl Hot Aoy Heb A A (Security policy manager) % NSF 7]

s B AH(NSF capability manager)9} #2 2719 AXUEE xFsiog
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uok A AL FIZ Bal 44 Quloldwr s w5s 48e 483, o] A2 ofd 4547 gHom
WAE 5 Ak, o AFFE ;ﬂ% NSF )% wElAo] SEE Fol7l NF /15T pand. =, uek 44
YA o] AL WIS Bal NSF(E)= 498 5 3k,

NSF 715 pelAb Fold NP 71Eu paH A5E AN Age] S, e el Asdel o S5
NSFe] 715 AR, R wek AF wpelAsh FHT & ek, AL NSFE 55D Wi, NSF 7% 7
A 55 AdAelAE Fa) NF 7% wpeldel # HelZo] NsFel 752 FHAES AUAA w Axw
of 28T 4 ek, LA B AARE AZE NFO V)5S NF A BelAz FHa) Ad wet w4 A
seje] the ol g}

% 2dME, wok 44 wed 2 NF /s wedE A7 dme] THoR EAsm glon, B #gel ol
FYEA etk o gd, 47 Al PEAEDA, NS A29dA shite] A¥VER 7d9 S8

NSF 12®lA(NSF Instances)

5 20] =AE RAAH, NSF A2Blx AS2 NSFES 2ghsit), oju], BE NSFE2 ©] NSF =’ AlF ¢
A, #H, D8FE AAS AFE 4] WIS Fol, mot 4 PR WIS o 4L NFEZ A
AT, o] A%, NFE A8 A4E w Ao 7 zate] oteldel MEAD =dRe AAs, oF A
SAG 98g & 9

o= UESAS HEA &A, Eutd UES A AREAF M), dHHe] FA] T AFA
).

e mt ANA AT NSFE A A FE wek A5 ATT ¢ AT F, N BEH E
s om TALGEA ofieh wAYC] ofel NSF/E @A o] Fol MEANT EdRe) ok mek Al

3 et 3 A9 %A02 AET S i el MEAae webh Hdd 15 B, w9
5o A TERE wet Aol WAUFIE 5 -5

Mt 75 (security capability)& 574 NSF7F Algdhs WMk 7158 RodhA A digonn
B3EE 4o & 4 3= 7% WA (capability specification)E AlFech. Eg, H 7S F3
o 7 GAe THAR WHer A F 5 o

=, YEYAE AAT v 54 AFS

2
i)
e,

Has} glon, Jsue 540 ngd 4 9l

ool A abwli vhsh o] met WA ATl AHEE 4 g IS SIEH oAt olest o] T A frao] =

A% 5 e,

x101- I2NSF AFg2le} S8 273 719 <QlE ¥o ] 2 wol AEZ7 (Consumer-Facing Interface): NSF ]
olE] F AH|A ALERIS} MEY T &9 TEARE(EE HE Aof7]) Aleld B4l Alds AFstes 4nA
gk Qg H o] 2~

2~El

N

r°1'

I2NSF Consumer-Facing Interface: H®oF HB7} thokdl ofZgAlo]H(dS EH: OpenStack T+
/ 0SS T4 Q4)3 HeoF AEEe7re] w3k ARg= 4= Qlt}. Consumer-Facing Interface2] A7
Aujz=e] 29S8 FdI FEsk=d T

- NSF zFe] QlE#o]la(dE EW: WaldE, Hd WX E= <k dlo]#]x) H HeF HEEH (NSF-Facing
Interface): NSF-Facing Interfacet H<F g AAES NSF gy og] 714 Fdo|A E&5te= d AEEHH
NSF7F T8 5= w2l (a2 S 7bF #al s A4 appliances )4 @A o]},

thop
EEE HQ

ro.

olal, A¥E I2NSF AH AA et g YELT HeF, Fulx Hel @ FZF &3} 7|5 3 AA A3 AR
of thal A REE F},

2 owgeld Ar mele] AgEE Solt T 2ol Aelm & itk

O

td
i)



[0100]
[0101]
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[0105]
[0106]
[0107]
[0108]
[0109]
[0110]
[0111]
[0112]
[0113]
[0114]
[0115]
[0116]

[0117]

[0119]

[0120]

[0121]

[0123]

[0124]

[0125]

[0127]

[0128]
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AAA: Access control, Authorization, Authentication
ACL: Access Control List

(D)DoD: (Distributed) Denial of Service (attack)
ECA: Event-Condition-Action

FMR: First Matching Rule (resolution strategy)
FW: Firewall

GNSF: Generic Network Security Function

HTTP: HyperText Transfer Protocol

[2NSF: Interface to Network Security Functions
IPS: Intrusion Prevention System

LMR: Last Matching Rule (resolution strategy)
MIME: Multipurpose Internet Mail Extensions

NAT: Network Address Translation

NSF: Network Security Function

RPC: Remote Procedure Call

SMA: String Matching Algorithm

URL: Uniform Resource Locator

VPN: Virtual Private Network

AR 2d A7

N

uf
2 o

AR e (Capability Information Model)®] A &2do
, "IPS", "<tE] wlelH =" & "VPN HF Ao} g2 Hel U)F

o

CrH MENE R 20(alF BU A W 54 P Fa, WA 9 54
0] = 2=
-

= = N
el w7l AES &y AR & e A AAR ERE

e A

a2, e 7

: A7t Bash. of
d8 AR e Aol FAS BHPHAT A} FAES S

el A AFel 7 9)

;{
ok
ot
1%
[}
=
olo
fo
[kl
fu
X
i)
N
ofj
1,
)
f
mY
flo
[
it
o3l
©
o
o
fr &
x:

o
o
il
fu
X
Jﬁ
k]
v
S
>,
o
flo
N
il

B3 L
= 98E F dE oY dagss

neEn ZRERe 498 & Ak

HdE HEE 8 ol TrEZE wAA, AHHoR 794, anti-reply BE B I]o] q1Fo] HEH o]

of @t}

7% AR 29 Q¥ H-(Capability Information Model Overview)

7% AR Ed2 NSFe] AF #HE AT EUE ATshe B Vs BRES Aogt). Vs AE RES HE
AESU7} NSFE AAs] A8 2 9 ¥ & YRR 3, NS /15ES e WHoR A8E 5 U=
= HAshl Adshe AL Sgshe A =g,
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HOLS 918 2 A4 /1R A 93 9 o2 pelsior s Asue e

- Z %A (Independence): 7z} HSlE 7|58 t & 7]%9
it} o]E T3 ZF Hot 7] s AREA AR EH %3
o2 7lsdd 9dgs vAA gFErhe Aot

o] A& Single Responsibility Principle [Martin] [OODSRP]S uw}&t}.

- 34 (Abstraction): 74 7o WY =A< WA om HojHofof st & Azl e o] a9t Ao
A AdE 7lEstal Rad 5 Qe #5553 @ 7les Awdlor gk wEkd, v a5 et 4 &8

= =
ol P4 5 9

- AF3F(Automation): AlZ~BE HF 75 (F, AR MYl S A A, A5 B
T Slojof g}, o]yt AE3s Ve thre] NSFE #ElsheE d 53] 835k

A ®1 1ot AAC digh ~ntE MU|A(dE EW: 24, A, Vs FE 2 FJHshHE Fksle e dF
AHolt}, o] 3 7|52 Observer Pattern [OODOP], Mediator Pattern [OODMP] % Message Exchange Patterns
[Hohpe] 9} 2 @2 izl AEdA AL},

- 34 #e] Al2"lo & scale up/down Hi= scale infout 7]%Eo] lojof du). whEha, oluld Ao
A HESA EdE s AHl2 g FddA ap8d theks
T3, g GFgS W B VTS He AEEYY SARILE
o
™

v:)
>
oft
2
=
o

m

o

o Qo) weh £F AMAAE 2F F3 L WY FY V)% ATl Ad F drh. olgle
of Zas3k NSF AEE ]’“3‘% T A 35+ Capability B3 ARE-¥ NSF AIEC] o) AF=H=

4 QRS RolE AT

OLJ
_\1

Het AEZHE 282 2 $8& 22039 a3 AES dA AR F Qe 71 A vusty g o
VS S5k 223 NSFE A e,

3 NSFoll 98] dexA] e G (dS 59, zero-day exploits & unknown malware)o] Bl = uj |
2 7w AEE & Jdu E/EE 7]EY 71E0] FUolE H £ UHAE B9, 19 MY ¥ duFFS
AyelEstozx), 1 A3 M2 3 viHsty] H8) 719 NSFE A3 (E/Ee A= NSFE AA)sH
)=

M2E 752 T4 dxAE AFHo] AFHAY Wide] 24 g xxEd MEdqo=z A 4 5 U},

T A B BT JdHIH )27 JuolE T2 M2 folshA FHEHES S},
ECA A& =d QB H(ECA Policy Model Overview)
"Event-Condition-Action"(ECA) A2 Zdl& [2NSF A=A 12 o] HAAZ 93 7|22 A9t o], [2NSF A
A3t FdE goj= oo} gol HolE 4 AuH([I-D.draft-ietf-i2nsf-terminology] +=%):

b oWIE: olMIEE E: Axde] WAW W W/EE pus Aagle] el Fad Adel wAH
oh olWlE: IaNSF FA 49 74EME°M A w INSF A fAe] 24 Ae BAR F A oy
2 A4s: W A8E 5 Atk INF oJMES] alzi Az L A4 BA(AE EW: 218, 23 0% 3

ACLE #uteh= E2bol 3l& o Ut

- 23 (Condition): =L & £4, 54 /L= g AES vud £4, 7T 2/Ee g Jde=
ojEol (YR A) INSF A FHE A A & = k. [2NSF 279 o= 7 B 5
o At S99 NSFe] F- dElE ek AdEel Blasks Zlo] x3hE 5 Q.

=2 (Action): 2t oWIE W

F

A Aol T4 wl 3E 74k NSFo] WS A
Hel 7158 AFert. I2NSF g9 odE 21y w©x @
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e
S
e
fru
o
i<}
A
o,
=
P
SE
e
fru
o
g3
=
e
o>
ofj
=
P
o
>~
2,
N
of!
o
e
i
i
4>
%0
Hu)

I2NSF 4 7722 Event 4, Condition A H Action A°] 4| 7}4] Boolean A& T/J¥t}.
Boolean < TRUE H+= FALSER 37h¥= welws omat, shv olde] o2 74 4 & syt

Noolde 807t e AF Boolean HL =8 dZA 84(5F, AND, OR ¥ NODE AHgsle] &ol&

T 2 a5 ’
AAdg. ojuf, =24 dA 4= obde] £ 13 22 ovE VS

M

IF <event-clause> is TRUE

IF <condition-clause> is TRUE

THEN execute <action-clause>

END-IF

END-IF

2 A 7R AAE
e ol 98 F9T + A,

Ly
)
lo

kol A w3t ECA AF mele vfg- dwtdoln fA &4 & 5 glon It el Ve Fds A% &+ 3

= A AkS 93 4l
F Fr mdito] #A
T3 2 odgo] 89 4 gl AA INSF AR 2d xile] o o F ek,

[2NSF NSF-Facing Interface: NSF¢] 7]%S Abg38le] NSFE Ae @ #Aglsin | o= oo} e AL o
|3l P E )

D 7P NSF= "ghelted o) g Al=glel] Ve s eRstRR we] AlsgdA &Y Ves AR o n
2) Hel AEFe = Aelehs EE AR 7Hs e NSFellA Heol Mujse] 8 AMRE S5A17]= | 283 Ve

b MEZ?= Capability AR 2HE AMESte] MY 7l5s o5 AAS FHARJ NSFZ A2

H
H e AESHE 919 ARE A 4 75w mde] st o ge Holy wdle A4 Ei Abgstol

oleld HaWe oF 4w wde] KA 3 itH L 7 P4 Li(alE EW: oME, 27

ol
= =
0 AR P 4 ok ol B 9% AR wARRE N 4H 72L as

*

17189, gu BE2 dolE Az, deolE Aol o], A o], 7 o] ¥ ZREII 53X FH)
2 7ol me B4 A4 vebd Bleltt.
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s ZeAn(lE ER: FEY 54 2 4% 48 e A4 9 4od & ArkI-D.draft-

=
ietf-supa—generic-policy-info-model %*=).

A1)},

W, 7 7)ee % 4w
A3, Gea, J55e 9
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olal= AMA AHoH ECA AA 137 AKX RS Ao zH 3= 4 tr}. o]
A Aol I2NSF A A e oilE A, = A B A9 Ao A A AR A Aol 9ds

Loﬁi

T
I2NSF A3 <lzlo] d#e] oWlES F2letH s o|HMEE &4 ECA A2 129 oHlESE UXAIZItE, ol
E7b QA Ak [NF AA e 27de] Yrkg ELAR. 21 dol PhHm, olze] dAshe
o

Ed]
A X ek= I2NSF g3 qF2el] Sl= d@e] dso] dgd 5 St

%7] NSFs 7]% ZFelazg](Initial NSFs Capability Categories)

ofsh, MENZL B, Zal= not % FA @hahe] Al b4 Al slel talA ARy, B owels A
Hut 54 Adae el Aeay Fo s f9e wE 838 &
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AR 4 k. A Ao AHAA E wff FET 4 Jde HF Y 2/Ee doREe] g, AT &
AE At 55 9 AYAE AE, A7 B S5 48 & 5 Qe F2o] tdd ug dEbd 4 .
FZdl= ®et 71%(Content Security Capabilities)

ZEl= HeEe 38 X2 AT F8He He 7lFe E O Jtelagelrt. d& E9, §§ T=I1¥
ASolA dgs e EY Y&& 45te] 2= Het 7|5& ASFo=A st tyst Hel Ve s A
g 4 T}

ol7lol= Aol tigh who], wlolgla AR, okeA o (RL T AA #Hd AEY, B9z < g dxx 2
e oAl doly A4 WA7t xgd 4 Q).

dtdow = HFO ZF 97 folv AT 5 Fiol Jdon dd FF9 TRz i WA=
A3rS A3t Aok ot wEbA o]g gl Ve afe Felx ¥ Kol v)es 5Hos I}

74 93} 7]%(Attack Mitigation Capabilities)

4 3} Ve tYe f3 UEYA 4S8 gA st gslsted AN EY. 2vg dRbE] HEYa ¥
4L otgel o] AFod 4 Qrt.

- DDoS #4:

YEYA A% DDoS &Z: SYN flood, UDP flood, ICMP flood, IP fragment flood, IPv6 routing
header attack @ IPv6 duplicate address detection 45 o2 & 4 AT},

S8 23 AZE DDoS &Z4: oE 5] HITP flood, https flood, Z§A] $-3] HTTP floods,
WordPress XML RPC floods ® ssl DDoS7} &4 th.

OH

R EA

>

M (scanning) ¥ 2YF(sniffing) &24: IP =% (sweep), LE 29 5

ZA2E 97 FZA: Ping of Death, Teardrop %

Ed g7 34 Ev) ICMP, Tracert, IP E}Yl ~®1Z 34 7 5
7t 1389 UEYA 340+ i VMEYA 54 2 f7/35 5ol Jdvh. wehA, 2 F3 FFd= &
A @ ostE 9l v JAFez LY 55 B 71w Zasiy. oud HeF WS Fd 9 #E 34

H H
st Ao} Ve FRl= Bk Ao WFe} i FAR & A

YET Hel 7S ¢3k AW 35 2 (Information Sub-Model for Network Security Capabilities)
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oj3l, MEHZ B, Fd= HF I F2 &3} 7|5 319 Edof ds] Agstes o),
YEYT BokS 9%k Ar 319 Zd(Information Sub-Model for Network Security)
T 47 2 dgo]l H8dE F e UEYA HeF AH 19 BE Jled] d oE JERdT.

MEAZ uel A S 29 S48 YEAD =aRg 346}% PHE QO st ool EA B
% 715 B #galoF &=
% 4o 4] ECAR 12L& oldl
Qb 89 Rl web #d EC

@ RE AAE P + Ak

- ECA AR mde] Aejwo] gk, WEHA B
A gD 2 AA e FS FYstr) 98] o

_V‘,i

INSF 44 FHe oliE 24 54 (BA) BAe) S5% fae 44 FHold. 44 734, 44 749 7
Ra(dE B olME, 27, =g 2 oA A3 o 9 A

-1 H
oz vet dolHz FAd 4 3len, NSFE o3 2

2 ox

YEYT ®ek AF 777 A (Network Security Policy Rule Extensions)
T 52 B odlgo] H8E 4= 9 UEYA HeF AR sle] mdol o] A oF yeldy.

© 5% MEAD Bet PR ok9l welo] ZIE ECA 3H TH 9l Feze) uok AAE HAele L AF
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HE HoFr),
g e e S HAAE mEE A2 TR 54 vWEYT Bt 4SS A T 5 v

SecurityfECAPolicyRule> I2NSF ECA A2 12 AT W flo fA|sc}. o] 722 (9F) duk ECA 43
oAl o= Bt #H ECA AF 13& FUielr] $%k olelgk Uk BCA A H 3o &
SecurityECAPolicyRule 73 2o AHold BE A4, WA 9 IAAE X3t UEYI Hoto FQ3dh
F7F & F7heit.

6 /0ol SecurityECAPolicyRule A ¥ ZF# 2= SecurityECAPolicyRule 25 33te] 6 7HA F3 9

Network Security ECA Policy Rules®& WEbATE. (&%) YW ECAPolicyRule Sdl~s AW 2 7|gf st A
HERE ofyer afgk AA Do} 22 £ FEH=E VR AHRE JoT 4 Q.

YEYT Bt AR +7 52 (Network Security Policy Rule Operation)

Sol M HHe gu wAz PR sht o4l KA 48 #Hos THE. oWE %
A e R Al @ M TH Aglel thE A FHIM F7h MEAL Bt 2
% @ 4 dvh MEDD Bt 498 g gol EdRe Aasta /1R A9E Faa.
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SecurityECAPolicyRule®] 23)o] FX% a1 t}3 SecurityECAPolicyRule ©] B71E < Qt}.
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o]F, 27 Ho] FrkE 5 Ark. Bt &F AF AAE Abgste] olFelM AWE Prre] AR miE A
b GaE 4 9tk 24 Aol TRUER W7HW SecurityBCAPolicyRule} "4 gl
o SecurityECAPolicyRule®] A3 o] FA ¥ t}g SecurityECAPolicyRuleo] B71E < Qt}.
3. Ade Ao o] P, A HeFo] A FAE AHst= dH AFEECT. Step 3)olA ZEA| 2=
SecurityECAPolicyRule®} #H&HE A4 o] dlojy Algo] x3td 4= Q).
4. AL o& A 74 4 F shuE AdY.

Sty o]de] dso] AEEW, NSFe= sl Ao o] AHoH q5S 73 & 4 Ak, oAF 59,
4 R Tl LR) W ASEEE S8 BE Mo APy EE oe o

uok M AAE ALgste] oldlol] AWsht Aol AN EE: A¥E 5 I 5 AUt 7]E QM| 3
b vleel 39 NFE A AF /5 £4 @ 0e 54 2ok Jl5e] FHAN FEAEA oRE 39l
a e o

A3 Bl o] E 319 A B R (Network Security Event Sub-Model)
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= 69 Yl 7FA] Event E3 ()5 EE g
Wtk (9%) 4wk Event Fel4~E 1f o/WlE 1D, AW 2 o|WES} Huga ‘/Hx} ul 1\]7Lh,} 7_4_—% 2] okl o)
71 oWl E ARE Hodvta 7 4= vk

HEYa Bt ZA 39 B 2d(Network Security Condition Sub-Model)

dut 231 Sdas af @ AA D, A " 0 A ool viE Holy AAlE ddsks MY 22 £4
°of FHj= 7|E =1 ARE Ao 3t

3 B BF AH d(Network Security Action Sub-Model)
T 82 H dtgo] HgdE = e UEYA HoF AR ¢ Bl X0l Ao o oF ek,

o 24 An Feze) ug AAF AAE e, £ e v
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% 89 A A B2 FAsE (A9) AU FA FAsE Sdslel MEAD uas gan 498 e,
dole w9 HAst 4ol | 5 .
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(2]%) Generic

"

I2NSF 7152 43t AB Ed(Information Model for I2NSF Capabilities)

T 98 H outgo] HgE 4= 9= IONSF Hel 7w AHg] wEld mdlo]l A oE et

T 9o ZAlE ukse} o] INSF 7| EEe kit Felx ®meol 9 FA 93} 7)5S UElE 28 J|ves
TFAEY. 4 Ve S8 2O AFdA B4 F39 o RRH RIdt

% 9% SecurityCapabilitygtil 3= dubAQl [2NSF Hel 7% ZHAE EAdt). o2 Ea) 95 wE do)
B AR mdo] txiQle] ks =X %LQL Aol FElzd FE &4, ¥4 2 TS FU S 4 UYL &2
E I2NSF Het 715 SecuritCapability Se|2olA B ZeA A},

A= ®Hel 7|52 93 FH d(Information Model for Content Security Capabilities)

T 102 ¥ dgo] {89 4 Qe WEYA He VT AR BE A oE Yehdr,

T 102 Zulx= HF GNSF(Generic Network Security Function)®] ¢lA1ZQl §3E=S EA| ST},

Z 109 =A1E Hpe} o] E'lx Hob2 oy JFA 3 3 HeF yleow FAE 4 Qo). oydk 7F vlee
=& 223 AlFdA B4 739 o RRH FREE BRI F )\AD}—-

Felx= Bole & 100 ZEAE vFe} o] GNSF (Generic Network Security Function) 534 4 ).

FAA3} 71T 93 AR Ed(Information Model for Attack Mitigation Capabilities)

T 11 B dygo] 4849 4 Qe 34 93 7e AR 2do d o E yephdn,

5 110 ZAIE vkl Zo] 374 gshE oy NSF2 #4449 5 9. 442 54 f39 vEYT FHo=R
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1.I2NSF ®oF A3 3 (I2NSF Security Policy Rule)

[2NSF Hob A w22 Uit YES ST Hel 7lFd Uik A #3& vepdok, A 2o AA= J2 g4
2 32 ARz A" 4 r}. o37]oE= Event Clause Objects, Condition Clause Objects, Action Clause
Objects, Resolution Strategy % Default Action¥} #Z2 ECA AH 7 o] st 4 o},

2.Event Clause
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‘
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A AFE AAste o AFEE F k. oWE Heo gt E Ty
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44d 4 .
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wol AAe) doly A AH oF, FHE, A2 A%, A FA 2L FH(rule) 1FOE FHL F 9

THEL FHES AHsly] Y3 o, &S AwWslr] $13%F description, priority, enable, session-
aging-time, long-connection, policy-event-clause-agg-ptr*, policy-condition-clause—agg-ptr*, policy-
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2 periodic-time-zoneS X 4= U},

absolute-time-zonet= &°] A& AU Al = @RS AASY] el Al Al 2

Asl7] Y3t start-time?, end-time? E IRE A7) 9% absolute-datexE Xe+E 4= U},

periodic-time-zone> &°] A&HE F7142 AI7FS HAE 7] Y3 day & monthE £ = 9.

resolution-strategy> &2 93 a4 A

strategy-type)?, A WHAZ mAHE 25 AA37] JIF first matchlng rule" 9 wixge 2 wjAlE = 5
hy A

AAsl7] 993 last-matching-rule?S E3& 4= Q).
e
T

e B A4 97 A=2H 5o Bele A

o

-
default-actione ABH F2o] gle HA$ 3=
sk 2= 9}
rule-group T EC] IFsH ] #AYE F Jv IFEEZ TFAAEY, 2 25 g dlolH X+ group-
name, rule-range, enable, descriptions ¥3}3Hc},

event—-clause-container, condition-clause—container % action-clause-containeri= B2 JFZ o] “o|HIE” |
T E 27 & JASH] fEA AHgE 5 Qdn.

F21L el AFE wpeh o] Lzl &4, 54 S/EE %ol AES vad &4, Ve R/EE gk 3
o7 Agelslol 1 (PHE) INSF AF +H& dAsriu ddshA &S A

AYd RS 9% AAE R 2ok 24, wiF del2E Hob 2, o B 23, AMEA Hel 24, A
HrE A 2 Ak AYAE 2Hos Hod £ gl

w3 = 14col =AE nie} o] AYA EHS Y3 dloly EYl X pkt-sec—cond-tcp-src-port#, pkt-
=i}

sec—cond-tcp-dest-port*, pkt-sec—cond-udp-src-port* % pkt-sec-cond-udp-dest-port*E E3] XE T}
#HHE & HAAE 7 U

T ldell M= AFEe] HgE F e ofEgAel e HE #HElsty] 18], application-condition®] dlo]E]

I = application-description?, application-object*, application-group*, application-label*, category
g Egav.

w3k, 5L URL(Uniform Resource Locator)ol] we} AHEH7E A" 4= glow, olF & url-
oA

category—-condition®] ®|o]E I =+ pre-defined-category*, user—defined-category*

i
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e
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% 15 2 oune] o A4 do] e G4 #HE 91 dold md pxE d g,
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[0333] ol3f, & HUEH HolHE fgt 7[EA FH Rl 3] AHREE g},

[0334] RE RUEH dHolgE 93 7|2 A< B ¥e(Basic Information Model for All Monitoring Data)

[0335] - message_version: Ho|E 29 MHE& vepdH 0104 AlZtetE 2 242 10 4.

[0336] - message_type : °|MIE, A, &3 =, JI*H F

[0337] - time_stamp: WAIA| 7} A H AZHS YERY.

[0338] - vendor_name: NSF &3 A9 o]&.

[0339] - NSF_name: WAIA|E AAJsH= NSFe| o]& (& IP).

[0340] - Module_name: WAIAE EFY3l= BF5 o

[0341] - Severity: 2719 #& yER. F 8 e @ (094 7)ol EAEH, AL AeFE A4 =T}
o

[0342] RUHH dolHE$3% &4 AW el (Extended Information Model for Monitoring Data)

[0343] S AR Rde by 2 Fx3t @ odlolgelnt AR, FxsE A &L HelHe 7 AR RdR
T Aot

[0344] Al &% (System Alarm)

[0345] wxe] 2Fgh(Memory Alarm)

[0346] U5 FR7F vl ko] E3hw|ojok Fhrt.

[0347] - event_name: 'MEM_USAGE_ALARM'

[0348] - module_name: ¥ A44E& ©eh= NSF 2ES Yehd.

[0349] - usage: AHE ® wlEE] ¢S AT

[0350] - A g ARE EA e A #

[0351] - AR 9% FE (dE B A 7, =9, BE, 99

[0352] - WAA] D e e AR ROl QA kS 2HElFUTE. o 2 wWAAE FHE

[0354] CPU &sH(CPU Alarm)

[0355] oS3 g AR7F CPU Lol 32 4= ).

[0356] - event_name: 'CPU_USAGE_ALARM'

[0357] - usage: AFE ¥ CPUQ %S AAgYrt.

[0358] - threshold: °|WMEE EA 3= A #

[0359] - ARE: 98 2 (dE EU 98 e, =9, BE, W)

[0360] = WA]A]: 'CPU AREFO] AA #e =TS 9o 2 vAAE F93

[0362] t~a &= (Disk Alarm)

[0363] S e RV vz el x3kd 5 Sl

[0364] - event_name: 'DISK_USAGE_ALARM'

[0365] - usage: AHE ¥ T2 I S AU

[0366] - threshold: °|MEE EA 3= A #
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[0367]

[0368]

[0370]
[0371]
[0372]
[0373]
[0374]
[0375]

[0376]

[0378]
[0379]
[0380]
[0381]
[0382]
[0383]
[0384]

[0385]

[0387]
[0388]
[0389]
[0390]
[0391]
[0392]
[0393]

[0394]

[0396]

[0398]
[0399]
[0400]
[0401]

[0402]

SIHS31 10-2020-0003738

S AZE: AW FE (AE SW: 99 4F, B, 0E, %9
- WAA: T ALge] QU g 2AAFUT. o e MAAE 29

sl=glo] &=k (Hardware Alarm)
U3t e AR steglo] dgt] £3d 4 gl

- event_name: 'HW_FAILURE_ALARM'

- component_name: ] ¥¢#S AASE W 74 8425 YERHYT

- A # BRE EA g dA #

- AZE A9 FFE (IE B A9 £F, B8, 25, 99
- WA sEale] Y sk g RAL el ASEAEYL. % ge WA

QlE]Ho] 2~ & (Interface Alarm)
o 22 AR Q
- event_name: 'IFNET_STATE_ALARM'

olE] o]~ Lo x3E 4= Q).
- interface_Name: QIEjdo]~ o]&

- interface_state: 'UP', 'DOWN', 'CONGESTED'
- threshold: o|MEE EA &= 4A #
- A% 98 (dE 59 4

- HAA D A AE o] AFE

i
B
M
=i
oo
=
off
e
oo

it
%

=
=

A2l o]l E(System Events)

MA| 2~ $19H(Access Violation)

53 22 JR7F ojwlEe 23 4 Q.
- event_name: 'ACCESS_DENIED'

- user: AH&AL o] &

- group: AR&AZF &3 O

- login_ip_address: AF&AF9] Z7191 [P F4

- authentication_mode: AF&#} 915 E=. oE EWH: 24 AF,

x— T A|A]:

T4 W7 (Configuration Change)
o 2E JRIE ol

- event_name: 'CONFIG_CHANGE'

Eo £38 & Ak

- user: ARgA} o] &

- group: AHE&AZE &3 D15
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[0403]
[0404]
[0405]
[0406]
[0407]

[0408]

[0409]
[0410]
[0411]
[0412]
[0413]
[0414]

[0415]

[0417]

[0418]
[0419]
[0420]
[0421]
[0422]
[0423]
[0424]
[0425]
[0426]
[0427]
[0428]
[0429]

[0430]

[0431]
[0432]
[0433]
[0434]

[0435]

SIHS31 10-2020-0003738

- login_ip_address: AF&#}9] Z7191 [P F4

- authentication_mode: AF&A} 915 T2, oF EW: 27 AF, A 3 A AW AF, AF WA, SO A5
- WAA A o] FAEAFUT o e wAAE EY3

A" Z1(System Log)

A4 Z2(Access Logs)

Az 2l peAe] 20, 27 ok L 4A AEL V1S5, oE Aol wot Hepde AW ¥ 5
ek, 9 waAelE obdlst e st 23E 5 9

- el AR AEsE el

e
- loginmode © el 271¢l RES AU (E 59 P, A

- operation_type : TR} FHEE 22 FE(d2 5W: 279, 271 ok, A )
- Az 9 4y A%

- content: =1 & AR} 3] 3 ],

2} AR5 ZI(Resource Utilization Logs)

Ni

#4034 59 13K | musgel f8sith g8 wads o

= A Al="e] Ad AEE 7|Esh o=
S 22 JRE X%
- system_status: FA| A|=E]o] A A
- CPU_usage: CPU A& A AT},

- memory_usage: W=7 AFEHE AAHT

- disk_left: AHE Ped Tz FE AR,

- session_number: & FAl A FE AAHFT}.

- process_number: & A|AE I RA A FE AT}
- in_traffic_rate: & Ivl= E#Y &% (pps)

- out_traffic_rate: & o} ul2= E#I £% (pps)

- out_traffic_speed: & o}% vle= EgF &% (bps)
A8} g5 Z2(User Activity Logs)

AEA BE 1Se g Sehel 7% (279 AR, 29l / FF 71k 2 239 [P Fa)3 A}
Fasts Aglel did NS AFB S BF B SR 239 2 UENDL GHs BE F o
2 Ak o f8s

- group: AREAE &3 %

- login_ip_address: AF&xFe] 2191 [P 4

- authentication_mode: AF&A} Q1% R d&F EW: 2274 QAF, Al 3 A A8 AF, <1F WA, SO U=
- access_mode: AF&A} M|~ B o E 5w PPP, SVN, LOCAL

- online_duration: =@}l 7|7t
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[0436]

[0437]

[0438]
[0439]
[0440]
[0441]
[0442]
[0443]
[0444]

[0445]

[0447]
[0448]
[0449]
[0450]
[0451]
[0452]

[0453]

[0455]
[0456]
[0457]
[0458]
[0459]
[0460]
[0461]
[0462]
[0463]

[0464]

[0465]
[0466]
[0467]

[0468]

SIHS31 10-2020-0003738

- lockout_duration: #& 7|%F

- FE AREA Ze. AEe AR 239, S 239 Ak, AREA 23 ok, i AREAF HlEH S
WG, A AR HEWE WA, AREA e, AR i SiAl, 4 o8l

ol AL 2glol Az,

A" F1-2E (System Counter)

ox o

{0

)

¢

Qe Hlo] 2 7+2F (Interface counters)

e Fol 2 FHEEE NSFR E010a Urhes Edy, 9% Aol g 78 & AlFdt,
- interface_name : NSFolA FAE UE A AE]Ho]x o]F
- in_total_traffic_pkts : HA Anf= 7

- out_total_traffic_pkts : & o} wle= |7

- in_total_traffic_bytes : & QH}= Hlo|E

*— out_total_traffic_bytes : ¥ o} H}Z Hlo]E
- in_drop_traffic_pkts : & QUHl$E =& A

- out_drop_traffic_pkts : & o} ¥l2= =4 9%
- in_drop_traffic_bytes : & QH}= =& Hlo]
- out_drop_traffic_bytes : & o} HIEE= AkA| Hlo|E
- in_traffic_ave_rate : QH}+-= E#T Ht 2F (pps)

- in_traffic_peak_rate : ¢Iv}e= EF 13 &% (pps)

#— in_traffic_ave_speed : ¢I¥}*= EgY Ho &% (bps)
- in_traffic_peak_speed : QIH}-= E

- out_traffic_ave_rate : o} vl2= EfS F4 27 (pps)
- out_traffic_peak_rate : o} wvl&= EZ

- out_traffic_ave_speed : o} n}= Eg

- out_traffic_peak_speed : o}-%

=
Mo
[
(m
L
)
B
&
B
gl
g
P

NSF o]l E(NSF Events)
DDos o|HIE+= o33 22 ARE X33t 4 Qo).
- event_name . 'SEC_EVENT_DDoS'

- sub_attack_type : Syn flood, ACK flood, SYN-ACK flood, FIN / RST flood, TCP 12 flood, UDP flood,
Icmp flood, HTTPS flood, HTTP flood, DNS query flood, DNS reply flood, SIP flood &

- dst_ip: 74 2uYE victume] IP F4

- dst_port: EFHE Ex 2 AudE ¥E HIE,
- start_time: ¥#A°] AlZE A|ZFS YER = EFY AEIE
- end_time: FA°] TH H A7HE YEE Bl ~REZ ARE JAFT o FH0] AlE LdAstHe] d=&

Hlogle 4 vtk
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[0469] - attack_rate: 37 E#J ] PPS

[0470] - attack_speed: &2 EZ 9] bps

[0471] - rule_id: EZAEE 39 IDYYL.

[0472] - rule_name: EZAHE F1H 9 o]

[0473] - 229 EY¥oe] dAshE Ko R IYPYT),

[0474] A4 "ol oMl E(session Table Event)

[0475] ofgfol & ABIF A EHlo]E olWlEd E3tE 5 Sl
[0476] - event_name: 'SESSION_USAGE_HIGH'

[0477] - current: ¥A] AlA F

[0478] - max: A HolEe] XA e A A F
[0479] - threshold: o|HIEE Ez|Ast= IA 3k

[0480] - HAA D A ol U AA #hEs 2FHEEYT
[0482] vlol 2]~ oWl E (Virus Event)

[0483] olgle} #e HR7} uola 2 oWlEe ¥3tE 4 9t}
[0484] - event_Name : 'SEC_EVENT_VIRUS'

[0485] - virus_type : Hpel2lz 3 (d] 1 ERo] Hul ) wigR) upe]el {3, wlo]z 2 o]F
[0486] - dst_ip @ ®pe]g]=rt A @ izl o 1P F4
[0487] - sre_ip ¢ HpelE| = WA wjFle] A [P A
[0488] - src_port : Wpo]H A7} @A H HFle] Ak XE
[0489] - dst_port : Wpo]H 27} @A W Rl i LE
[0490] - src_zone : Ho]E| 27t A H wjFle] 4 HOF JY
[0491] - dst_zone : wloleizrh A ® wFlo] i Bl 49
[0492] - file_type @ Hlel#| 27t AR o] 73

[0493] - file_name : Hfo]H =7} HAZ g9 o] &

[0494] - virus_info : Hlo]#=9] Fheddk AT

[0495] - raw_info : OJHIEZS EfAse 7S AYss AR
[0496] - rule_id : EZAHE 7329 IDYYT.

[0497] - rule_name @ EZ|AHE 139 o]F

[0498] - 229 ¢ Ego] dxsh= Bl Rl

[0500] A o|ME(Intrusion Event)

[0501] - Intrustion Eventol: th2 AHx 7} Eghs ofokght},
[0502] - event_name: ©|HIE o]& : 'SEC_EVENT_Intrusion'
[0503] - sub_attack_type: &7 3, o @ I3 7, Wy ow TES
[0504] - src_ip: #WF9 L2 IP F4
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[0505]
[0506]
[0507]
[0508]
[0509]
[0510]
[0511]
[0512]
[0513]
[0514]
[0515]
[0516]
[0517]
[0518]
[0519]
[0520]
[0521]
[0522]
[0523]
[0524]
[0525]
[0526]
[0527]
[0528]
[0529]

[0530]

[0532]
[0533]
[0534]
[0535]
[0536]
[0537]
[0538]
[0539]

[0540]

- src_port: AL A~ XE HF
- dst_port : FZ ] HHA] XE WF
- src_zone: AL A2 BoF 949

- dst_zone: A gl HF 9Y

- ZREF AR © AF AT TREZ, JF 5o, TCP, UDP

-app: A& @ ofZYANA AF TREZ (4 &9 HTIP, FIP)

- rule_id: E¥A HE= 729 DYy},
- rule_name: EgA HE 739 o]&

- xgw: By YxGE uet Zew

- intrusion_info: el st sk A

- raw_info: o|HIEE Eg A = YRS Ay
HY o|¥E (Botnet Event)

shelsh e AuE 29l olEd] xgd = 9

- event_name :@ ©|¥lE ©]F : 'SEC_EVENT Botnet'
- botnet_name : A ®H Eule ol&

- src_ip @ WA A2~ P F4

- dst_ip @ IR HAHA P

- src_port : AL AX XE WHIF
- dst_port : sHZle] HAA XE WHF
- src_zone : AL A HOF JA

- dst_zone : F|Zo] that Hel 94

- XREZ A E A AT TR2EF, oF 5], TCP, UDP

- app : AL H ANEFANA AT Z2EF (4
- 9g - By Wy 521 Gabbe) gt

1. 4 Z2EdA FAA7HA 9] )7

3. IRC / WEB Aol &FH] TAEZ 7l= 7

HTTP, FTP)

4. FH] Z2EA IRC / WEB AHZE Hul&= 7

5. &AANA IRC / WEB A= ®ul 3|7
6. IRC / WEB AHelA FAAZ 7t 37
7. FH S2EA A €] 37
- botnet_info : Botnetol] ™3l 7ttksl A
- rule_id : EZA He FH9 1pYYT}.

- rule_name : EfA HE 73 o]&
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[0541]
[0542]
[0543]
[0544]
[0545]
[0546]
[0547]
[0548]
[0549]
[0550]
[0551]
[0552]
[0553]
[0554]
[0555]

[0556]

[0557]
[0558]

[0559]

[0561]
[0562]
[0563]
[0564]
[0565]
[0566]
[0567]

[0568]

[0569]

[0571]
[0572]
[0573]

[0574]

SIHS31 10-2020-0003738

- raw_info : JHEE EHA s HAS sl AR

A A o] E(Web Attack Event)

ofgfo} e Hr7t §] ¥4 oMEd x3d & 9l

- event_name @ ©JWIE o]& : 'SEC_EVENT_WebAttack'

- sub_attack_type : TAAQA 9 FA 3 (o : sql injection, command injection, XSS, CSRF)
- src_ip @ WA A~ P F4

- dst_ip @ FHZe] HHA 1P

- src_port : AL AX XE WHIF
- dst_port : 3R EAHA] ¥E HI
- src_zone : AL A
- dst_zone : HH Y it
- req_method : Q7 A}gre] W, o|E Eo] HTTPolA 'PUT' =+ 'GET!
- requr!l @ 8% ¥ URL

- url_category : ¥X3}+= URL 7}e]are]

- filtering_type : BHAXE, 3§ Bm AgA Aol wel AoH, ote]Hel suae], ¢ Sl R
EREE

i

- rule_id : EgAEE #3729 1DYYT}.
- rule_name : EZAEHE 79 ol&

- xR Edge] dAshs wer mzAU

[H

NSF ZZ(NSF Logs)
DDoS =1(DDoS Logs)
DDoS AR A= 9o|x B 9o olglel e AR} DDoS Z1o)| E 4 4= Q).

- 34 18 : DDhoS

- attack_pkt_num : 7]Z ¥ At e ¥4 7 F

- attack_src_ip @ &4 E#F &x P FaUAUY. B g 1P F27F gle g wE atHdl met 54
o Ads e,

- A DDoS FA (lE BW: A&, AL, A, #7), A, A 1P, A Auel oa 2.

vlo] ] 2~ & 1(Virus Logs)
ulolg A ARl B 9o % ol#e} e ARy} ulolzls R ¥dE 4 Q)
- B 9 vlolelx

-¥X2EE A

of

7l

ofj
[&l
fru
m
il
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[0575]
[0576]
[0577]

[0578]

[0580]
[0581]
[0582]
[0583]
[0584]
[0585]
[0586]
[0587]
[0588]
[0589]
[0590]
[0591]
[0592]
[0593]
[0594]

[0595]

[0596]
[0597]
[0598]
[0599]
[0600]
[0601]
[0602]
[0603]
[0604]
[0605]
[0606]
[0607]
[0608]

[0609]

-app . o8 =Y
- times : H}o]
S KSR S R Eat ==

39
- 34 %9 @ 329
- AR %R Ak

. = (e} = 1
S L DR

A9} Z2(Intrusion Logs)
7

- attack_rate : &7 E#H] pps NUM
2

- attack_speed :
£l Z2(Botnet Logs)
Botnet Alarm®] I= 2]
- attack_type : B4
- botnet_pkt_num :

- 94w A2

of

7 el

o 1o

- 0s

DPI ZZ1(DPI Logs)

Pl 2a& d2E 4 gz 3

o|Ed| 7|&& AHislal
- 9

- file_name :

NUM &

HE0S, dE &

© DPT A4 79

o oefst e

g2E BUog HuAY e v

Aglshs A (o -

= o) 2=
e % 9l

- file_type @ ¥ &2

- src_zone : EFYT LA HeF 9
- dst_zone : EH ] ) Hol §
- src_region : E#F A2~ 99

- dst_region : E#H ]

- src_ip @ E#F

- src_user @ E¥I&

- dst_ip @ Ed¥ i
o

- src_port : Ed
- dst_port : E#H ]
- XTREE  Ef

R ER-CEER R

o &

51€

s 8odely, dAE #

7L,

SIHS31 10-2020-0003738

nel WE solw ofdlsh ge Furt WY 2ol TghEel & ek,

©all, android, ios, unix, windows).

A, #71, A, Ak -1P, A - AEj

Arsk ¥y =oel 38 ek,

T, A%, A7, A, A P, A Az, g

, android, ios, unix, windows &

Al

R

el 9 A, doly AHY, ojEeAel B Alo]
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[0610]
[0611]

[0612]

[0614]

[0615]

[0616]
[0617]
[0618]
[0619]
[0620]
[0621]
[0622]
[0623]
[0624]
[0625]
[0626]
[0627]
[0628]
[0629]
[0630]
[0631]

[0632]

[0634]
[0635]

[0636]

[0637]
[0638]

[0639]

[0641]

[0642]

ko]
=
=
i<
~
(m
S
i)
o
ifies
ﬁt]
olr
ol
rir
f
22
ox,
)
S

54 2] AxAs: Hd A 34,

2ol

Vulnerabillity 74 271

HAd AN 2o e I8 32E 9 34 HH
EIsi=
- victim_ip : FHFdo] d= FJA H ST2EQ [P F4

ek D : Hekd 1D

vulnerability_level @ #HFH F. o @ 55, Ue, 45
=G AA - U T2ES] &9 AA

port : XE W3
vulnerability_info :
fix_suggestion : F ko] thal =3 Aot.

8.6.7. ¥ 34 21

9 37 Ane Ge sol% v Just 9 ¥4 waro] Lgsofof @,

9 72

attack_type :

rsp_code : 9 IE=

ZEfo|dE

olo
op
[
i
M
i}

req_clientapp :

req_cookies : F7]

H
=
o
S
il

req_host : 243 T AE]

raw_info : o|HEE Eg|A

ol
rir
&
P
tio
e
of,
ol
rir
ox
e

3} J}2-E](Firewall Counters)

BHE

.

o ot

=
off Ny
o o

A
src_zone : E
dst_zone : E

src_region

%623- dst_region : E#F o A 4

src_ip : E

_31_
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-
o
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o
o
=
N
i
s
olo
ofo
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239 54 Ao} el Aol
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[0643] - src_user : EIS A 3 ALEA}

[0644] - dst_ip : EdF ] i} IP T4

[0645] - src_port @ E¥E L2 XE

[0646] - dst_port : EFO )} XE

[0647] - TREZ  EYYe] Z2EF 73

[0648] -9 EdF Y ofEe Aol 3

[0649] - policy_id : E#jge] dxate Mt A4 1D

[0650] - policy_name : Eg|¥o] AXsl= HF AA o&

[0651] - in_interface : E#I ] Q= QIE o]~

[0652] - out_interface : E#Z 2] o}-2 nlL= QE|F o]~

[0653] - total_traffic : & E#¥ %

[0654] - in_traffic_ave_rate : SIWL= BT H 27 (pps)

[0655] - in_traffic_peak_rate : QM= ET v3 &% (pps)

[0656] - in_traffic_ave_speed : Ivt2= EFH Hf &% (bps)

[0657] - in_traffic_peak_speed : ¢1ule= EZ¥ FHi &% (bps)

[0658] - out_traffic_ave_rate : o} ®v}2= EI HF Q5 (pps)

[0659] - out_traffic_peak_rate : o} vl&= EZE 33 £% (pps)

[0660] - out_traffic_ave_speed : o} B}2= EH At &% (bps)

[0662] A W 34 7F-E](Policy Hit Counters)

[0663] A A 7heEHE EfYe]l dxete Het AT A5 FE VST AH Aol SutER gRldt ¢
AU

[0664] - src_zone @ EPF 22~ HeF JH

[0666] #647- dst_zone @ E#F o] i Bl 9
[0667] - src_region : E#|F A2 JY

[0668] - dst_region : EF] A} 4

[0669] - src_ip @ E#E A2 I[P F4&

[0670] - src_user : E#ZS AYA 3 ALEA}

[0671] - dst_ip : EdFe i IP F4

[0672] - src_port : E#FE L2 XE

[0673] - dst_port : E#FH i £E

[0674] - XRES  EYYe Z2ER 3

[0675] -9 Eggo ofZgAleld 73

[0676] - policy_id : EgFo] UdXsh= Bt AF 1D
[0677] - policy_name : E#|Zo] AX|3}= HeF HA olF
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5

=

=

H

e
=)

4
B

pi.
o

nek g3e] A

- hit_times:

[0678]

dloly x=

i

k)
YANG ©l] o] E

g 9
@

9l

o

wUEY
=

=

NSF R U E ¥

=

p—.

X NSF

=

A}
Al el mE RYHH

Al eflell

)

ol A

A

o}
S

Q]
=
[e)

,

[0679]
[0680]
[0681]

"

olg]g RUHH 752 oA ¥ NSF7F AdT RUHY Aw

Ho

dlo] 8

wl
=

deolg 2d Fx Eg¥gk ofe} NSF BYE
AH md

L
o

3

o]

A%
o Al A NSF R UE

o)

s

g o
= =2

a

YANG ©l] o] E

web

[0683]
[0686]

Z] o
)

el HAl

7

3

=

& ek,

=]
=

A

ol

oy
‘Wo
-

-

H

!

Aol (firmware),

=9,

3

°f,

=2 =

o o)l

arrays),

L

i i
gate

TC

bt

DSPDs(digital signal

o

L
L

Al e
FPGAs(field programmable

DSPs(digital signal processors),
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module: ietf-i2nsf-policy-rule-for-nsf
+--rw i2nsf-security-policy
| +--rw policy-name? string

+==-rw rules* [rule-name]

+--rw rule-name

+--rw rule-description?

+==rw rule-priority?

+--rw enable?

+--rw session-aging-time?

+=--rw long-connection

| +--rw enable? boolean

| +--rw during? uintle

+--rw policy-event-clause-agg-ptr*

+--rw policy-action-clause-agg-ptr*
+--rw time-zone

+--rw absolute-time-zone

| +--rw time

|
|
| | +--rw date
|
+

--rw periodic-time-zone

+--rw day
+--rw sunday? boolean
+==rw monday? boolean
+--rw tuesday? boolean

+--rw wednesday? boolean
+-=rw thursday? boolean

VRS S S N —

+--rw friday? boolean
+--rw saturday? boolean
=-rw month
+--rw january? boolean
+--rw february? boolean
+==rw march? boolean
+--rw april? boolean
+==rW may? boolean
+==rw june? boolean
+--rw july? boolean
+--rW august? boolean
+--rw september? boolean
+--rw october? boolean

+-=-rw november? boolean

+==rw december? boolean

+--rw resolution-strategy

+--rw (resolution-strategy-type)?
== (fmr)

+==:{1mr)

+--rw default-action
| +--rw default-action-type? boolean
+=-rw rule-group
+--rw groups* [group-name]
+==r'W group-name string
+=--rw rule-range
| +--rw start-rule? string
| 4--rw end-rule? string
+--rw enable? boolean
+--rw description? string
+--rw event-clause-container
[ s
+--rw condition-clause-container
[ s
+--rw action-clause-container

+--rw policy-condition-clause-agg-ptr*

string
string
uint8

boolean
uintlsé

instance-identifier
instance-identifier
instance-identifier

+=-rw start-time? ang:date-and-time
tart-time? yang:dat d-ti

+--rw end-time ang:date-and-time
d-time? yang:date-and-ti

+--rw absolute-date? yang:date-and-time

| +--rw first-matching-rule? boolean

+--rw last-matching-rule? boolean

_40_
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module: ietf-i2nsf-policy-rule-for-nsf
+--rw i2nsf-security-policy*

+--rw eca-policy-rules* [rule-id]

+--rw resolution-strategy
+--rw default-action

+--rw event-clause-container

+--rw condition-clause-container

+--rw action-clause-container

EH]14a

module: ietf-i2nsf-policy-rule-for-nsf
+--rw i2nsf-security-policy*

+--rw eca-policy-rules* [rule-id]

+--rw resolution-strategy

+--rw default-action

+--rw event-clause-container

Z=H14b

+--rw condition-clause-container
+--rw condition-clause-ligt* [eca-object-id]

+--rw packet-security-mac-condition

pkt-sec-cond-ipvd -ipopts?
+--rw pkt-sec-cond-ipv4-sameip?
+--rw pkt-sec-cond-ipv4-geoip*

+--rw packet-security-ipv6-condition
+--rw pkt-sec-cond-ipvé-dscp*
+--rw pkt-sec-cond-ipvé-ecn*
+=--Yw pkt-sec-cond-ipvé-traffic-class*
+--rw pkt-sec-cond-ipvé-flow-label*

+==TW

- 4

SIS

[policy-name]

+--rw event-clause-list* [eca-object-id]
+--rw entity-class? identityref
+--rw eca-object-id string
+--rw manual? string
+--rw sec-event-content string
+--rw sec-event-format sec-event-format
+--rw sec-event-type string

[policy-name]

+--rw entity-class? identityref
+--rw eca-object-id string
+--rw packet-security-condition

+=--IWw packet-manual? string

+--rw pkt-sec-cond-mac-dest* yang:phys-address
+--rWw pkt-sec-cond-mac-src* yang:phys-address
+--rw pkt-sec-cond-mac-8021g* string
+--rw pkt-sec-cond-mac-ether-type* string
+--rw pkt-sec-cond-mac-tci* string

+--rw packet-security-ipv4-condition
+--rw pkt-sec-cond-ipv4-header-length* uintsg
+--rw pkt-sec-cond-ipv4-tos¥* uints
+--rw pkt-sec-cond-ipvé4-total-length* uintleé
+--rWw pkt-sec-cond-ipv4-id+ uints
+--rW pkt-sec-cond-ipv4-fragment* uints
+--rw pkt-sec-cond-ipv4-fragment-cffset* uintlé
+--rw pkt-sec-cond-ipv4-ttl* uintsg
+--rw pkt-sec-cond-ipvd-protocol* uints
+--1rWw pkt-sec-cond-ipvd-srec* inet:ipv4-address
+--rw pkt-sec-cond-ipv4-dest* inet:ipv4-address

string
boolean
string

string
string
uintg

uint3iz
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| | | +--rw pkt-sec-cond-ipvé-payload-length* uintlsé
| | | +--rw pkt-sec-cond-ipvé-next-header* uint8
| | +--rw pkt-sec-cond-ipvé-hop-limit# uint8@
| | 1 +--rw pkt-sec-cond-ipvé-src* inet:ipvé-address
| | | +--rw pkt-sec-cond-ipvé-dest* inet:ipvé6-address
| |  +--rw packet-security-tcp-condition
| | | +--rw pkt-sec-cond-tcp-src-port#® inet :port-number
| | | +--rw pkt-sec-cond-tcp-dest-port#* inet:port-number
| | | +--rw pkt-gec-cond-tcp-seq-num* uint3z
| | |  +--rw pkt-sec-cond-tcp-ack-num* uint32
| | | +--rw pkt-sec-cond-tcp-window-gize* uintlé
| | | +--rw pkt-sec-cond-tcp-flags* uintsg
| |  +--rw packet-security-udp-condition
| | | +--rw pkt-sec-cond-udp-src-port* inet:port-number
| | | +--rw pkt-sec-cond-udp-dest-port* inet :port-number
| | | +--rw pkt-sec-cond-udp-length* string
EH]14d
| +--rw packet-security-icmp-condition
+=--rw pkt-sec-cond-icmp-type* uint8
+--rw pkt-sec-cond-icmp-code* uint8

|
|
|
| +--rw pkt-sec-cond-icmp-seg-num*  uint32
+--rw packet-payload-condition
| +--rw packet-payload-description? string
| +--rw pkt-payload-content* string
+==rw acl-number? uint32
+--rw application-condition
+--rw application-description? string

+--rw application-object* string
+--rw application-group* string
+--rw application-label* string

+--rw category
+--rw application-category* [name application-subcategory]
+=-PW name string
+=--rw application-subcategory string
+--rw target-condition

| +--rw target-description? string
+--rw device-sec-context-cond
+--rw pc? boolean
+--rw mobile-phone? boolean
+--rw voip-volte-phone? boolean
+--rw tablet? boolean
+--rw iot? boolean
+--rw vehicle? boolean

--rw users-condition
+--rw users-description? string
+--rw user
| +--rw (user-name)?
| +--:(tenant)
| | +--rw tenant uint8
| +==:(vn-id)
| +--rw vn-id uints
+-=rw group
|
|
|
|

R R i R 7 R

+--rw (group-name)?
+--:(tenant)
| +--rw tenant uint8

+==:(vn-id)
| +--rw vn-id uints
+--rw security-grup string

+==ri url-category-condition
| +--rw pre-defined-category* string
| +--rw user-defined-category* string
+=-=rw context-condition
| +--rw context-description? string
+--rw gen-context-condition
+--riw gen-context-description? string
+--rw geographic-location
+--rw src-geographic-location* uint32
+--rw dest-geographic-location* uint32

+--rw action-clause-container

— 42 —
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module: ietf-i2nsf-policy-rule-for-nsf
+--rw i2nsf-security-policy* [policy-name]

+--rw eca-policy-rules* [rule-id]

|
| P
| #--rw resolution-strategy
| i
| +--rw default-action
| was
+--rw event-clause-container
I s
+--rW condition-clause-container
+--rw action-clause-container

+--rW action-clause-list* [eca-object-id]

+--rw entity-class? identityref
+-=rw eca-object-id string
+--rw rule-log? boolean
+--rw session-log? boolean

+--rw ingress-action
| +--rw ingress-description? string
| +--rw ingress-action-type? ingress-action
+--rw egress-action
| +--rw egress-description? string
| +--rw egress-action-type? egress-action
+--rw apply-profile
+--rw profile-description? string
+--rw content-security-control

4+--rw content-security-control-types
+--rW antivirus? string
+--rw ips? string
+--rw ids? string
4--rw url-filtering? string
+--rw data-filtering? string
+==-rwW mail-filtering? string
+--rw file-blocking? string
+--rw file-isolate? string
+--rw pkt-capture? string
+--rw application-control? string
+--rw voip-volte? string

+--rw attack-mitigation-control
+--rw ddos-attack
+--rw ddos-attack-type
+--rw network-layer-ddos-attack
| +--rw network-layer-ddos-attack-type

| +--rw syn-flood? string

| +--rw udp-flood? string

| +-=-rw icmp-flood? string

| +--rw ip-frag-flood? string

| +--rw ipve-related? string

+--rw app-layer-ddos-attack

+--rw app-ddos-attack-types

+==rw http-flood? string
4--rw https-flood? string
+--rw dns-flood? string
+--rw dns-amp-flood? string
+--rw ssl-ddos? string

+--rw single-packet-attack
+--rw single-packet-attack-type
+--rw scan-and-sniff-attack
| +--rw scan-and-sniff-attack-types
| +--rw ip-sweep? string
| +==rw port-scanning? string
+--rw malformed-packet-attack
| +--rw malformed-packet-attack-types
| +--rw ping-of-death? string
| +--rwW teardrop? string
+--rw special-packet-attack
+--rw special-packet-attack-types
+--rw oversized-icmp? string
+==rw tracert? string

=162

<CODE BEGINS> file "ietf-i2nsf-policy-rule-for-nsf@2018-03-05.yang"

module ietf-i2nsf-policy-rule-for-nsf {
yang-version 1.1;
namespace
"urn:ietf:params:xml:ns:yang:ietf-i2nsf-policy-rule-for-nsf”;
prefix
policy-rule-for-nsf;

— 443 —
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import ietf-inet-types{
prefix inet;

}
import ietf-yang-types{
prefix yang;

}

organization
"IETF I2NSF (Interface to Network Security Functions)
Working Group";

EHi6¢

contact

"WG Web: <http://tools.ietf.org/wg/i2nsf>
WG List: <mailto:i2nsf@ietf.org>

WG Chair: Adrian Farrel
<mailto:Adrain@olddog.co.uk>

WG Chair: Linda Dunbar
¢<mailto:Linda.duhbar@huawei.com>

Editor: Jingyong Tim Kim
<mailto:timkim@skku.edu>

Editor: Jaehoon Paul Jeong
<mailto:paul jeong@skku.edu>

Editor: Susan Hares
<mailto:shares@ndzh.com>";

description
"This module defines a YANG data module for network security
functions.";
revision "2018-87-82"{
description "The fourth revision™;
reference
"draft-ietf-i2nsf-capability-ea";
}

typedef sec-event-format {
type enumeration {
enum unknown {
description
"If SecEventFormat is unknown";

enum guid {
description
"If SecEventFormat is GUID

EH16d

grouping i2nsf-event-type {
description "TBD";
leaf description {
type string;
description
“This is description for event.
Vendors can write instructions for event
that vendor made";

}

leaf sec-event-content {
type string;
mandatory true;

— ‘1‘1 —
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EH16e

typedef ingress-action {
type enumeration {
enum pass {
description
"If ingress action is pass";

enum drop {
description
"If ingress action is drop";
}
enum reject {
description
"If ingress action is reject";

enum alert {
description
"If ingress action is alert";
}
enum mirror {
description
"If ingress action is mirror";

=d16f
}
}

description
"This is used for ingress action.";

}

typedef egress-action {
type enumeration {
enum invoke-signaling {
description
"If egress action is invoke signaling";
enum tunnel-encapsulation |
descriptien
"If egress action is tunnel encapsulation”;
enum forwarding {
description
"If egress action is forwarding";
enum redirection {
description
"If egress action is redirection";
description
"This is used for egress action.";
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identity ECA-OBJECT-TYPE |
description "TBD";
}

identity ECA-EVENT-TYPE {
bagse ECA-OBJECT-TYPE;
description "TBD";

identity ECA-CONDITION-TYPE {
base ECA-OBJECT-TYPE;
description "TBD";

identity ECA-ACTION-TYPE {
base ECA-OBJECT-TYPE;
degcription "TBD";

EW16h

identity EVENT-USER-TYPE {
base ECA-EVENT-TYPE;
description "TBD";

}

identity EVENT-DEV-TYPE {
base ECA-EVENT-TYPE;
description "TBD";

}

identity EVENT-SYS-TYPE {
base ECA-EVENT-TYPE;
description "TBD";

}

identity EVENT-TIME-TYPE {
base ECA-EVENT-TYPE;
description "TBD";

}

grouping i2nsf-eca-object-type {
leaf entity-class ({
type identityref {
base ECA-OBJECT-TYPE;

}

description "TBD";

}

leaf eca-object-id ({
type string;
description "TBD";
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grouping i2nsf-event-type |
description "TBD";
leaf manual ({
type string;
description
"This is manual for event.
Vendors can write instructions for event
that vendor made";

}

leaf sec-event-content {
type string;
mandatory true;

EHI16)

description
"This is a mandatory string that contains the content
of the SecurityEvent. The format of the content
is specified in the SecEventFormat class
attribute, and the type of event is defined in the
SecEventType class attribute. An example of the
SecEventContent attribute is a string hrAdmin,
with the SecEventFormat set to 1 (GUID) and the
SecEventType attribute set to 5 (new logon).";

}

leaf sec-event-format {
type sec-event-format;
mandatory true;
description
"This is a mandatory uint 8 enumerated integer, which
is used to specify the data type of the
SecEventContent attribute. The content is
specified in the SecEventContent class attribute,
and the type of event is defined in the
SecEventType class attribute. An example of the
SecEventContent attribute is string hrAdmin,
with the SecEventFormat attribute set to 1 (GUID)
and the SecEventType attribute set to 5
(new logon) .";

EH16k

leaf sec-event-type {

type string;

mandatory true;

description

"This is a mandatory uint 8 enumerated integer, which
is used to specify the type of event that involves
this user. The content and format are specified in
the SecEventContent and SecEventFormat class
attributes, respectively. An example of the
SecEventContent attribute is string hrAdmin,
with the SecEventFormat attribute set to 1 (GUID)
and the SecEventType attribute set to 5
(new logon).";

}

container i2nsf-security-policy {
description

— 47'_
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"policy is a container

including a set of security rules according to certain logic,
i.e., their similarity or mutual relations, etc. The network
security policy is able to apply over both the unidirectional
and bidirectional traffic across the NSF.";

leaf policy-name {
type string;
description
"The name of the policy.
This must be unique.";

}

list rules {
key "rule-name";
description
"This is a rule for network security functions."”;

leaf rule-name {
type string;
mandatory true;
description
"The id of the rule.
This must be unique.";

ZH16m

leaf rule-description {
type string;
description
"This description gives more information about
rules.”;

}

leaf rule-priority {
type uint8;
description
"The priority keyword comes with a mandatory
numeric value which can range from 1 till 255.";

b

leaf enable {
type boolean;
description
"True is enable.
False is not enbale.”;

}

leaf session-aging-time {
type uintile;
description
"This is session aging time.";
¥

container long-connection {
description
"This is long-connection”;

leaf enable {
type boolean;
description
"True is enable.
False is not enbale.";

}

leaf during {

type uintlé;

description
"This is during time.";

leaf-list policy-event-clause-agg-ptr {
type instance-identifier;
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must ’‘derived-from-or-self (/event-clause-container/
event-clause-list/entity-class, "ECA-EVENT-TYPE")';
description
n TBD n ;
}
leaf-list policy-condition-clause-agg-ptr {
type instance-identifier;
must ’'derived-from-or-self (/condition-clause-container/
condition-clause-list/entity-class, "ECA-CONDITION-TYPE")’;
description
n TBD n ;

leaf-list policy-action-clause-agg-ptr {
type instance-identifier;
must ’'derived-from-or-self (/action-clause-container/
action-clause-list/entity-class, "ECA-ACTION-TYPE")’;
description
n TBD n ;

Z=HI16o

container time-zone {
description
"This can be used to apply rules according to time-zone";
container absolute-time-zone {
description
"This can be used to apply rules according to
absolute-time";
container time {
description
"This can be used to apply rules according to time";
leaf start-time {
type yang:date-and-time;
description
} "This is start time for time zone'";
leaf end-time {
type yang:date-and-time;
description
"This is end time for time zone";

}
}

container date {
description
"This can be used to apply rules according to date";
leaf absolute-date {
type yang:date-and-time;
description
"This is absolute date for time zone";
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}
}
}
container periodic-time-zone {
description
"This can be used to apply rules according to
periodic-time-zone";
container day {
description
"This can be used to apply rules according
to periodic day";
leaf sunday {
type boolean;
description
"This is sunday for periodic day";

leaf monday {
type boolean;
description
"This is monday for periodic day";

leaf tuesday {
type boolean;
description
"This is tuesday for periodic day";
}

leaf wednesday {
type boolean;
description
"This is wednesday for periodic day";
}

leaf thursday {
type boolean;
description
"This is thursday for periodic day";

E=H16q

1
leaf friday {
type boclean;
description
"This is friday for periodic day":

leaf saturday {
type boclean;
description
| "This is saturday for pericdic day";

}
container month {
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description
"This can be used to apply rules according
to periodic month";
leaf january {
type boolean;
description
"This is january for periodic month";
}
leaf february {
type boolean;
description
"This is february for periodic month";

leaf march {
type boolean;
description
"This is march for periodic month";

leaf april {
type boolean;
description
"This is april for periodic month";

leaf may {
type boolean;
description
"This is may for periodic month";

leaf june {
type boolean;
description
"This is june for periodic month";

Z=HI16s

leaf july {
type boolean;
description
"This is july for periodic month";

leaf august {
type boolean;
description
"This is august for periodic month";
}

leaf september {
type boolean;
description
"This is september for periodic month";
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leaf october {
type boolean;
description
"This is october for periodic month";

leaf november {
type boolean;
description
"This is november for periodic month";
}
leaf december {
type boolean;
description
"This is december for periodic month";

E=H16u

container resolution-strategy {
description
"The resolution strategies can be used to
specify how to resolve conflicts that occur between
the actions of the same or different policy rules that
are matched and contained in this particular NSF";

choice resolution-strategy-type {
description
"Vendors can use YANG data model to configure rules";

case fmr |
leaf first-matching-rule {
type boolean;
description

"If the resolution strategy is first matching rule";

}

case lmr {
leaf last-matching-rule ({
type boolean;
description
"If the resolution strategy is last matching rule";
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container default-action {
description
"This default action can be used to specify a predefined
action when no other alternative action was matched
by the currently executing I2NSF Policy Rule. An analogy
is the use of a default statement in 2 C switch statement.";

leaf default-action-type {
type boolean;
description
"True is permit
False is deny.";

container rule-group {
description
"This is rule group";

list groups {
key "group-name”;
description
"This is a group for rules";

leaf group-name {
type string;
description
"This is a group for rules";

}

container rule-range {
description
"This is a rule range.";

leaf start-rule {
type string;
description
“"This is a start rule";
b

leaf end-rule {
type string;
description
"This is a end rule";
¥
i

leaf enable {
type boolean;
description
"This is enable
False is not enable.";

leaf description {
type string;
description
"This is a desription for rule-group";
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container event-clause-container {
description "TBD";
list event-clause-list {
key eca-object-id;
uses i2nsf-eca-object-type {
refine entity-class {
default ECA-EVENT-TYPE;
}

}

description

" This is abstract. An event is defined as any important
occurrence in time of a change in the system being
managed, and/or in the environment of the system being
managed. When used in the context of policy rules for
a flow-based NSF, it is used to determine whether the
Condition clause of the Policy Rule can be evaluated
or not. Examples of an I2NSF event include time and
user actions (e.g., logon, logoff, and actions that
violate any ACL.).";

uses i2nsf-event-type;
}
}
container condition-clause-container {
description "TBD";
list condition-clause-list {
key eca-object-id;
uses i2nsf-eca-object-type {

EWHI6x

refine entity-class {
default ECA-CONDITION-TYPE;
}
}

description
" This is abstract. A condition is defined as a set
of attributes, features, and/or values that are to be
compared with a set of known attributes, features,
and/or values in order to determine whether or not the
set of Actions in that (imperative) I2NSF Policy Rule
can be executed or not. Examples of I2NSF Conditions
include matching attributes of a packet or flow, and
comparing the internal state of an NSF to a desired
state.”;

container packet-security-condition {
description
n TBD n ;
leaf packet-manual ({
type string;
description
"This is manual for packet condition.
Vendors can write instructions for packet condition
that vendor made";
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container packet-security-mac-condition {
description
"The purpose of this Class is to represent packet MAC
packet header information that can be used as part of
a test to determine if the set of Policy Actions in
this ECA Policy Rule should be execute or not.";

leaf-list pkt-sec-cond-mac-dest {
type yang:phys-address;
description
} "The MAC destination address (6 octets long).";

leaf-list pkt-sec-cond-mac-src {
type yang:phys-address;
description
"The MAC source address (6 octets long).";
}

leaf-list pkt-sec-cond-mac-8021q {
type string;
description

=916z

"This is an optional string attribute, and defines
The 802.1Q tab value (2 octets long) .";

}

leaf-list pkt-sec-cond-mac-ether-type {

type string;

description
"The EtherType field (2 octets long). Values up to
and including 1500 indicate the size of the
payload in octets; wvalues of 1536 and above
define which protocol is encapsulated in the
payload of the frame.";

}

leaf-list pkt-sec-cond-mac-tci {
type string;
description
"This is an optional string attribute, and defines
the Tag Control Information. This consists of a 3
bit user priority field, a drop eligible indicator
(1 bit), and a VLAN identifier (12 bits).";
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container packet-security-ipv4-condition {
description
"The purpose of this Class is to represent IPv4
packet header information that can be used as
part of a test to determine if the set of Policy
Actions in this ECA Policy Rule should be executed
ot nokt,";

leaf-list pkt-sec-cond-ipv4-header-length {
type uint§;
description
"The IPv4 packet header consists of 14 fields,
of which 13 are required.";

}

leaf-list pkt-sec-cond-ipvé-tos {
type uintsg;
description
"The ToS field could specify a datagram’s priority
and request a route for low-delay,
high-throughput, or highly-reliable service..";

}

leaf-list pkt-sec-cond-ipv4-total-length {
EWHI17b

type uintilse;

description
"Thig 16-bit field defines the entire packet size,
including header and data, in bytes.";

}

leaf-list pkt-sec-cond-ipvé-id ({
type uint8§;
description
"This field is an identification field and is
primarily used for uniquely identifying
the group of fragments of a single IP datagram.";

leaf-list pkt-sec-cond-ipv4-fragment {

type uints§;

description
"IP fragmentation is an Internet Protocol (IP)
process that breaks datagrams into smaller pieces
(fragments), so that packets may be formed that
can pass through a link with a smaller maximum
transmission unit (MTU) than the original
datagram size.";
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leaf-list pkt-sec-cond-ipvé4-fragment-offset {
type uintlé;
description
"Fragment offset field along with Don’t Fragment
and More Fragment flags in the IP protocol
header are used for fragmentation and reassembly
of IP datagrams.";

}

leaf-list pkt-sec-cond-ipvé4-ttl {
type uint§g;
description
"The ttl keyword is used to check for a specific
IP time-to-live value in the header of
a packet.";

}

leaf-list pkt-sec-cond-ipv4-protocol {
type uint8;
description
"Internet Protocol version 4 (IPv4) is the fourth
version of the Internet Protocol (IP).";

EHI17d

leaf-list pkt-sec-cond-ipvé-src {
type inet:ipv4-address;
description
} "Defines the IPv4 Source Address.";

leaf-list pkt-sec-cond-ipv4-dest {
type inet:ipv4-address;
description
"Defines the IPv4 Destination Address.";
}

leaf pkt-sec-cond-ipvé4-ipopts {
type string;
description
"With the ipopts keyword you can check if
a specific ip option is set. Ipopts has
to be used at the beginning of a rule.";

}

leaf pkt-sec-cond-ipvé4-sameip {
type booclean;
description
"Every packet has a source IP-address and
a destination IP-address. It can be that
the source IP is the same as
the destination IP.";
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leaf-list pkt-sec-cond-ipv4-geoip {

type string;

description
"The geoip keyword enables you to match on
the source, destination or source and destination
IP addresses of network traffic and to see to
which country it belongs. To do this, Suricata
uses GeoIP API with MaxMind database format.";

}
}

container packet-security-ipvé6-condition {
description
"The purpose of this Class is to represent packet
IPve packet header information that can be used as
part of a test to determine if the set of Policy
Actions in this ECA Policy Rule should be executed
or not.";

EWHI7f

leaf-list pkt-sec-cond-ipvé-dscp {
type string;
description
"Differentiated Services Code Point (DSCP)
of dpve.";

}

leaf-list pkt-sec-cond-ipvé-ecn {
type string;
description
"ECN allows end-to-end notification of network
congestion without dropping packets.";

leaf-list pkt-sec-cond-ipvé-traffic-class {
type uint§;
description
"The bits of this field hold two values. The 6
most-significant bits are used for
differentiated services, which is used to
classify packets.";

}

leaf-list pkt-sec-cond-ipvé-flow-label {

type uint32;

description
"The flow label when set to a non-zero value
serves as a hint to routers and switches
with multiple outbound paths that these
packets should stay on the same path so that
they will not be reordered.";
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leaf-list pkt-sec-cond-ipvé6-payload-length {
type uintlé;
description
"The size of the payload in octets,
including any extension headers.";

}

leaf-list pkt-sec-cond-ipvé-next-header {
type uint8g;
description
"Specifies the type of the next header.
This field usually specifies the transport
layer protocol used by a packet’s payload.";

EWI17h

leaf-list pkt-sec-cond-ipvé-hop-limit {
type uintsg;
description
"Replaces the time to live field of IPv4.";
}

leaf-list pkt-sec-cond-ipvé-src {
type inet:ipvé6-address;
description
"The IPv6 address of the sending node.";
}

leaf-list pkt-sec-cond-ipvé-dest {
type inet:ipvé6-address;
description
"The IPvé address of the destination node(s).";
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container packet-security-tcp-condition {
description
"The purpose of this Class is to represent packet
TCP packet header information that can be used as
part of a test to determine if the set of Policy
Actions in this ECA Policy Rule should be executed
or not.";

leaf-list pkt-sec-cond-tcp-src-port {
type inet:port-number;
description
"This is a mandatory string attribute, and
defines the Source Port number (16 bits).";

}

leaf-list pkt-sec-cond-tcp-dest-port {
type inet:port-number;
description
"This is a mandatory string attribute, and
defines the Destination Port number (16 bits).";

}

leaf-list pkt-sec-cond-tcp-seg-num {
type uint32;
description
"Tf the SYN flag is set (1), then this is the
initial sequence number.";

EHI7)

leaf-list pkt-sec-cond-tcp-ack-num {
type uint32;
description
"If the ACK flag is set then the value of this
field is the next sequence number that the sender
is expecting.";

}

leaf-list pkt-sec-cond-tcp-window-size |

type uintlé;

description
"The size of the receive window, which specifies
the number of windows size units
(by default,bytes) (beyond the segment
identified by the sequence number in the
acknowledgment field) that the sender of this
segment is currently willing to recive.";

}

leaf-list pkt-sec-cond-tcp-flags {
type uintsg;
description
"This is a mandatory string attribute, and defines
the nine Control bit flags (9 bits).";
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container packet-security-udp-condition {
description
"The purpose of this Class is to represent packet UDP
packet header information that can be used as part
of a test to determine if the set of Policy Actions
in this ECA Policy Rule should be executed or not.";

leaf-1list pkt-sec-cond-udp-src-port {
type inet:port-number;
description
"This is a mandatory string attribute, and
defines the UDP Source Port number (16 bits).";

}

leaf-list pkt-sec-cond-udp-dest-port {
type inet:port-number;
description
"This is a mandatory string attribute, and
defines the UDP Destination Port number (16 bits).";

EH17]

leaf-list pkt-sec-cond-udp-length {
type string;
description
"This is a mandatory string attribute, and defines
the length in bytes of the UDP header and data
(16 bits).";
}
}

container packet-security-icmp-condition {
description
"The internet control message protocol condition.";

leaf-list pkt-sec-cond-icmp-type {
type uint8§;
description
"ICMP type, see Control messages.";
}

leaf-list pkt-sec-cond-icmp-code {
type uints8;
description
"ICMP subtype, see Control messages.";
}

leaf-list pkt-sec-cond-icmp-seg-num {
type uint32;
description
"The icmp Sequence Number.";
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container packet-payload-condition {
description
"TBD";
leaf packet-payload-description {
type string;
description
"This is description for payload condition.
Vendors can write instructions for payload condition
that vendor made";

leaf-list pkt-payload-content {
type string;
description
"The content keyword is very important in
signatures. Between the quotation marks you
can write on what you would like the
signature to match.";
}
}

leaf acl-number {
type uint32;
description
"This is acl-number.";
}

container application-condition {
description
"TBD";
leaf application-description {
type string;
description
"This is description for application condition.™;

}
leaf-list application-object {
type string;
description
"This is application object.";
}

leaf-list application-group {
type string;
description
"This is application group.";

leaf-list application-label {
type string;
description
"This is application label.";
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container category {
description
"TBD" ;
list application-category {
key "name application-subcategory”;
description
"TBD";
leaf name {
type string;
description
"This is name for application category.";
}
leaf application-subcategory {
type string;
description
"This is application subcategory.”;
}
}
b
}

container target-condition {
description
"TBD";
leaf target-description {
type string;
description
"This is description for target condition.
Vendors can write instructions for target condition
that vendor made";

}

container device-sec-context-cond {
description
"The device attribute that can identify a device,
including the device type (i.e., router, switch,
pc, ios, or android) and the device's owner as
well.";

leaf pc {
type boolean;
description
"If type of a device is PC.";
¥

leaf mobile-phone {
type boolean;
description
"If type of a device is mobile-phone.”;

ZEWH170

leaf voip-volte-phone {
type boolean;
description
"If type of a device is voip-volte-phone.";

}

leaf tablet ({
type boolean;
description
"If type of a device is tablet.";

leaf iot ({
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type boolean;
description
"If type of a device is Internet of Things.";
}

leaf vehicle {
type boolean;
description
"If type of a device is vehicle.";
}

}
}
container users-condition {
description
n TBD n H
leaf users-manual {
type string;
description
"This is manual for user condition.
Vendors can write instructions for user condition
that vendor made";

EH17q

container user({
description

"The user (or user group) information with which
network flow is associated: The user has many
attributes such as name, id, password, type,
authentication mode and so on. Name/id is often
used in the security policy to identify the user.
Besides, NSF is aware of the IP address of the
user provided by a unified user management system
via network. Based on name-address association,
NSF is able to enforce the security functions
over the given user (or user group)";

choice user-name {
description
"The name of the user.
This must be unique.";

case tenant {
description
"Tenant information.";

leaf tenant {

type uint8;
mandatory true;
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description
"User’s tenant information.";

}

case vn-id {
description
"VN-ID information.";

leaf vn-id {
type uintsg;
mandatory true;
description
"User’s VN-ID information.";

EWHI7s

container group {
description

"The user (or user group) information with which
network flow is associated: The user has many
attributes such as name, id, password, type,
authentication mode and so on. Name/id is often
used in the security policy to identify the user.
Besides, NSF is aware of the IP address of the
user provided by a unified user management system
via network. Based on name-address association,
NSF is able to enforce the security functions
over the given user (or user group)";

choice group-name {
description
"The name of the user.
This must be unique.";

case tenant {
description
"Tenant information.";

leaf tenant ({
type uint§;
mandatory true;
description
"User’s tenant information.";
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case vn-id {
description
"VN-ID information.";

leaf wn-id {
type uint8;
mandatory true;
description
"User's VN-ID information.";
}

}
}
}
leaf security-grup {
type string;
mandatory true;

description
"security-grup.”;
}

}

container url-category-condition {
description
"TBD";
leaf url-category-description {
type string;
description
"This is description for url category condition.
Vendors can write instructions for context condition
that vendor made";

}

leaf-list pre-defined-category {
type string;
description
"This is pre-defined-category.";
}

leaf-1list user-defined-category {
type string;
description
"This user-defined-category."”;
¥
}

container context-condition {
description
"TBD";
leaf context-description {
type string;
description
“This is description for context condition.
Vendors can write instructions for context condition
that vendor made";
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container gen-context-condition {
description
n TBD n ;
leaf gen-context-manual {
type string;
description
"This is manual for generic context condition.
Vendors can write instructions for generic context
condition that wvendor made";

}

container geographic-location {
description
"The location where network traffic is associated
with. The region can be the geographic location
such as country, province, and city,
as well as the logical network location such as
IP address, network section, and network domain.";

leaf-list src-geographic-location {
type uint32;
description

EHI7v

"This is mapped to ip address. We can acquire
source region through ip address stored the
database.";

}

leaf-list dest-geographic-location {
type uint32;
description

"Thig is mapped to ip address. We can acquire
destination region through ip address stored
the database.";

}
}

container action-clause-container {
description "TBD";
list action-clause-list {
key eca-object-id;
uses i2nsf-eca-object-type {
refine entity-class {
default ECA-ACTION-TYPE;
}

}

description
"An action is used to control and monitor aspects of
flow-based NSFs when the event and condition clauses
are satisfied. NSFs provide security functions by
executing various Actions. Examples of I2NSF Actions
include providing intrusion detection and/or protection,
web and flow filtering, and deep packet inspection
for packets and flows.";
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leaf rule-log {
type boolean;
description
"True is enable
False is not enable.";

}
leaf session-log {
type boolean;
description
"True is enable
False is not enable.”;

i)
container ingress-action {
description
"TBD";
leaf ingress-description {
type string;
description
"This is description for ingress action.
Vendors can write instructions for ingress action
that vendor made”;

3
leaf ingress-action-type {
type ingress-action;
description
"Ingress action type: permit, deny, and mirror."”;

EWHI7x

}
}
container egress-action {
description
n TBD n A
leaf egress-manual {
type string;
description
"This is manual for egress action.
Vendors can write instructions for egress action
that vendor made";
}
leaf egress-action-type {
type egress-action;
description
"Egress-action-type: invoke-signaling,
tunnel-encapsulation, and forwarding.";
}
}
container apply-profile ({
description
n TBD n H
leaf profile-manual {
type string;
description
"This is manual for apply profile action.
Vendors can write instructions for apply
profile action that vendor made";

— (363 —



EH17y

container content-security-control {

description

"Content security control is another category of
security capabilities applied to application layer.
Through detecting the contents carried over the
traffic in application layer, these capabilities

can realize various security purposes,
defending against intrusion,

such as
inspecting virus,

filtering malicious URL or junk email, and blocking
illegal web access or data retrieval.";

container content-security-control-types {

description

"Content Security types: Antivirus,

IPS, IDS,

url-filtering, data-filtering, mail-filtering,
file-blocking, file-isolate, pkt-capture,
application-control, and voip-volte.";

EH17z

leaf antivirus {
type boolean;

description
"Additional

}

leaf ips {
type boolean;
description
"Additional

}

leaf ids {
type boolean;
description
"Additional

}

inspection

inspection

inspection

leaf url-filtering {

type boolean;
description
"Additional

}

inspection

leaf data-filtering ({

type boolean;
description

"Additional inspection of data

of antivirus.";

of IPS."%§

Hf IDS.™;

of URL

filtering.";

filtering.";
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leaf mail-filtering {
type boolean;
description
"Additional inspection of mail filtering.";

}

leaf file-blocking ({
type boolean;
description
"Additional inspection of file blocking.";

}

leaf file-isolate {
type boolean;
description
"Additional inspection of file isolate.';

EHI18b

leaf pkt-capture {
type boolean;
description

"Additional inspection of packet capture.";

}

leaf application-control {
type boolean;
description
"Additional inspection of app control.";

}

leaf voip-volte {
type boolean;
description
"Additional inspection of VoIP/VoOLTE.";
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container attack-mitigation-control {
description
"This category of security capabilities is
specially used to detect and mitigate various
types of network attacks.";

container ddos-attack {
description
"A distributed-denial-of-service (DDoS) is
where the attack source is more than one,
often thousands of unique IP addresses.";

container ddos-attack-type {
description
"DDoS-attack types: Network Layer
DDoS Attacks and Application Layer
DDoS Attacks.";

container network-layer-ddos-attack {
description
"Network layer DDoS-attack.";
container network-layer-ddos-attack-type {
description
"Network layer DDoS attack types:
Syn Flood Attack, UDP Flood Attack,
ICMP Flood Attack, IP Fragment Flood,
IPve Related Attacks, and etc";
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leaf syn-flood {
type boolean;
description
"Additional Inspection of
Syn Flood Attack.";

}

leaf udp-flood {
type boolean;
description
"Additional Inspection of
UDP Flood Attack.";

}

leaf icmp-flood {
type boolean;
description
"Additional Inspection of
ICMP Flood Attack.";

}

leaf ip-frag-flood {
type boolean;
description
"Additional Inspection of
IP Fragment Flood.";

}

leaf ipvé-related {
type boolean;
description
"Additional Inspection of
IPve Related Attacks.";

EH18e

container app-layer-ddos-attack {
description
"Application layer DDoS-attack.";

container app-ddos-attack-types {
description
"Application layer DDoS-attack types:
Http Flood Attack, Https Flood Attack,
DNS Flood Attack, and
DNS Amplification Flood Attack,
SSL DDoS Attack, and etc.";
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leaf http-flood {
type boolean;
description
"Additional Inspection of
Http Flood Attack.";

}

leaf https-flood {
type boolean;
description
"Additional Inspection of
Https Flood Attack.";

}

leaf dns-flood {
type boolean;
description
"Additional Inspection of
DNS Flood Attack.";

}

leaf dns-amp-flood {
type boolean;
description
"Additional Inspection of
DNS Amplification Flood Attack.";

}

leaf ssl-ddos
type boolean;
description
"Additional Inspection of
SSL Flood Attack.";

E=%]18g

container single-packet-attack {
description
"Single Packet Attacks.";
container single-packet-attack-type {
description
"DDoS-attack types: Scanning Attack,
Sniffing Attack, Malformed Packet Attack,
Special Packet Attack, and etc.";
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container scan-and-sniff-attack |
description
"Scanning and Sniffing Attack.";
container scan-and-sniff-attack-types {
description
"Scanning and sniffing attack types:
IP Sweep attack, Port Scanning,
and etc.";

leaf ip-sweep {
type boolean;
description
"Additional Inspection of
IP Sweep Attack.";

}

leaf port-scanning {
type boolean;
description
"Additional Inspection of
Port Scanning Attack.";

EHI18]

container malformed-packet-attack {
description
"Malformed Packet Attack.";

container malformed-packet-attack-types {

description
"Malformed packet attack types:

Ping of Death Attack, Teardrop Attack,

and etc.";

leaf ping-of-death {
type boolean;
description
"Additional Inspection of
Ping of Death Attack.";

}

leaf teardrop {
type boolean;
description
"Additional Inspection of
Teardrop Attack.";
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}

container special-packet-attack {
description
"special Packet Attack.";
container special-packet-attack-types {
description
"Special packet attack types:
Oversized ICMP Attack, Tracert Attack,
and etc.";

leaf oversized-icmp {
type boolean;
description
"Additional Inspection of
Oversize ICMP Attack.";

}

leaf tracert {
type boolean;
description
"Additional Inspection of
Tracrt Attack.";

=192

module: ietf-i2nsf-nsf-monitoring-dm
+--rw monitoring-message
+--rw monitoring-messages* [message-id]

+--rw message-id uint8
+--rwWw message-version uint8
+--rw (message-type)?

+--:(alarm)
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+—-

+--rw (alarm-type)?
+--:(system-alarm)
+--Yw memory-alarm
+--rw event-name
+--rw usage?
+--rw threshold?
+--Yw message
+--rw module-name
+--rw cpu-alarm
+--rw event-name
+--rw usage?
+--rw threshold?
+--Yw message
+--rw disk-alarm
+--rw event-name
+--rw usage?
+--rw threshold?
+--Trw message
+--rw hardware-alarm
+--rw event-name
+--rw usage?
+--rw threshold?
+--Trw message

+--rw interface-alarm
+--rw event-name
+--rw usage?
+--rw threshold?
+--Tw message

+--rw interface-name?

+--rw component-name?

string
uintsg
uint8
string
string

string
uint8
uints8
string

string
uint8
uintsg
string

string
uints
uint8
string
string

string
uints8
uints
string
string

+--rw interface-state

+--rw up
+--rw down
+--rw congested

: (event)

+--rw event-name

+--rw (event-type)?

+--: (system-event)

+--rw access-violation

+--YW user

+--YwW group

+--rw login-ip

boolean
boolean
boolean

string

string
string
inet:ipv4-address

-

+--rw authentication-mode
+--rw local-authentication

boolean

+--rw third-part-server-authentication boolean

+--rw exXemption-authentication

+--rw g@so-authentication
rw config-change
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+--¥Yw user string
+--¥w group string
+--rw login-ip inet:ipv4-address
+--rw authentication-mode
+--rw local-authentication boolean
+--rw third-part-server-authentication boolean
+--rw exemption-authentication boolean
+--rw sso-authentication boolean
+--:(nsf-event)
+--rw ddos-event
+--rw message? string
+--Yw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet:port-number
+--rw dst-port? inet :port-number
+--rw src-zone? string
+--rw dst-zone? string
+--rw rule-id uint8g
+--¥w rule-name string
+--rw profile? string
+--rw raw-info? string
+--rw ddos-attack-type
+--rw syn-flood? boolean
+--rw ack-flood? boolean
+--rw syn-ack-flood? boolean
+--rw fin-rst-flood? boolean
+--rw tcp-connection-flood? boolean
+--rw udp-flood? boolean
+--rw icmp-£flood? boolean
+--rw https-£flood? boolean
+--rw http-flood? boolean
+--rw dns-reply-flood? boolean
+--rw dns-query-flood? boolean
+--rw sip-flood? boolean
+--rw start-time yang:date-and-time
+--rw end-time yvang:date-and-time
+--rw attack-rate? uint32
+--rw attack-speed? uint32
+--rw session-table-event
+--rw current-session? uints8
+--rw maximum-session? uints
+--rw threshold? uint8
+--rw message’? string
+--¥rw virus-event
+--rw message? string
+--rw sSrc-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--¥w src-port? inet :port-number
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+--rw dst-port?

inet:port-number

ZIHS3d 10-2020-0003738

+--YW sSrc-zone? string
+--rw dst-zone? string
+--rw rule-id uints
+--rw rule-name string
+--rw profile? string
+--rw raw-info? string
+--rw virus-type
| +--rw trajan? boolean
| +--rw worm? boolean
| +--rw macro? boolean
+--rw virus-name? string
+--rw file-type? string
+--rw file-name? string
rw intrusion-event
+--rw message? string
+--rw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet :port-number
+--rw dst-port? inet :port-number
+--YW Src-zone? string
+--rw dst-zone? string
+--rw rule-id uints8
+--rw rule-name string
+--rw profile? string
+--rw raw-info? string
+--rw protocol
+--rw tcp? boolean
+--rw udp? boolean
+--rw icmp? boolean
+--rw icmpvé? boolean
+--rw ip? boolean
+--rw http? boolean
+--rw ftp? boolean
+--rw intrusion-attack-type
+--rw brutal-force? boolean
+--rw buffer-overflow? boolean

rw botnet-event

+--rw message? string

+--¥rw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet :port-number
+--rw dst-port? inet:port-number
+--rw src-zone? string

+--rw dst-zone? string

+--rw rule-id uints

+--rw rule-name string

+--rw profile? string
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+--rw raw-info? string
+--rw protocol
|  +--rw tcp? boolean
|  +--rw udp? boolean
| +--rw icmp? boolean
| +--rw icmpvé? boolean
|  +--rw ip? boolean
|  +--rw http? boolean
|  +--rw ftp? boolean
+--rw botnet-name? string
+--rw role? string
+--rw web-attack-event
+--rw message? string
+--Yw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet:port-number
+--rw dst-port? inet :port-number
+--Iw src-zone? string
+--rw dst-zone? string
+--rw rule-id uints
+--rw rule-name string
+--rw profile? string
+--rw raw-info? string
+--rw web-attack-type
| +--rw sgl-injection? boolean
| +--rw command-injection? boolean
|  +--rw xss? boolean
| +--rw csrf? boolean
+--rw reg-method
| +--rw put? boolean
| +--rw get? boolean
+--rw reg-url? string
+--¥YwW url-category? string
+--rw filtering-type
+--rw blacklist? boolean
+--rw whitelist? boolean
+--rw user-defined? boolean
+--rw balicious-category? booclean
+--rw unknown? boolean
+--:(log)
+--rw (log-type)?
+--:(system-log)
| +--rw access-logs
| | +--rw login-ip inet:ipv4-address
| | +--rw administartor? string
| | +--rw login-mode? login-mode
| | +--rw operation-type?  operation-type
| | +--rw result? string
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+--TYWwW

+--Trw
+--¥wW
+--Trw
+--TwW
+--Trw
+--TW
+--rw
+--TYw

+--rw
+--YW

+--Trw
+--TwW
+--rw
+--Trw

+--Trw

+--rw
+--TW
+--rw
+--TYW

content?

+--rw resource-utiliz-logs

system-status?
cpu-usage?
memory-usage?
disk-usage?
disk-left?
session-num?
process-num?
in-traffic-rate?
out-traffic-rate?
in-traffic-speed?
out-traffic-speed?

+--Yw user-activity-logs

user

group
login-ip

accesgs-mode

+--Irw ppp? boolean
+--Yw svn? boolean
+--rw local? boolean

online-duration?
logout-duration?
addtional-info?
cause?

+--:(nsf-log)
+--rw ddos-logs

+--T¥w
+--TW
+--Trw
+--TYwW

attack-type?
attack-ave-rate?
attack-ave-speed?
attack-pkt-num?

+--rw attack-src-ip?

+--rw action?

+--rw 087?

+--rw virus-logs

+--rw protocol
+--rw tcp? boole
+--rw udp? boole
+--rw icmp? boole
+--YW icmpvé? boole
+--rw ip? boole
+--rw http? boole
+--rw ftp? boole

string

string
uints
uint8g
uints
uintsg
uints
uints
uint32
uint32
uint32
uint32

string
string

ZIHS3d 10-2020-0003738

inet:ipv4-address

+--rw authentication-mode
+--rw local-authentication
+--rw third-part-server-authentication boolean
+--rw exemption-authentication
+--rw sso-authentication

string
string
string
string

string
uint32
uint32
uint32

boolean

boolean
boolean

inet:ipv4-address

all-action
string

an
an
an
an
an
an
an
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|  +--rw attack-type?
| +--rw action?

| +--rw os?

| +--rw time

+--rw intrusion-logs
|

+--rw attack-type? string
+--rw action? all-action
+--rw time yang:date-and-time
+--rw attack-rate? uint32
+--rw attack-speed? uint32
+--rw botnet-logs
+--rw attack-type? string
+--rw botnet-pkt-num? uints
+--rw action? all-action
|  +--rw os? string
+--rw dpi-logs
| +--rw dpi-type? dpi-type
+--rw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--YwW Src-port? inet:port-number
+--rw dst-port? inet :port-number
+--Yw src-zone? string
+--rw dst-zone? string
+--¥rw src-region? string
+--rw dst-region? string
+--rw policy-id uints
+--rw policy-name string
+--¥W src-user? string
+--¥Yw protocol
+--rw tcp? boolean
+--rw udp? boolean
+--rw icmp? boolean
+--rw icmpve? boolean
+--rw ip? boolean
+--rw http? boolean
+--rw ftp? boolean
+--rw file-type? string
+--rw file-name? string

+--TW
+--TW

+--rw vulnerability-scanning-logs*
+--rw vulnerability-id

victim-ip?
protocol

| +--rw tep?

|  +--rw udp?

| +--rw icmp?

| +--rw icmpvé?
| +--rw ip?

| +--rw http?

string
all-action
string

vang:date-and-time

uints

SIS

[vulnerability-id]

inet:ipv4-address

boolean
boolean
boolean
boolean
boolean
boolean
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| | +--rw ftp? boolean

| +--rw port-num? inet :port-number

| +--rw level? severity

| +--rw os? string

| +--rw additional-info? string

+--rw web-attack-logs
+--rw attack-type? string
+--rw rsp-code? string
+--rw reg-clientapp? string
+--rw reqg-cookies? string
+--rw reg-host? string
+--rw raw-info? string

+--: (counters)
+--rw (counter-type)?
+--: (system-counter)

+--rw interface-counters
+--rw interface-name? string
+--rw in-total-traffic-pkts? uint32
+--rw out-total-traffic-pkts? uint32
+--rw in-total-traffic-bytes? uint32
+--rw out-total-traffic-bytes? uint32
+--rw in-drop-traffic-pkts? uint32
+--rw out-drop-traffic-pkts? uint32
+--rw in-drop-traffic-bytes? uint32
+--rw out-drop-traffic-bytes? uint32
+--rw total-traffic? uint32
+--rw in-traffic-ave-rate? uint32
+--rw in-traffic-peak-rate? uint32
+--rw in-traffic-ave-speed? uint32
+--rw in-traffic-peak-speed? uint32
+--rw out-traffic-ave-rate? uint32
+--rw out-traffic-peak-rate? uint32
+--rw out-traffic-ave-speed? uint32
+--rw out-traffic-peak-speed? uint32

+--: (nsf-counter)

+--rw firewall-counters
+--¥Yw sSrc-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet :port-number
+--rw dst-port? inet :port-number
+--YwW src-zone? string
+--rw dst-zone? string
+--¥w src-region? string
+--rw dst-region? string
+--rw policy-id uints
+--rw policy-name string
+--YW src-user? string
+--rw protocol
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I

]
+--TW
+--TwW
+--TW
+--YW
+--TW

ZIHS3d 10-2020-0003738

+--rw tcp? boolean
+--rw udp? boolean
+--rw icmp? boolean
+--rw icmpve? boolean
+--rw ip? boolean
+--rw http? boolean
+--rw ftp? boolean
+--rw total-traffic? uint32
+--rw in-traffic-ave-rate? uint32
+--rw in-traffic-peak-rate? uint32
+--rw in-traffic-ave-speed? uint32
+--rw in-traffic-peak-speed? uint32
+--rw out-traffic-ave-rate? uint32
+--rw out-traffic-peak-rate? uint32
+--rw out-traffic-ave-speed? uint32
+--rw out-traffic-peak-speed? uint32
+--rw bound
+--rw in-interface? boolean
+--rw out-interface? boolean
+--: (policy-hit-counters)
+--rw policy-hit-counters
+--¥rw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet :port-number
+--rw dst-port? inet:port-number
+--rw src-zone? string
+--rw dst-zone? string
+--rw src-region? string
+--rw dst-region? string
+--rw policy-id uints
+--rw policy-name string
+--rw src-user? string
+--rw protocol
+--rw tcp? boolean
+--rw udp? boolean
+--rw icmp? boolean
+--rw icmpvée? boolean
+--rw ip? boolean
+--rw http? boolean
+--rw ftp? boolean
+--rw total-traffic? uint32
+--rw in-traffic-ave-rate? uint32
+--rw in-traffic-peak-rate? uint32
+--rw in-traffic-ave-speed? uint32
+--rw in-traffic-peak-speed? uint32
+--rw out-traffic-ave-rate? uint32
+--rw out-traffic-peak-rate? uint32
+--rw out-traffic-ave-speed? uint32
+--rw out-traffic-peak-speed? uint32
+--rw hit-times? uint32
message string
time-stamp yang:date-and-time
vendor-name? string
nsf-name? string
severity severity
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<CODE BEGINS> file "ietf-i2nsf-nsf-monitoring-dm@2018-03-05.yang"

module ietf-i2nsf-nsf-monitoring-dm {
namespace
"urn:ietf:params:xml:ns:yang:ietf-i2nsf-nsf-monitoring-dm";
prefix
monitoring-information;
import ietf-inet-types{
prefix inet;

import ietf-yang-types {
prefix vang;

}

organization
"IETF I2NSF (Interface to Network Security Functions)
Working Group";

contact
"WG Web: <http://tools.ietf.org/wg/i2nsf>
WG List: <mailto:i2nsf@ietf.org>

WG Chair: Linda Dunbar
<mailto:Linda.duhbar@huawei.com>

Editor: Dongjin Hong
<mailto:dong.jin@skku.edus>

Editor: Jaehoon Paul Jeong
<mailto:pauljeong@skku.edus>";

description
"This module defines a YANG data module for monitoring NSFs.";
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revision "2017-10-29" {

description "Initial revision";

reference

"draft-zhang-i2nsf-info-model-monitoring-04";

}

typedef severity ({

type enumeration {

enum high {

description
"high-level";

enum middle

{

description
"middle-level";

enum low {

description
"low-level";

}
}

description

"This is used for indicating the severity";

}

typedef all-action ({
type enumeration {

enum allow

{

description

"If action is allow";

Z=H20c

enum alert {
description
"Tf action

enum block {
description
"If action
}
enum discard {
description
"TIf action
}

enum declare {
description
"If action

enum block-ip {
description

is

is

is

alert";

block";

discard";

declare";
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"If action is block-ip";

enum block-servicef

description
"If action is block-service";

}

description
"This is used for protocol";

typedef dpi-typef{
type enumeration {
enum file-blocking{
description
"DPI for blocking file";
}
enum data-filtering{

description
"DPI for filtering data'";

}

enum application-behavior-control{

description
"DPI for controlling application behavior";
}
)

description
"This is used for dpi type";

ZH20e

typedef operation-type{
type enumeration {
enum login({
description
"Login operation";

enum logout {
description
"Logout operation";

enum configuration{

description
"Configuration operation";
}
}

description
"This is used for operation type";

typedef login-mode |
type enumeration {
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enum root{
description
"Root login-mode'";

enum user{
description
"User login-mode;

enum guest{
description
"Guest login-mode";

description
"This is used for login mode";

grouping protocol {
description
"A set of protocols";
container protocol {
description
"Protocol types:
TCP, UDP, ICMP, ICMPv6, IP, HTTP,
leaf tcp {
type boolean;
description
"TCP protocol type.";

leaf udp {
type boolean;
description
"UDP protocol type.";
}

leaf icmp {
type boolean;
description
"ICMP protocol type.";

leaf icmpvé {
type boolean;
description
"ICMPv6 protocol type.";

leaf ip {
type boolean;
description
"IP protocol type.";

FTP and etc.";
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leaf http {
type boolean;
description
"HTTP protocol type.";

leaf ftp {
type boolean;
description
"ftp protocol type.";

}
}
grouping traffic-rates {
description
"A set of traffic rates
for statistics data";
leaf total-traffic |
type uint32;
description
"Total traffic";
}

leaf in-traffic-ave-rate {
type uint32;
description
"Inbound traffic average rate in pps";
}

leaf in-traffic-peak-rate {
type uint32;
description
"Inbound traffic peak rate in pps";
}

leaf in-traffic-ave-speed {
type uint32;
description
| "Inbound traffic average speed in bps";

leaf in-traffic-peak-speed {
type uint32;
description
"Inbound traffic peak speed in bps";
}

leaf out-traffic-ave-rate {
type uint32;
description
"Outbound traffic average rate in pps'";
}

leaf out-traffic-peak-rate {
type uint32;
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description
"Outbound traffic peak rate in pps";
}
leaf ocut-traffic-ave-speed ({
type uint32;
description
"Outbound traffic average speed in bps";
}
leaf out-traffic-peak-speed |
type uint32;
description
"Outbound traffic peak speed in bps";

}
}

grouping authentication-mode|
description
"A set of authentication-mode";
container authentication-mode {
description
"User authentication mode. e.g., Local Authentication,
Third-Party Server Authentication,
Authentication Exemption, SSO Authentication.";
leaf local-authentication {
type boolean;
mandatory true;
description
"Authentication-mode : local authentication.";
}

leaf third-part-server-authentication ({
type boolean;
mandatory true;
description
"If authentication-mode is
third-part-server-authentication";
}
leaf exemption-authentication {
type boolean;
mandatory true;
description
"If authentication-mode is
exemption-authentication”;
}
leaf sso-authentication {
type boolean;
mandatory true;
description
"If authentication-mode is
sso-authentication";
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}
}
}
grouping i2nsf-system-alarm-type-content {
description
"A set of system alarm type contents";
leaf event-name {
type string;
mandatory true;
description
"This is used to distinguish event type";
}

leaf usage ({
type uint8;
description
"gpecifies the amount of usage";
}

leaf threshold {
type uint8g;
description

"The threshold triggering the alarm or the event";

leaf message {
type string;
mandatory true;
description
"The usage exceeded the threshold";
}
}

grouping i2nsf-system-event-type-content {

description

"A set of system event type contents";
leaf user ({

type string;

mandatory true;

description

"Name of a user.";

leaf group ({
type string;
mandatory true;
description
"Group to which a user belongs.";
}

leaf login-ip {
type inet:ipv4-address;
mandatory true;
description
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"Login IP address of a user.";

uses authentication-mode;
}
grouping i2nsf-nsf-event-type-content {
description
"A set of nsf event type contents";
leaf message {
type string;
description
"The message for nsf events";

leaf src-ip {
type inet:ipv4-address;
description
"The source IP address of the packet";

leaf dst-ip {
type inet:ipv4-address;
description
"The destination IP address of the packet";
}

leaf src-port {
type inet:port-number;
description
"The source port of the packet";
}

leaf dst-port ({
type inet:port-number;
description
"The destination port of the packet";
}

leaf src-zone {
type string;
description
"The source security zone of the packet";
}

leaf dst-zone {
type string;
description
"The destination security zone of the packet";
}

leaf rule-id {
type uints;
mandatory true;
description
"The ID of the rule being triggered";
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leaf rule-name {
type string;
mandatory true;
description
"The name of the rule being triggered";

leaf profile ({
type string;
description
"Security profile that traffic matches.";
}

leaf raw-info {
type string;
description
"The information describing the packet
triggering the event.";

}
grouping i2nsf-system-counter-type-content{
description
"A set of system counter type contents";
leaf interface-name {
type string;
description

}

leaf in-total-traffic-pkts {
type uint32;
description

"Total inbound packets";

"Network interface name configured in NSF";

}

leaf out-total-traffic-pkts {
type uint32;
description
} "Total outbound packets";
leaf in-total-traffic-bytes ({
type uint32;
description
"Total inbound bytes";
}
leaf out-total-traffic-bytes {
type uint32;
description
"Total outbound bytes";
}
leaf in-drop-traffic-pkts {
type uint32;
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description
"Total inbound drop packets";
}

leaf out-drop-traffic-pkts {
type uint32;
description
\ "Total outbound drop packets";

leaf in-drop-traffic-bytes {
type uint32;
description
"Total inbound drop bytes";
}

leaf out-drop-traffic-bytes {
type uint32;
description
"Total outbound drop bytes";

uses traffic-rates;
}
grouping i2nsf-nsf-counters-type-content{
description
"A set of nsf counters type contents";
leaf src-ip {
type inet:ipv4-address;
description
"The source IP address of the packet";
}

leaf dst-ip {
type inet:ipv4-address;
description

}

leaf src-port {
type inet:port-number;
description
"The source port of the packet";

"The destination IP address of the packet';

leaf dst-port {
type inet:port-number;
description
\ "The destination port of the packet";

leaf src-zone {
type string;
description
"The source security zone of the packet";
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}

leaf dst-zone {
type string;
description
"The destination security zone of the packet";
}
leaf src-region {
type string;
description
"Source region of the traffic";
}
leaf dst-region{
type string;
description
"Destination region of the traffic";
}
leaf policy-id {
type uint8g;
mandatory true;
description
"The ID of the policy being triggered";
}
leaf policy-name {
type string;
mandatory true;
description
"The name of the policy being triggered";

leaf src-user({
type string;
description
"User who generates traffic";
}
uses protocol;
uses traffic-rates;

container monitoring-message {

description

"The message for monitoring information";
list monitoring-messages {

key message-id;

description

ZIHS3d 10-2020-0003738

"The messages according to monitoring information";

leaf message-id {
type uintsg;
mandatory true;
description
"This is message ID
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This is key for monitoring messages";
}
leaf message-version {
type uints§;
mandatory true;
description
"The version of message";
}
choice message-type {
description
"The type of message";
case alarm {
description
"If the message type is alarm";
choice alarm-type {
description
"This is alarm type such as system alarm";
case system-alarm{
description
"TIf the alarm type is system alarm";
container memory-alarm {
description
"This is memory alarm in
gystem alarm";
uses i2nsf-system-alarm-type-content;
leaf module-name {
type string;
mandatory true;
description
"Indicate the NSF module
responsible for generating
this alarm";

}
}

container cpu-alarm {
description
"This is cpu alarm in system alarm";
uses i2nsf-system-alarm-type-content;
}
container disk-alarm {
description
"This is disk alarm in system alarm";
uses i2nsf-system-alarm-type-content;
}
container hardware-alarm {
description
"This is hardware alarm
in system alarm";

_95_



=200

uses i2nsf-system-alarm-type-content;
leaf component-name {
type string;
description
"Indicate the HW component
responsible for generating
this alarm.";

}
}

container interface-alarm {
description
"This is interface alarm
in system alarm";
uses i2nsf-system-alarm-type-content;
leaf interface-name {
type string;
description
"The name of interface.";
}
container interface-state
description
"This is isnteface state
in interface-alarm";
leaf up {
type boolean;
mandatory true;
description
"The state of interface is up";

leaf down {
type boolean;
mandatory true;
description
"The state of interface is down";
}
leaf congested {
type boolean;
mandatory true;
description
"The state of interface is
congested";

case event {
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description

"If the message type is event";
leaf event-name {

type string;

mandatory true;

description

"The name of the event";

}

choice event-type {
description
"This is event type such as system event
and nsf event.";
case system-event |
description
"If the event type is system event";
container access-violation {
description
"If the system event is
access violation";
uses i2nsf-system-event-type-content;
}
container config-change {
description
"If the system event is
config change violation";
uses i2nsf-system-event-type-content;
}
}
case nsf-event {
description
"If the event type is nsf event";
container ddos-event {
description
"If the event type is DDoS event";
uses i2nsf-ngsf-event-type-content;
container ddos-attack-type{
descriptiocn
"Type of DDoS attack";
leaf syn-flood{
type boolean;
description
"If the DDoS attack is
syn flood";

leaf ack-flood{
type boolean;
description
"If the DDoS attack is
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ack flood";
}
leaf syn-ack-flood{
type boolean;
description
"If the DDoS attack is
syn ack flood";

leaf fin-rst-flood{
type boolean;
description
"If the DDoS attack is
fin rst flood";
}
leaf tcp-connection-flood{
type boolean;
description
"If the DDoS attack is
tcp connection flood";
}
leaf udp-flood{
type boolean;
description
"If the DDoS attack is
udp flood";
}
leaf icmp-flood{
type boolean;
description
"If the DDoS attack is
icmp flood";
}
leaf https-flood{
type boolean;
description
"If the DDoS attack is
https flood";

leaf http-flood{
type boolean;
description
"Tf the DDoS attack is
http flood";
}
leaf dns-reply-flood{
.ype wvoc.ean;
description
"If the DDoS attack is
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dns reply flood";

leaf dns-query-flood{
type boolean;
description
"If the DDoS attack is
dns query flood";
}
leaf sip-flood{
type boolean;
description
"If the DDoS attack is
sip flood";
}
}

leaf start-time {
type yang:date-and-time;
mandatory true;
description
"The time stamp indicating
when the attack started";
}
leaf end-time {
type yang:date-and-time;
mandatory true;
description
"The time stamp indicating
when the attack ended";
}
leaf attack-rate {
type uint32;
description

}

leaf attack-speed {
type uint32;
description
"the bps of attack traffic";
}
}

container session-table-event {
description

"If the event type is session
table event";
leaf current-session {

type uint§g;

description

"The number of concurrent

"The PPS of attack traffic";
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sessions";
}
leaf maximum-session {
type uint8;
description
"The maximum number of sessions
that the session table can
support";

leaf threshold ({
type uint8;
description
"The threshold triggering
the event";
}
leaf message {
type string;
description
"The number of session table
exceeded the threshold";
}
}
container virus-event {
description
"If the event type is virus event";
uses i2nsf-nsf-event-type-content;
container virus-type {
description
"The type of virus";
leaf trajan ({
type boolean;
description
"If the virus type is trajan";
}
leaf worm {
type boolean;
description
"If the virus type is worm";

leaf macro {
type boolean;
description
"If the virus type is macro";

}
}

leaf virus-name {
type string;
description
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"The name of virus";
}
leaf file-type {
type string;
description
"The type of file";
}
leaf file-name
type string;
description
"The name of file";

}
}

container intrusion-event {
description

"If the event type is intrusion event";

uses i2nsf-nsf-event-type-content;
uses protocol;
container intrusion-attack-type ({
description
"The attack type of intrusion";
leaf brutal-force {
type boolean;
description
"The intrusion type is
brutal force";

leaf buffer-overflow {
type boolean;
description
"The intrusion type is
buffer overflow";

}
}
}

container botnet-event {

description

"If the event type is botnet event";
uses i2nsf-nsf-event-type-content;
uses protocol;
leaf botnet-name {

type string;

description

"The name of the detected botnet";

leaf role {

type string;
description
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"The role of the communicating
parties within the botnet";
}
}
container web-attack-event {
description
"If the event type is web
attack event";
uses i2nsf-nsf-event-type-content;
container web-attack-type {
description
"To determine the attack
type " ;
leaf sgl-injection {
type boolean;
description
"Tf the web attack type is
sql injection";
}
leaf command-injection {
type boolean;
description
"If the web attack type is
command injection";
}
leaf xss {
type boolean;
description
"If the web attack type is
xss injection";

leaf csrf {
type boolean;
description
"If the web attack type is
csrf injection";
}
}

container reg-method f{
description
"The method of requirement.
For instance, PUT or GET
in HTTP";
leaf put({
type boolean;
description
"If req method is PUT";
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leaf get {
type boolean;
description
"If req method is GET";
}

leaf reg-url ({

type string;

description
"Requested URL";

leaf url-category {
type string;
description
"Matched URL category";
}
container filtering-type {
description
"URL filtering type,
e.g., Blacklist, Whitelist,
User-Defined, Predefined,
Malicious Category, Unknown";
leaf blacklist {
type boolean;
description
"The filtering type is
blacklist";
}
leaf whitelist {
type boolean;
description
"The filtering type is
whitelist";
}
leaf user-defined ({
type boolean;
description
"The filtering type is
user defined";
}
leaf balicious-category{
type boolean;
description
"The filtering type is
balicious category";
}
leaf unknown {
type boolean;
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description
"The filtering type is
unknown" ;

case log {
description
"If the message type is log";
choice log-type {
description
"The type of log";
case system-log{
description
"If the log type is system log";
container access-logs {
description
"If the log is access logs
in system log";
leaf login-ip {
type inet:ipvé4-address;
mandatory true;
description
"Login IP address of a user.";

leaf administartor {
type string;
description
"Administrator that
operates on the device";
}
leaf login-mode {
type login-mode;
description
"Specifies the
administrator logs in mode";
}
leaf operation-type {
type operation-type;
description
"The operation type that
the administrator execute";

leaf result {
type string;
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description
"Command execution result";

leaf content ({
type string;
description
"Operation performed by
an administrator after login.";
}
}
container resource-utiliz-logs {
description
"If the log is resource utilize
logs in system log";
leaf system-status {
type string;
description
"Running status of
current system";
}
leaf cpu-usage {
type uints8;
description
"specifies the amount of
cpu usage";

leaf memory-usage {
type uint8;
description
"gspecifies the amount of
memory usage";
}
leaf disk-usage {
type uint8;
description
"specifies the amount of
disk usage";
}
leaf disk-left
type uint8;
description
"specifies the amount of
disk left";
}
leaf session-num {
type uint8;
description
"The total number of
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}

container user-activity-logs {

sessions";
}
leaf process-num {
type uint§g;
description
"The total number of
process";
}
leaf in-traffic-rate {
type uint32;
description
"The total inbound
traffic rate in pps";
}
leaf out-traffic-rate {
type uint32;
description
"The total outbound
traffic rate in pps";
}
leaf in-traffic-speed {
type uint32;
description
"The total inbound

traffic speed in bps";

}
leaf out-traffic-speed {
type uint32;
description
"The total outbound

traffic speed in bps";

}

description

"If the log is user activity

logs in system log";
leaf user {
type string;
mandatory true;
description
"Name of a user";

leaf group {
type string;
mandatory true;
description

"Group to which a user belongs.";
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}
leaf login-ip {
type inet:ipv4-address;
mandatory true;
description
"Login IP address of a user.";
}

uses authentication-mode;
container access-mode {
description
"User access mode. e.g., PPP, SVN, LOCAL";
leaf ppp{
type boolean;
description
"Access-mode : ppp";

leaf svnf
type boolean;
description
"Accegs-mode : svn";

leaf localf{
type boolean;
description
"Access-mode : local";
}
}

leaf online-duration
type string;
description
"Online duration'";
}
leaf logout-duration {
type string;
description
\ "Lockout duration";
leaf addtional-info {
type string;
description
"Uger activities. e.g., Successful
User Login, Failed Login attempts,
User Logout, Successful User
Password Change, Failed User
Password Change, User Lockout,
User Unlocking, Unknown";

leaf causef
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type string;
description
"Cause of a failed user activity";
}
}
}
case nsf-log{
description
"If the log type is nsf log";
container ddos-logs {
description
"If the log is DDoS logs
in nsf log";
leaf attack-type{
type string;
description
"DDoS" ;
}
leaf attack-ave-rate {
type uint32;
description
"The ave PPS of
attack traffic";
}
leaf attack-ave-speed f{
type uint32;
description
"the ave bps of
attack traffic";
}
leaf attack-pkt-num{
type uint32;
description
"the number of
attack packets";
}
leaf attack-src-ip {
type inet:ipv4-address;
description
"The source IP addresses of attack
traffics. If there are a large
amount of IP addresses, then
pick a certain number of resources
according to different rules.";
}
leaf action ({
type all-action;
description
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"Action type: allow, alert,
block, discard, declare,
block-ip, block-service";

leaf os
type string;
description
"simple os information";

}
}

container virus-logs {
description
"If the log is virus logs
in nsf log";
uses protocol;
leaf attack-type{
type string;
description
"Virus";
}
leaf actionf{
type all-action;
description
"Action type: allow, alert,
block, discard, declare,
block-ip, block-service";

leaf os{
type string;
description
"simple os information";
}
leaf time {
type yang:date-and-time;
mandatory true;
description
"Indicate the time when the
message is generated";

}
}
container intrusion-logs {
description
"Tf the log is intrusion logs
in nsf log";
leaf attack-type{
type string;
description
"Intrusion";
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leaf actionf{
type all-action;
description
"Action type: allow, alert,
block, discard, declare,
block-ip, block-service";

leaf time {
type yang:date-and-time;
mandatory true;
description
"Indicate the time when the
message is generated";
}
leaf attack-rate {
type uint32;
description

}

leaf attack-speed {
type uint32;
description

}
}
container botnet-logs {
description
"If the log is botnet logs
in nsf log";
leaf attack-type{
type string;
description
"Botnet";
}

leaf botnet-pkt-num{
type uint8g;
description
"The number of the packets
sent to or from the
detected botnet";

"The PPS of attack traffic";

"the bps of attack traffic";

leaf actionf{
type all-action;
description
"Action type: allow, alert,
block, discard, declare,
block-ip, block-service";
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}

leaf osf{
type string;
description
"simple os information";
}
}

container dpi-logs {
description
"Tf the log is dpi logs
in nsf log";
leaf dpi-typef
type dpi-type;
description
"The type of dpi";

leaf src-ip ({
type inet:ipv4-address;
description
"The source IP address of the packet";

leaf dst-ip {
type inet:ipv4-address;
description
"The destination IP address of the packet";
}

leaf src-port ({
type inet:port-number;
description
"The source port of the packet";
}

leaf dst-port {
type inet:port-number;
description
"The destination port of the packet";
}

leaf src-zone {
type string;
description
"The source security zone of the packet";
}

leaf dst-zone {
type string;
description
"The destination security zone of the packet";
}

leaf src-region
type string;

-111 -



ZIHS3d 10-2020-0003738

EH21e

description
"Source region of the traffic";

leaf dst-region{
type string;
description
"Destination region of the traffic";
}

leaf policy-id {
type uint§g;
mandatory true;
description
"The ID of the policy being triggered";
}

leaf policy-name {
type string;
mandatory true;
description
"The name of the policy being triggered";

leaf src-user(
type string;
description
"User who generates traffic";
}

uses protocol;
leaf file-type {
type string;
description
¥The type of file";

leaf file-name ({
type string;
description
"The name of file";
}
}

list vulnerability-scanning-logs {

key vulnerability-id;
description

"If the log is wvulnerability

scanning logs in nsf log";
leaf vulnerability-id{

type uint§;

description

"The vulnerability id";

}

leaf victim-ip {
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type inet:ipv4-address;
description
"IP address of the victim
host which has vulnerabilities";
}
uses protocol;
leaf port-num(
type inet:port-number;
description
"The port number";

leaf levelf{
type severity;
description
"The wvulnerability severity";

leaf os{
type string;
description
"Simple os information";

leaf additional-info{
type string;
description
"Additional-info for logs.
It includes The fix suggestion
to the vulnerability.";
}
}
container web-attack-logs {
description
"If the log is web attack
logs in nsf log";
leaf attack-type{
type string;
description
"Web Attack";

leaf rsp-codef

type string;

description
"Response code';

leaf reg-clientapp{
type string;
description
"The client application”;
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leaf reg-cookies{
type string;
description
"Cookiesg";

leaf reg-host({
type string;
description
"The domain name of the
requested host";
}
leaf raw-info{
type string;
description
"The information describing
the packet triggering the
event.";
}
}
}
}
}

case counters {
description
"If the message type is counters";
choice counter-type {
description
"The type of counter";
case system-counter
container interface-counters {
description
"The system counter type is
interface counter";
uses i2nsf-system-counter-type-content;

}
}

case nsf-counter(
container firewall-counters {
description
"The nsf counter type is
firewall counter";
uses i2nsf-nsf-counters-type-content;
container bound{
description
"Inbound or Outbound";
leaf in-interface ({
type boolean;
description
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"If the bound is inbound";
}
leaf out-interface {
type boolean;
description
"If the bound is outbound”;

}
}
}
}

container policy-hit-counters {

description

"The counters of policy hit";
uses i2nsf-nsf-counters-type-content;
leaf hit-times{

type uint32;

description

"The hit times for policy";

}
}
}
}

leaf message {
type string;
mandatory true;
description
"This is a message for monitoring information";
}
leaf time-stamp {
type vang:date-and-time;
mandatory true;
description
"Indicate the time when the message is generated";
}
leaf vendor-name {
type string;
description
"The name of the NSF vendor";
}
leaf nsf-name {
type string;
description
"The name (or IP) of the NSF
generating the message";
}
leaf severity {
type severity;

ZEm21i

mandatory true;
description
"The severity of the alarm such as
critical, high, middle, low.";
}
}
}

<CODE ENDS>
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E=m3
+— {policy)
~ +—rw policy-lifecycle *[policy-lifecycle-id]
| +-rw expiration-event
| +—rw enabled boolean
([)- | +—rw event-id uint 16
+——rw expiration-time
| +—rw enabled boolean
L | | +—rw time ~ data—and-time
~ +—rw policy-rule *[policy-rule—id]
+——rw policy-name string
+——rw policy-rule-id uint 16
| +—-rw service
| | +--veoip-handling boolean
| +--volte-handling_ boolean
+—rw condition *[condition-id]
+——rw ¢al ler _
| +—rw caller—id  uint 16
| +--rw caller-location
(I} | +——rw country  string
| +——rw city string
+--rw ¢al lee i )
| +—rw callee-di _uint 16
| +-—rw callee-location
| | +——rw country string
| | +—rwcity string
+--rw val id-time-interval ‘
| +—rw start-time data—and-time
| +——rw end-time data—and-time
=~ +——rw action .
+——rw (action-type)?
+-=_ {ingress-action)
| +——rw permit? boolean
()~ | +—rwmirror? boolean
| +—rw log? boolean
+--. (egress-type)
L +—rw redirection? boolean
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A7% 6
A5l gloiAl,
) A e

e}

A AR L G AnE wFsh,

71 A AR A7) oA AR Aage) AES Yehl= olME H(Event Clause), AH %9 48 =
7245 el =71 d(Condition Clause), % 7] oJWlE A 2 7] 2 A& WHE u =35 HOl 7]
52 Y= 52 d(Action Clause)S ¥ 3Fsl= WY,

AT 7

ALl i,

A1 Bt A AEE volHE FEskE dAs

A

19
i

DFA(Deterministic Finite Automation)Z o|&3d}=, W

7% 8
A1l glej A,
471 B dlolHE Maehs W=

NSE dlojEjHlo] =5 o]-g-38fo], 7] NSF dlo|EjHlo] =9 vlo|g ot WS Tl sdx=, Y.

A7 9
A 1&gl 3lejA,
47 2 NSFe

7] Al 2ot AAS 25 AW (cover) T = AT T8 (capability)S 2te, W

19
=
i)

A3 10

AT 11
YEL A HeE 75 AEH|AE 93 Heol AAS HYst= 44 MY 7] (Policy Translator)ol] 1o1A],

I2NSF(Interface to Network Security Functions) AFEAFZHEE A%, A9 #'¥(High-Level )9 A1 BHeF A
Hol| ZASS], A A1 BHeb A3 AHE do]EE FE3= FE7](Extractor);
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PN

] A 1 B¢k A3 A¥e dgo]EE NSF(Network Security Function)Z 913+ 4= dlolE &2 W3l do]
B} W3%7](Data Converter); 2
71 "4 dlolgel 2Aste], i (Target) NSFE AA8ta, A7) o’y NSFeb #dd 34 @2 (Low-Level )<
A2 Bt e XSt WA 7] (Generator);

371 A MGTIek A7) INSE ARS AR AR A-AW QlEH ol AR AdE, 7] A wejr|ek 7] NSFE
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A7) A2 wek Az BeE dolHE A4E

A7) A2 wek A BAR dolHE A7 WA NFE AP Tx EE W8S Te, oa(Ta S E 2
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AT 13

A3 14
Al 13 ol QojA,
7] W NSF=
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H A7
A3 16
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4 An L G e wgsh,

A7) A AR 2 A7) E AEE A" wAES YEE o/WlE H(Event Clause), A& 2o H§ =
724 YellE =71 d(Condition Clause), % 7] oJWlE A 2 7] 27 A& WHE u =35 HOt 7]
55 YEE 5% dA(Action Clause)S E3HeE A WA,
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A8 a9 d0Lov-level)ol A2 Bt AN AASE Wi B maaE, 47 AH W79 7] 1S A}
A AHEA-A cdEsol 22 A, 7] A WGl 7] NSFE NSF-AE Qo] 2R AdnE
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(Extractor); Z47] Al 1 X<t A3 AHAHE dlo]HE NSF(Network Security Function)E ¢]8F 4 o]
Hekst= dloly wd7](Data Converter); H A7) g dolgeo] A3, o)’ (Target) NSF
7] o’ NSFeF e sk ™ (Low-Level )9 A2 Bt AAE AA3t= A 7] (Generator);
71 23 werieh 7] I2NSF AREAE ARSI QIEHo] A2 AZAEY, V] FF "ot 3
NSF-#¥ Qg o]~z A4" = Urt.
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£ 208 ¥ WAAL A8 5 A FE7] wde) ool
E 308 2 gAAe] 487 & gt ol Way) mele) oot}
E 31 2 A7 488 5 At A4 ZeuAdel ¢l

T 328 B gAAT}

2
ofo
i
4
30
rr
Z,

SF-A QlE]o] 2 YANG Eloje] ®dle] A% Ea]tze] dAoltt,

2yg A7) A A g
oI, & PR we R 04 FaE Grd S0 Bl Al 49ae. B s
3 g

A e e 2 RaRe) o

=4

©
ol
-
=
N
==
o =

WY A%, B Ao Adel REsAE A da] detel A9 T& R FAE gAY, & P2 2
0] A

F o=, Network Functions Virtualization(NFV)-based Security Functiong 3 7] E]
I2NSF(Interface to Network Security Functions) % ZZFel 9la] 7= Qo). o= AHY dXYAH
B2~ ¥ 2A(IETF: Internet Engineering Task Force)® &&= =4 AHY %=F 7|49 o

I2NSFe] ZAHo vl HeE &2 Wiy (security solution vendor)Ed] & AFEHE  o]FY
(heterogeneous) WEY I Het 715 (E)(NSF: Network Security Function)S 93+ EF3t9 <¢lEHo|l~E A
olat7] $istoltt.

I2NSF o}7] €)% (architecture)oll A, NSF(E)el #lol thale] AAs] meje da Qlo](NSFY #ejs A= Wt
Aol Ad(enforce) S L73}), ALEAE AFEAMY HESA Al2F" U UEYT AYS Bssr] s B
3 AAE A 4 drh. a3, o] Wiy (Vendors) E2H-EH NSF(E)29 FF3ld JEH o~ o]F9
NSF(E)ell ot el=A(task)e] 478 2 & destd 4 Ar).

=18 B wAMe A AA] do] upE [2NSF(Interface to Network Security Functions) A]Z=BlS- o A3l

= 18 Fx3H, IONSF A28l [2NSF AFE-AF(INSF User), UYEY 3 9 38 Al2=®(Network Operator
Management System), 7Bz} &gl A]~BI(DMS : Developer's Management System) /X ZHo]L &9
NSF(Network Security Function)& 33}3hc}.

I2NSF A}F-gAH= I2NSF AB] &= ¢lE] o] ~(12NSF Consumer-Facing Interface)E ) WEHQA 9 g
A zEa Z2A%0, YEAT £ B AAES [2NSF NSF-A™ Q1] # o] 2~ (12NSF NSF-Facing Interface)Z
Z3 NFC(E)3 B8k, 7l #de] AJ2®"2 [2NSF 55 QAE A o] 2 (I2NSF Registration Interface)& &
a EYZ &9 oy A2¥a BAET. olslo] A [2NSF A|2Ble] ZF AZXUE(INSF AXUE) @ 7+ ¢
E] o] 2 (I2NSF Q1E| Ho] ) ol Mg siry,

o)

I2NSF AH-&-Zk

I2NSF Ab&2H= th2 I2NSF AXAE(AAW, VEYT &9 &8 Alag)dAy FRE YA Zd/Ee e
[2NSF AEXAE(G A, Mda; Bl Alz=g)dd o5 AFs= Auj2=(d7dd, ESZ Bt AH|~)E A3
= INSF HAEUECTH, o & 59 I2NSF AFgAE oHldle] YEYA @8 A2, 71 UMEYZ d8a A
28, g2 UEYA =del #ex 5L 5 At

olg{gk I2NSF AM&2F HEVE 3tgd A93S st tlid 12NSF AH A= A Ad 5 9 [2NSF A4 =}
9 2=, €A 7|7H(time span) B<F #F e EAH Arof 7|x3dle] s ES 3L, %E—Z]ﬂ(rate—limit), 23
= AFs7] Y8 dddle] WEY A(Underlay Network)oll 58 o2 &€ AQ7F v 34 3o HEYA #
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Z}(Video—conference network manager), &4 ZEd| tdt EA I2NSF A AS A& (enforce)dt”] 8l A=
HEYIE a3d darl g+ 719 WEHYAT Fex(Enterprise network administrators) E @] A|AH
(Management Systems), 54 Z7A9 ME$} A= 252 Adslr] g8 Addde] MEYIS 23S A

Kel
=
= ToT &2 A ~®(IoT management system)”} X3 4 v},

N

[<)

ofx

-

IONSF AF&A= 1423 (High-level) H.oF AR (Security Policy)S A 2 wj£& 4= v}, FAHow Ay

B}, I2NSF Ab-gab= theksl okol%| el (malicious) A4S 25E UYEYT E#F (network traffic)S HI3}7]

ekl MESI A Btk AH]~(network security service)E o83 Fa7) gtk o] Bl Mu|~E Q4317 ¢

slod, I2NSF AR8-AbE ARAlo] sl B Mu|ze] didh 14F Bt S At WEHT &4 Tl A

2glo A o]E & 4 ),

|, AFE Hol AAS F)5hE FAo A, I2NSF ALEAb= ZF NSF(E)E 93 Hol Au)xs s Hol A

T2 T (security policy rule configuration)S Ads}7] fl8te] 875 & NSF(E)9 EFdll diste] s}

=] ¢

L3k, I2NSF AHgA= MEYA &9 28] 98] 7] 2 ¢l (underlying) NSF(E) WjellA L% += Het
ot oWIE(E)& WAFo=M, INSF AMEA = Al

gelel (s A4 5 itk ols)

S )(security event)S FA W
=z

E(
28 F4L Austn, Azg §7

o], I2NSF ARSAR= Heob FAe Ao, wel 2 BUHID 5 i

flo
o

M

0 =

=
o
N,
do
_?L
R
n
M f
=
rO
o
_PJ
o

HEHT £94 Fe] A2d

YEA &9 #g Al=®le Ho AF, EUHE 2 JE 4L % FF-(collection) 2 wjEz
(distribution) A& (point)e] HTE& FPst= FXEW o & 4 &9 g A" Heb
Ao} 7] (Security Controller)¥d 4= vk, o]&3 WEY AR &9 #g A" UELZ Ht AR o3| #*
2ld 4= daL, IoNSF @] Alaglom A%

o
i
)
iy
2
o

YEHA &9 o A&g(Es Bt Aoj7])e] F83 9% F slvbs INSF AMEARZFHE 14F He 3
2 ] E F(E)S 93 AFF(Low-level) HSF A fxo=x WM (translate)dt=
A I4F Heb AHES IONSF AFEARIE 418 T
-4 12NSF ARg-Afel 2] Al&gstr] fletel atE= NSF(E)9 B e Z2AE 5 Aok, 1y
I, MEYA &9 #He] A" (EE B Aol a7 HE 72 NSF(E)S 93 A5F(Low-level) EHF B
S AT & . 2o, dEYT &9 #E AIAE(Es 2t Al AdE AS4E Hel IS 74 NSF

T3, HEYT 9 g A|2E(EE HeE Aojr)e AxE U FE F NSF(E)S EUEHsa, zZH NSF
S gigk tost AR (S S0, MEHT NA~(access) FH U ZAAZ=(workload) HE 5)&5 Fx&
Atk E3 YEAT &9 g AABEE B Ao)r])S A e Alavle] &=g-8 ol NSF olAE
29 FA9 A (life-cycle) TEE F3] NSF AW A(instance)2 ZE(pool)S FHoz g 4
AT},

NSF

NSF= Hel #d Mu)AaZE ATl =814 <lElE(logical entity) B A2ZEY O] AXWESL. o W,
NFCE Agw BAAFAS FAlstar, oo 7]x3ste] o)l HEYA EYHS AAstaL, ol& AdstAY ¢
k3t 4= Q. o] E 3, MEYA 4 2EF FA(integrity) ¥ 71" (confidentiality)o] B7dd
AT},

Az #Ae A=

WA} By A|AES T2 IONSF AEUE(AY, I2NSF AFRAF, MEYT £9 #Ag A2EHog ARE B
WAY, /2 Aul2=(ddg], YEY T Hel Au|2)E AlFshs 12NSF AEXdEo|th, izt #e A|~"S
W] #e] A28l (Vendor's Management System) o & XA = % glt}t. o]&dh /ixl Ty A|AdHe)] stge o
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st Fash A 12NSF kAR (producer) 2 A FE 4= .
!

] Al2Ee MENA 9 #y Al=HolA NSF(E)S Aledhs A3AH(third-party) HQF ®ltio] 2
3 welE = ok g Bl Wig o] gl AEA dy AlAE(E)o] EAE ¢

I2NSF 2R Ap-2 Qg o] = (Fhds], An| -2 Qe 5 o] 2= (CFI))

CFI+= I2NSF AFg-A1e} HES T £ e] A28l Alolo] 9X]5}=, 4"‘11}94 I2NSF Al 2=l o 2 o] QIE T V\ o]
ot olg A AAEoZH, 3¢l (underlying) NSF(E)9] dAgt &S =72, AREAMA NSF(E)9 440
Al Z+(abstract view)WHS A 33k},

o CFIi= Folxl I2NSF Al~gle] dolat AbgA7 whel Ewlel o] 54 55 (flowel tlg mek B8 g,
P 0 BIHAE & A o] A8 ALE S ol INF Aol ola) AE n4E uek AACEE 4

3 H)e o] (FIE ol MEAD $9 9 Axgon ddd & 9k,

I2NSF NSF-2™ olE] o] A~ (73], NSF-2H QIE] | o] A (NFI))

NPLE VIESIZ £ ghel AXG(EE Bk Aloi7)) 3 NSF(E) Abelo] $115he <lE o] 2o,

NFIE 3slu o] Ak NSFo|l olaf A3sE 3E-7|¥H(flow-based) X<t AAE x|Asty RUEH3I7] Y8 A&
g F . o &5 EW, I2NSF A28 EE5-7|4F NSFE ALESE 4= Qlt). of7]A], 3579 NSFe Kol 54
< Zslatr] 93 32301 AEC wet YEYT 588 7HAEHE NSFoltt. o]# 3k &&-7]%k NSFoll o3 32—
7 Bk faldE FAUE 4]71—01 ArtE o, A Z2A 20wt 7l digk Aol gl S ou| gt
. ZE-7]%F NSFoﬂ gk A o]~ =3 2ol F{HE F AUk

- NSF &9 % #g] <lE|# o] A~ (NSF Operational and Administrative Interface): NSFo] £ AHjES T2 19
Wkl S INSF #HE] Alz=glell o AREEHE IHFo]2 25 o] QIEHol~ IFS Hg e Ao Ve
< xghelth. I2NSF A 132 d3d Ao = o] SHFol~ IFS ¥Ase dVHA WS vEhdTh. of
YAl L I2NSF AXAEY 250l F4l 2 FAleteE EFYe 548 sHOR Ao dart 7] v
o, I2NSF =¥ (effort)e] thi-&o] o] QlEHo]2x 5o HFTHT.

- ZYE Y <)ol ~(Monitoring Interface): dh} o]Ate] Ay NSFRE-EQ] RUEH ﬂ_ﬂﬁ— =317 9
3l I2NSF ¥ Alzgle] s ALgE= QAEJFHO]~ 1F; o] AEHo)A 17 ZF SdEHel~E Ay Exe g
EE )6k QIEH ] ~Y 4 vk, & Abolo] zte]H e ] 7wk QIEH A= ARE 2%0}71 $1al I2NSF #
g Alzglo] o8| AMEE AL, oo wkale] X E 7|k QlEjHol T HHE AFEr] 8] NSFell ofs] ARg-H)
= Aolt}. o] ¢l o)A aFEY 7S E SYSLOG = DOTSSt 2o v ZTREF 8 Zg=E 5= ).
I2NSF 8] A=’ AR o] 7] xste] skt o] s (action) S HE = qUvh. o= INSF 43 13
o] ola] ABEojok T}, o] AE|HolA IF-S NSFY & HHE WAsH &=

olsh o], NFIt= E&-71W seftiele Abgatel Awed 5 vk, SE-718 NSFel 3% 54 (comon trait) &
A e U, du/MolRE) W/EE ARAE(Ad, A gH % Q% el 7z
A

Aeet Aolth, o] 5AE INSF Ax9e] F4& Belsr] 918 A requirenent) % shvbelct,
]_

S, I2NSF #eE] Al=8le Foizl NSFe| BE 7555 AMEE Fart glon, BE ALE 753 NSFES AL
d "aow floh. wehr], o] FJ8k(abstraction) cature)S NSF Al2®lo] o) WY &
(building block) 2.2 HIFE 4 A dl=vt. ez, 7fixls dg 2 71 572 NSFoll o)) H <]
= Het VIS AREA AT 9

ﬂr

=

)

3

e

oX

o
i J oo

I2NSF 55 QEF o] 2 (te3], TF e o]A(RD))

RIE MEQS ¢9 wel A28 2 e 2 A28 Abolo] Ax5hs QlEisol 2ol Aold M o
&

AlEE= NS ol 71 (capability) & 7hd 5= glok. mebA, Aoldh witjel] s Als ]
Het Mg 01%6}% ZRALE Asstelr] s, WitrE 250 NSFe) V1eE Aejsy] g A8 Qe o

_11_



[0067]

[0069]

[0070]

[0071]

[0072]

[0074]

[0075]

[0076]

[0077]

[0079]

[0080]

[0081]

ZIHSd 10-2020-0045400

2% 714 Wart itk oleld A8 ATl INF 55 A 2RDE AFE 4 vk,

NSFe] 7152 vlg FAEAY E=E I2NSF 55 AEdHo]2~E T8 s¥o2 A" 4 vk, vkd ARl A
LEHE J2E 7)%50] NSFoll F=74dgd, 34 JdE(interested) ¥ 2 Ao dEE7 ZAES & F U=
2 g QRS 7159 capability’} I2NSF 5= olg o] A2 =3 I2NSF dlXA2E (registry)o] 522 I
7} Sltt.

T 2v 2 9AA A AA el mE I2NSF A|=E9] ofF|HHE oA gTE. &= 298] I2NSF A|&HE & 19
I2NSF Al 2=®lof] nlalo] I2NSF AREAF 2 UES A 9 @8 A2"e] A4S o FAHSRE Yepdr. & 29

HE 104 deT 49 FRY dEe dsan,

% 28 x3hd, INSF A|2=El2 I2NSF AF8-AF, B #2] Al2=®l(Security Management System), % NSF Q12
B~ (instances) AlTS X3}, 12NSF AFEAF Al o F Aol Z & (Application Logic), AF <idlo]
E(Policy Updater), % o|ME $37](Event Collector)S HIEXWE=RZA xgalitt, HeE T A~ AFS
Heb Aozl 2 iR #eE] Aagls 2Enr. HoF #He] Al2E® AT Bk Aojrle Bk AA R
(Security policy manager) % NSF 7] 2] AH(NSF capability manager)E& FAXJEZA X3},

I2NSF Ab&2F AlES 2H|A-2W QB ol AS E3] Het #a] A28 AEy SA3%. o2 59, I2NSF A
|2 AT A4 gy H oHME V= AHA-AW QIHF o] AE Fa HF #E] Al2E AT HeE
Ao71et FAlgE. wek, HE el Al2" AlFS NSF-AW IEHoAE FE |
FAET. Q& W, Bk Y A2 AT HSE Alo7]= NSF-AH QE#H o]~ &3] NSF d='2 A
o] NSF QIZ®2(E5)3% F4lgt). m3h, Bt #heg] A&yl AlFo szt #g] A&dle 55 o) ~E
&l Het FHE] Al=E AT Bk Alojr]et F

)

)

AZel wet Aol7] WEVE, wet wel Axy AFS Aus
FE 19 INSF AMSR REUE, VEAD £ we AxY
AZAE, A pel AW AEY SFAEAES] dgHTh, ®#, = 29 AuA-HW Qo]
g

s

E

™A — fn ) —}1\__
= X 19 A¥A-AE QI o]~ NSF-ZAH QIF o]~ W 55 QY

ks

My

= 29 I2NSF AFgAF A%, Bel #g] Aad
Ae] A28 AXAE 9 ONSF QdAElA

NSF-AE QB o]~ B EE QlEo] 4 21 =
ool M, 7 Aol LFE Az FolE ALUES diste] A

sl
o
[
%
4,
g

Aest A", INSF AR AZL te 3 e AXUEE ¥tk o Zg Aol =& (Application
A Ado]E](Policy Updater), % o|HlE =3 7|(Event Collector). Z}Z}e] g& 2 F22 A3}

- |
AN olo] BAWA erery T Ba), A7HE =eAA ATIERA, INSF Az=E6A s EE 2 7]

= 20045, olZesleld =4, B3 giulold @ olME Y78 747 WEe] THoR mASL o},
Fgu A g S
o FTUER 749 F% A

st AAFE, Bt ] Al=E AT Bt Alojr]e Heth A
T W2 AH(NSF capability manager)9} 722 2719 HEXWEE ¥ g3t}

uok A pelAE FIE Fa) A9 ey y n5s A4S FAskn, of BAL o8 A%

M
ot
B
(o
fr
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WA 5 Yk o] AFFE AW NS /15 pelg] FHE Foln NSF /153t wwh, BF, uet 49 B
P o] AAS WIS Fal NF(E)= A2d 5 gk,

NSF 715 welAE Fold NSF /e BAH AFE AL AR AN, AN gel Azwe) o8 52w
NSFel %2 Agsa, R wek 4 weAsh FHY F oodvh AR NFIE S5 wnich, NF /)%
dAe 5% QEdelsE Fal NSF /1% welde] we vele] NFe] /)5E BEFHES A v A
of 24 4 Atk WA T A2PE AZE NFO VS NSF /15 BelAw $53) @ wet #e A
o) e o] gt

% 204, Wt 49 weld % NSF /)5 BeEldE A4 wEe PHom EAsE 9o, ¥ BAAe ol
@YEA etk A BH, 47e =4 ARAERA, DNSF AZHAA shte AEVER 739 SR

% 20] EAE AW, NF AAEA AZE NSFES TR, ofn), BE NSFES o] NSF 912El AZo] )
Ak, @W, n5F A0S A% A0 WA Fol, weok A AT WIS Ba AL NSF(E)E A
ST o] A%, NSFE AE A5E Heh FAd s)zste] otedel WED EANG BA, oF Ad
A shaha & Qi

sk Aol A4 TS GAAE B A edd 17 we Jlse] BRFHHAS B, AEze
= Egae qEAD g, wed qEQD] AsA gul, Qe FA mE AT A Ags
)

of g HeF A4 ke NSFe el Al vhddt Het Vs Aled 5 Avk. F, NSFe =94 e M
7ser TEEA=A -k BAgle] o NSF7F & 7‘6‘301 Fol MES=A Edgel] Bt Bk Aujx

Hob 752 Bt HA A HExoz ALES 4 e due] WESITY Rty #HEE Jes Wi, Hmot
715 A FAE= Bt Al WMAYUSHE SHHoH, EE NSFE NSFlA A3 4 e 7|55 HANE
7t 550l ok

Hot 7% (security capability)S EA NSF7} Al 3-8l Bl 7)|5S REstA] @A Adwsto ) wEd wot
HIE AT F 9= 7% tﬂ/‘1](0611)31b111ty specification) S A&t w3 HO V5S Ea Hel v]Fe
T 49 THEA WA Ay 4 Q).

=, UEYAS AAT v 54 AFS 958 2ot glen, 7Iedz 540 adE & v

Sroll A Au{ mpe} o] Hob QA Algo] AMgE 4 li= I2NSF B #H oA ofgfe} o] F 7HA] o] =

¢

ﬁé

IONSF Abgzbel S8 =z a3 7k ¢lE#o]lx % Het AEEZ (Consumer-Facing Interface): NSF ©lo]|E
D AH) 22 AR} HEY A &9 FEARB(EE B Alo7]) Atoldd Al AdS AFshs &nlAF &k <l
B #| o]

I2NSF Consumer-Facing Interface= ®.9F AHR7} thgst o Z g Alol (& EW: OpenStack i U3 B

/ 0SS A 22)3 HeF AEEY 7He] ndho] AL8=E 4= 9lt}. Consumer-Facing Interface®| A7 %L% B
et Mu| 9] ~#s FHY Fsted .

- NSF zte] Qg Ho]2(dE EW: W3y, A WX Ee Qg vheolgx) ¥ HF HEED (NSF-Facing
Interface): NSF-Facing Interface:™ HeF #e] AAZ NSF HJ&d o8] 71x] F&olA Egds o AFEEH
NSEZ7F 3l s = A (dls &9 7H #Al E= 24 appliances &) ellA F @2 ot}

olst, dAzE I2NSF A A9l A WEYA Hel, Zelx nor A
wdo fa AYEEE I},

ol

A @3t 7ol e AA AF Gu
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B AN R mdd AlgEE fole thEd o] HFojd & olvt

AAA: Access control, Authorization, Authentication
ACL: Access Control List

(D)DoD: (Distributed) Denial of Service (attack)
ECA: Event-Condition-Action

FMR: First Matching Rule (resolution strategy)
FW: Firewall

GNSF: Generic Network Security Function

HTTP: HyperText Transfer Protocol

[2NSF: Interface to Network Security Functions
IPS: Intrusion Prevention System

LMR: Last Matching Rule (resolution strategy)
MIME: Multipurpose Internet Mail Extensions

NAT: Network Address Translation

NSF: Network Security Function

RPC: Remote Procedure Call

SMA: String Matching Algorithm

URL: Uniform Resource Locator

VPN: Virtual Private Network

Au wd A7)

7% X E9(Capability Information Model)?2] AAe] &¥td2 Hel 7|59 F38LS E/sE Aot 4=
o], "IPS", "QtE] wio]ly 2" H "VPN HF FX"e} T2 Het 7F §¥E& ERHsE Aot

TE, "I ZH"E gYe 24 E EW 2a E FA P A, 3 9 2 XE 9 P XRES 7Y
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% irst-matching-rule? 2 mlx|=o g A= ES

strategy-type)?, A WHAZ uA ==

AA3}7] $1%F last-matching-rule?<

J&#
tlo
(0
ol
(<0
ol
N
— :L

X
default-action A&le F2o] gle 45 FdE & v 23S A3y A d==24 529 gYs 44

=1 =
3 4 9l

rule-group A E°] IF38tEY FEE § Y IAFEZR FAEH, 74 aF dd doly ¥+ group-
name, rule-range, enable, descriptione X

”»

event—clause-container, condition-clause—container % action-clause-container:= A2 JFZ o] “o]WIE” |
‘TR " 2R & AAS fEIA AHEE 5 9

132 B gAY A AA] o] wE oME rAS §F dHoly RE xE oAgitt

O]H,ﬂE‘{j ]_oﬂ}q }\]—‘4}1‘_ H]_Q]. 7#_—0] %ﬂﬂk‘: /\]_}_\.E‘ﬂol %73% HH T;»l/BE‘:“:
Aol WAk AS ojulgit,

r <
AC)
i
p
>
»
i)
lo
rlet
n
o
2
o
fo
_O‘L

T 139 Z=A)E olWE AHS 3
WEian-Ks
u

o QurEel MEAD Bt %S 9 F7b olUE A

T lda WA & 4dE 2 HaAAe o Ax

&

i
N
A
2o)
=1
)

(o2
do
o
g
T
td
&‘
-
l-N
i
&
31‘
)

2L gkellA AU mpep ol ARl 4, 54 B/Es o AES vud £4, Ve g/ gel H9
o

geojuo]l 2 (WHE) I2NSF A3 15S AgsiAy 2 #& 5 3

=
AYA HS 913 AAE S Bel 24, A dol2E ®el A, A B 2, AFEA wel =4, A
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[0315]

[0316]

[0317]

[0318]

[0319]

[0321]

[0322]

[0324]

[0326]

[0327]

[0329]
[0330]

[0331]

[0332]

[0333]

[0334]

[0335]

[0336]

SIHS31 10-2020-0045400

i

oyt AYM A& A% AMAE 5H FF AA 24 7Tl ok & @ = 9on, B dnkEd vEY
3 Bt 7I5E f% 21 AAE U & 5 A

L, = 14col] ZAIE wiel o] AU #FHE Y3 "oy EY %= pkt-sec—cond-tcp-src-port#, pkt-
sec—cond-tcp-dest—port*, pkt-sec—cond-udp-src-port* % pkt-sec-cond-udp-dest-port*E& &3] XE I}
#Hd & AAT F Q.

T U4diAM = fFe] HEE § e ofFgAolAe dElE #Est] ¢, application—condition®] He]H
H= = application-description?, application-object*, application-group*, application-label*, category
=] }alo},

w3k, FHELS URL(Uniform Resource Locator)el] uhg} AHEoJR7E HA=E 4 glow olF Y&l url-

category-condition®] dlo|El B=+i= pre-defined-category*, user—defined-category*S 3 3}3hc},

l
55|
oot
ot

L= 15 B gAA Y] A A del whE oA gFES 97 vlolE B 25 o A%

AL oMlE 9 2 de] F5E uf S5 W NSFO] SW S Alojatal RUEY st AREE T
olgigt MAl= A w2, $4 w2 2 48 Ze2d srtew Aod & vk olHd A= 54 v dA
A 7sel wheh ggE ¢ odlon, B Akl HESA Bl Ves 9% A AAE 7 & Ao

T 14a YA = 159 =AE A
KR

% 16a WA = 19j+= E HAAe A AA] oo wE [2NSF NSF-Facing Interface®] YANG dHlolE EES
1=
% 16a WA = 19j8 #H=xsH, 12a WA = 15bollA] A3l dlojE RdS o]g3sle] YELA Hel 7|58

L
of AR EES 9%k YANG dloly xes AT 4 v,

2

| A

rh

= 162 A 19jo] =AE BES EYT Hol 7[e5S 93 & dolg Rz HoE 4 U},
ola}, NSF EUEHSE 93 AR 2do s Adure= 3},

Hot 75s FAs7] Hal & EE(AE £ NMS, HoF HAEEH )| NSF(o & &
EE Anti-Virus 71%)7F AgstE o]~ NSFollA REUBHHSHAL NSFE 2 EH
Facing Interface"2}az 3FC}(ID.ietf-i2nsf-terminology #3).

W FW, IPS, Anti-DDOS
k= A& "I2NSF NSF-

WUEEY BES NP #E Fo3 AHE f5aE AL ongn. e, ojME, dms, A1eE. Ad 44
St EBAQ WAoo YW NF FUHILS Auwdel ] °
NSOl els) AR RUEY Aui oteldel BE wmi AN A% wE Auls AR 2 FH Q%
o] 2=
-

of 7] FAY & U

NSF RV dolEt olelst 2o el A8 & .

=

- Bk A efnke] Atz NSFell olsf Hbe AR oAade 2es BA8k] fs SIENel &) A8
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[0337]

[0338]

[0339]
[0340]
[0341]

[0342]

[0343]

[0344]

[0345]
[0346]
[0347]
[0348]
[0349]
[0350]
[0351]
[0352]

[0353]

[0354]

[0355]

[0356]
[0357]
[0358]
[0359]
[0360]
[0361]
[0362]

[0363]

SIHS31 10-2020-0045400

- NSFe] oME ¥ S 2uE Agdlel B2 % 3w g wF $AS TEHsel net JuE AN & 9

a 7S 2A4dety] 98l NSFo| oHlES ARRE 4= dvk. AR NSF A, NSF 3
ko)

AL FA TG olel BF 7Hed ARE Aulele] NSFE A%
%ﬂ.ﬂe &3l i&‘iﬂﬂ%—@ﬂ] HES Tl A ofm do] dojuar A=A Hrisd

AH wek geje] Jlwetel HE VR L 91 4@ Aushe AL Wisdd. of BEE G4SN 449
AL AR e AEH AT Basth B @AAE NFlA 9 4 o3 ZUHY AR Agd
e dwe) Au 4x(L 1 WIDE T & Uk

Aoz odd #39 HUHY ut oy £E AUdel U A%H e A A8
&2 5 ov P Jse od an B 5
osh, mE RUHY HolHE 918 1R 4n mde] vs) AMRES F),

BEE BEYUHH Hioj"HE 9% 7123 AR Ed(Basic Information Model for All Monitoring Data)
- message_version: E|oJ¥] @2jo] WHE Y 014 AJZFsk= 2 #be] 10 1140,

- message_type @ ©|HlE, A, o4

- time_stamp: WAIX 7} A4 B AHS YERY,

- vendor_name: NSF &3 A9 o]&.

- NSF_name: "AIA]& A4d8h= NSFO] o] F (= 1P).

- Module_name: WAIAE Z¥sl= BE °|&

- Severity: =9 S Yely. F 8 A U (0914 77D o] EAEY, At FAeSE A7 Er)

EUHY Holg =93 &4 ZH Rl (Extended Information Model for Monitoring Data)

gt R mde gy g Fx3 @l dolHdnt ARggYT. Fx8EA] gL HolHe VE AR RdR
v A H)
Al2~®l 2k (System Alarm)

w22 <42 (Memory Alarm)

U AR7F ] el EghE|ofoR d

o
+

- event_name: 'MEM_USAGE_ALARM'

- module_name: &4# WAL FIF3tE= NSF ZES Ve,
- usage: AH§ © MR FE AT

- QA gk ARE =GR Sk i @
- AR 99 £E (AF B9 9Y FE, ¥e, BE, 2
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[0364]

[0366]
[0367]
[0368]
[0369]
[0370]
[0371]

[0372]

[0374]
[0375]
[0376]
[0377]
[0378]
[0379]

[0380]

[0382]
[0383]
[0384]
[0385]
[0386]
[0387]

[0388]

[0390]
[0391]
[0392]
[0393]
[0394]
[0395]
[0396]

[0397]

[0399]

CPU_¢=H(CPU Alarm)

oo e AR CPU Skl 2349 4 ).

- event_name: 'CPU_USAGE_ALARM'

- usage: AFE ¥ CPU9 &S AAFYT},

- threshold: o|HIEE Eg|A = UA

- A= 98 5 (dE B Y £, B9, BE, 9S)

- HAIA] D CPU ARl A @S 2FESUH. ' 9 Z2 WARE 93
g3 <& (Disk Alarm)

oS3 22 JuUt taa g3 23d 4 9tk

- event_name: 'DISK_USAGE_ALARM'

- usage: AME ® U3 Tkl &S A AT}

- threshold: o|HIEE Eg|A st= dA

- AZE 98 a5 (dE B Y £, B9, BE, 99)

- HAIA]D Y ad ARgEe] A #he 2T SFUS. o 22 WAXE 93

3l=9)o] <4 (Hardware Alarm)
oS3 22 JrUt =9

of abgte] ¥3E & Ut
"HW_FATLURE_ALARM'

ek W 74 228 depdyd,
- QA g ARE EPA S QA @

- A7tE: 99 4E (dE 59 99 4

- event_name:

- component_name:°] <SS Al

Hir
oo

,BE

oo

)

o
atl

- HAA:

olE ¥ o]~ A& (Interface Alarm)

Tk 22 AR S

AEfF| o] betol]l E3HE S Sl

- event_name: 'IFNET_STATE_ALARM'

- interface_Name: QIE{Ho]~ o]&

- interface_state: 'UP', 'DOWN', 'CONGESTED'

- threshold: °o|HIEE ETA st dA &

-AAE: oY (dE ' A3 o B5, BE, W)
- AR @A QIE o] AEE FEE

A|2E ol E (System Events)

_25_

ZIHSd 10-2020-0045400

INAS &=

edlel #4827t 3 BAY Aol AstEdg U sk e



[0400]
[0401]
[0402]
[0403]
[0404]
[0405]

[0406]

[0408]

[0410]
[0411]
[0412]
[0413]
[0414]
[0415]
[0416]

[0417]

[0419]
[0420]

[0421]

[0422]
[0423]
[0424]
[0425]
[0426]
[0427]

[0428]

[0430]

[0431]
[0432]

[0433]

SIHS31 10-2020-0045400

MA| 2 $19H(Access Violation)

53 22 JR7F ojWlEe x3HE 4 9t
- event_name: 'ACCESS_DENIED'

- user: AH&AL o] &

- group: AREAE £3 %

- login_ip_address: AF&#}9] Z7191 [P F4

il

- authentication_mode: AFEA} Q1% RE. & 5H: 24 <=, A 3 2 AW ¢0F, A= WA, SO ¢1=

- WA AT ARG o e wWAlA

i
e
i)
s

T4 WA (Configuration Change)

s e Ausl oied x§® 4 Ao,

- event_name: 'CONFIG_CHANGE'

- user: AREAL o] F

- group: AREAF £9 5

- login_ip_address: AF&#}9] Z7191 [P F4

- authentication_mode: AF&A} 915 B2, oF EW: 27 AF, A 3 A AW AZF, AF WA, SO A5

- HAA el FAEASYY o &2 vAAE EHE

Al2~¥l 2 77(System Log)
A% Z2(Access Logs)

Az =l peAe] mael, 27 ok 2L AR A4S V155, ofF BAlstel nek Hokye Ay
ek, £ waAelE obdst e st 23E 5 9

]

- g AR BB B

DR, AREAL)
- operation_type : ¥E|A7} Fs= 24 FYH(AE EH: 239, 23 oy, 74 F)
- Ay W Ay A3}

- content: Il & AR} 3 g 2.

- login_mode : #EA} 212 REE AAIYL (4= &
k=]

2} AF8-5 ZI(Resource Utilization Logs)

waAE A Az A9 JHE 7S50 ot 41 muUHYel fsth. 24 nuds v

- system_status: &A] A|2~E]o] A e
- CPU_usage: CPU AF&S A AT},

- memory_usage: W=7 AREFHS AAHIUT)
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[0434]
[0435]
[0436]
[0437]
[0438]
[0439]
[0440]
[0441]
[0442]

[0443]

[0444]
[0445]
[0446]
[0447]
[0448]
[0449]

[0450]

[0451]
[0452]
[0453]
[0454]
[0455]
[0456]
[0457]
[0458]
[0459]
[0460]
[0461]
[0462]
[0463]
[0464]
[0465]

[0466]

SIHS31 10-2020-0045400

- disk_usage: T3 AFSHE A4t

- disk_left: AM& 7bsd tl=a b A3

- session_number: ¥ A AM FE AT

- process_number: & A|AH LZA A FE XA}
- in_traffic_rate: & Avl= Eg¥ &% (pps)

- out_traffic_rate: & o} vl= E#¥ &% (pps)
- in_traffic_speed: & QIu}= EF £ (bps)

- out_traffic_speed: & o} v2= EY £ (bps)
Abg2} &% Z7(User Activity Logs)

AgA E V15 g £l A% (2791 AR, 2Rl / A 7IkF 2 209 1P a3 g}
s Aol g HNAS AT, LA BE WDAE SR 279 9 YEAD GAx BE F o

e o fea.

fo
it

- group: AMEATF &% T1F

- login_ip_address: AFg#}9] Z7191 [P F4

- authentication_mode: AHEA} Q15 BE. o & W 224 A%, Al 3 A A AT, AT WA, S0 UAF
- access_mode: AF&AF MM~ B o5 EW: PPP, SVN, LOCAL

- online_duration: > 7|7k

- lockout_duration: & 717t

- FE AR BE. AER ASA 2090, Add 239 AR, A 23 ok, 4FE A HUNs
WA, AT AR MUNE WA, AR gE, AR A A, 2 5 e

Q: LSRR Aglel Assigch

A28 7} (System Counter)

rlo

Qe Hlo] 2 7+ (Interface counters)

A o]~ FFEHE NSF= S0l Wihe EdY, defF Abgel tig 7S A& gt
- interface_name : NSFollA A E UEYA e H o]~ o] F

- in_total_traffic_pkts : AA| AufE= 7

- out_total_traffic_pkts : & o}% HI= A

- in_total_traffic_bytes : & <lul2X= Hlo|E

- out_total_traffic_bytes : & o} HILZ Hlo]E

- in_drop_traffic_pkts : & U¥le= =&/ 7

- out_drop_traffic_pkts : & o}% Hl*= =F 7

- in_drop_traffic_bytes : & QIH}[E =& HIOJE

- out_drop_traffic_bytes : & o} Hl+Z= 2AhA]| Hlo|E

- in_traffic_ave_rate : QI¥I= EY HT 25 (pps)

- in_traffic_peak_rate : SIv}l&= E

- in_traffic_ave_speed : ¢lH}S= E
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[0467]
[0468]
[0469]
[0470]
[0471]
[0472]
[0473]
[0474]

[0475]

[0476]
[0477]
[0478]

[0479]

[0480]
[0481]
[0482]
[0483]
[0484]
[0485]
[0486]
[0487]
[0488]
[0489]
[0490]

[0491]

[0493]
[0494]
[0495]

[0496]

[0498]
[0499]

[0500]

SIHS31 10-2020-0045400

- in_traffic_peak_speed : ¢lv}e= E|¥E Hi &% (bps)

- out_traffic_ave_rate : o}% H}2= EgE H+ 8F (pps)
- out_traffic_peak_rate : o} wv}lg= E
- out_traffic_ave_speed : o}% v}l&= E

- out_traffic_peak_speed : o}% wl&= Eg=

i)
o
k]

Ip
H
g
&

NSF o] Hl E(NSF Events)
DDos o|HIE+= o3 2 ARE X33t 4 Qo).
- event_name : 'SEC_EVENT_DDoS'

- sub_attack_type : Syn flood, ACK flood, SYN-ACK flood, FIN / RST flood, TCP ¥Z flood, UDP flood,
Icmp flood, HTTPS flood, HTTP flood, DNS query flood, DNS reply flood, SIP flood &

- dst_ip: ¥4 WA= victum®d IP F4

A1

- dst_port: EgI S 2=z 4

=
- start_time: o] A2HE AILE el gl A

i
2
of
]
=)
of
)
o,
X

B

o

z
ox
QL
s}
o,
iz}
[
e

- end_time: ¥FAo] TE H AIE YRS B 29X AR
)

Hlolds = AFUTh
2

- attack_rate: &

- xR Ef¥e] dAste B TRAYUT.

A Elo]E o]MlE(session Table Event)

ofgfe} 22 ARIL A EHolE oWlEd 23 4 T},
- event_name: 'SESSION_USAGE_HIGH'

- current: A AA F

- max: Al EolEo] AL FdeE Ho AA F

- threshold: o|WIEE EgAsI= YA #t

wAIA A Eol B FE Al gE 2AREU T

ulo]e] 2 oWl E (Virus Event)
obelsh e Hust vholel s olMES] EgE 4 Yk,
- event_Name : 'SEC_EVENT_VIRUS'

- virus_type @ Hlol#]~ &3 (¢ : EZo] Zul 9 wlm=z) Hlolg]X £33, vlolgl A o]&
- dst_ip : ®lol#{7F @A H R g IP T4
A

- sre_ip : ROl s} w7 ® s o

- src_port : Hpo]E A7 WA H© HFle AA FTE

_28_



[0501]
[0502]
[0503]
[0504]
[0505]
[0506]
[0507]
[0508]
[0509]

[0510]

[0512]
[0513]
[0514]
[0515]
[0516]
[0517]
[0518]
[0519]
[0520]
[0521]
[0522]
[0523]
[0524]
[0525]
[0526]
[0527]
[0528]
[0529]
[0530]
[0531]
[0532]
[0533]
[0534]
[0535]

[0536]

- dst_port @ wpolH v wA ®H 7o A} TE

- src_zone : Hpo|H A7} WA ¥ Ao A BHOF G
- dst_zone : dlol#] 27} vbA = A9 At Bl o
- file_type : nfo]g{ 27} A o] §3

- file_name : wfo]g| =7}

=
1=
i
Lo
s
il

B>
=

- virus_info : Wjo]# 29l 7tk

(3

- rav_info @ OJMES E7sH: NS dyshs u.
- rule_id : EZAHE #3219 1DYY}.
- rule_name : EYAEE 79 o]&

- m2e : Egse] YAshe wek Tagud,

9 oM E(Intrusion Event)

- Intrustion EventolE ThS AR} 35| ojokght),

- event_name: ©|MlE ©]F : 'SEC_EVENT_Intrusion'

- sub_attack_type: &4 3, o : 213k 3], ¥y oW ZTEZH

- src_ip: WAY A~ P F4
P

- dst_ip: 7] BAA |

™

- src_port: WA A XE WIS

- dst_port : sHZle] HAHA XE WHF

- src_zone: HFe] A2 HOF Y

- dst_zone: ¥|Z o] A} HeF J

- ZREF AL ¥ AE AT ZEEF, oF 59, TCP, UDP

- app: A& @ ofEFANA AT TREF (o5 S9: HITP, FIP)
- rule_id: E'gA HE& #3729 1DYYT}.

- rule_name: EA HE 1H ol

- xgd: Ed¥o] AxEE Huet Zew

- intrusion_info: Yol digh ztekslk Mdrg

- raw_info: o|HIEE EgA &

rir
&
P
tlo
e
ol
EL
rir
o
T

HY o|¥E (Botnet Event)

ofgfe} T2 ARE Xyl olEd 23+ 4 9l

- event_name : ©|WIE o]& : 'SEC_EVENT Botnet'
- botnet_name : BA] ® Ryl oF

- src_ip : ALY A& IP F4

- dst_ip @ #Ze] HHA P Fa

ke
(m
1

- src_port : AL A

kel
m
E fol
fol

- dst_port : I{|Ze] HA A
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[0537]
[0538]
[0539]
[0540]
[0541]
[0542]
[0543]
[0544]
[0545]
[0546]
[0547]
[0548]
[0549]
[0550]
[0551]
[0552]
[0553]
[0554]
[0555]
[0556]
[0557]
[0558]
[0559]
[0560]
[0561]
[0562]
[0563]
[0564]
[0565]
[0566]

[0567]

[0568]
[0569]

[0570]

- src_zone -
- dst_zone :
- TEEF

- app @ A&

- 9% %

s
=
L,

>~
=
oo
dﬂ

o)

o %2
PRI SY

el

)
=
L,
)

od
©
o
12

,d
22
ol
12

& H
A

Gk

I

ofj
(&l

2EF,

dE Eof, TCP, UDP

Aold AS ZR2EZF (o

of

A 4

1. FH] T2EoA FAAA 2] 7

2. FAANA FH] T2ER T 3

3. IRC / WEB AW oAl FH] T2ER
4, F¥] Z2EA IRC / WEB AW =
5. FAANA IRC / WEB AW E Bl

6. IRC / WEB AW olA] FAAZ 7t

7. FH] TARENA I ARIEA 9 H

- botnet_in

- rule_id :

- rule_name :

- raw_info :

W T4 oHE

olele} e Arst 9 FA ol

- event_nam
- sub_attac
- src_ip
- dst_ip -
- src_port

- dst_port

- src_zone -

- dst_zone :

- req_metho
- req_url :

- url_categ

- filtering_ type :

89 9

- rule_id :

- rule_name :

-z29

fo : Botnetell thdF 7+eksk A
T2 IDYY Tt

EYA H+= 779 oF

EfA H=

(Web Att

e : oWIE

k_type :

TR

ack Event)

K

Eoﬂ —lﬁ_ﬁ‘;}- =]

7h= w2

Hfl= 7
7
A

2~

T

: HTTP, FTP)

©]Z : 'SEC_EVENT WebAttack'

DR Ak TP FA

sZle] A 1P F

DR A XE WD

DjZle] BAA LE WS
AR Az Bl 4
7o) o Hel g

d 87 Abgel o

.ﬁ
O

84 ® URL

ory @ YA

=N

EfA =

Edg~E

EfA =

sl+= URL 7}el g

o] DY,

e ol

Ee)5e]

[e))]
=

25k

B

c‘)l.

)

[H

=g

[e)

]

H

934 53 (4

.

: sql injection,

H. o & o] HITPAlA] 'PUT' ®& 'GET'

, 88 55, AR A,
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[0572] NSF Z71(NSF Logs)

[0573] DDoS = 1(DDoS Logs)

[0574] DDoS AHC T &o% "= 9o oo} e HR7} DDoS E1d X - 5 gl

[0575] - &4 3 : DDoS

[0576] - attack_ave_rate @ 7|5 H A|ZF Yo ¥4 EH| HA pps

[0577] - attack_ave_speed : 71% ® AIZF ol ¥4 EHe] HA bps

[0578] - attack_pkt_num : 7|5 ® AIZF W] FZ 7 5

[0579] - attack_src_ip @ ¥4 E#Y] L2 IP FAYUG. B F9 IP T4 dv A4S tE Fel wep 54
Fo] AdS Y.

[0580] - MM DDoS FF (dE BW: &, A, A, H7], Ad, A P, A Aujz)e] gig 2.

[0582] nlolE 2 2(Virus Logs)

[0583] Hlolg] 2 Aol I 9ok ofge} Z& Huy} mlolgx 2o x3E 4 o),

[0584] - &4 9 ¢ ovpoly =

[0585] - ZRES D AF AT ZRES

[0586] -app : o8& TEIH AT TREZ oF

[0587] - times @ wpo]E| ©A] AIZE

[0588] - dA oY aE thREE AA (o @ A3, AH)

[0589] - os : Hpolgl vt S w[A&= 0S (4 : all, android, ios, unix, windows).

[0591] %) Z(Intrusion Logs)

[0592] Ay AR A= ook ofgfe} 2 ARV Y Zao] 3w 5 T,

[0593] -4 19 0 Y

[0594] = AZE 2 71EE ARl ZS) ARl A S U T

[0595] - o0s : FYd d&gS F+= 0SYYY (o : all, android, ios, unix, windows).

[0596] - A RS vFE S, dE B 38, Aa, Ad, #H7], Add, A -1, Abd - A

[0597] - attack_rate : ¥Z EHI ] pps NUM

[0598] - attack_speed : NUM 32 EZ 9] bps

[0599] 249 2 1(Botnet Logs)

[0600] Botnet Alarme] TE= flo% ofefio} e Hurt B9 26 xggd 4= ),

[0601] - attack_type @ ¥4

[0602] - botnet_pkt_num : BX¥ HEUozZ HUAY B gl 4

[0603] - HA  ERE S APk AA (4 88, Ax, A, #HY], Ad, A 1P, A AH[ 2~ 7TE

[0604] -o0s : &4 g EE 0S, dE E°], android, ios, unix, windows 5

[0605] DPI Z1(DPI Logs)

[0606] DPI e 2= ¥ tere @ 3 9 o, dF 9 F4 | A2 el g $AE At & A
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o|Eo] 7]&=& Aarsta add 4= Qltk

[0607] - 3 DPI A K¥. o : Fd A, dojy HE, fEFA A S Al

[0608] - file_name : 3¢ °o]&F

[0609] - file_type @ 34 &4

[0610] - src_zone @ E#H A2 HQF 39

[0611] - dst_zone : E# ] g} Ht g4

[0612] - src_region : E¥F A2 JY

[0613] - dst_region : E#FH i 949

[0614] - src_ip @ EdF &2 P T4

[0615] - src_user : Ef¥S AA 3 AREAL

[0616] - dst_ip : EFH A IP 4

[0617] - src_port : EF¥ A~ XE

[0618] - dst_port : EZI] i} XE

[0619] - YEESE  EfgYY T2EFE F¥

[0620] -9 EdFY ofEeAleld #¥%

[0621] - policy_id : EFo] dAake et A 1D

[0622] - policy_name @ EZo] AXsh= BeF HI o] F

[0623] - 2 0 EgiFo] dXes Hd abd -, dHoly dEW 73 EE &8 ZEIY 4 Alo] qhHd AHod
Zhd ot

[0625] Vulnerabillity #A4 21

[0626] HAdd A 2aoe ¥ TAE 2 #d FHobH ARUE 7|EFHojok gl tg AR} BauAe] Ed Hojok
Pt

[0627] - victim_ip : FHeFgol = A H TAEQ IP F4a

[0628] - FekHd ID - FHeFd ID

[0629] - vulnerability_level @ FoFH FF. o @ &5, @&, 935

[0630] -9 AA W 2ES 9 AA

[0631] - AH|2 IR EAE FHokAo] gl AE|x

[0632] - protocol : TRESF F3. o : TCP, UDP

[0633] - port : XE HZ

[0634] - vulnerability_info : F o] st A r

[0635] - fix_suggestion : F k@] gk 54 AL,

[0636] -8.6.7. 91 ¥4 =1

[0637] - 4 AR = Qo vF ARVE § 37 Baxd z3tE oo} i},

[0638] - attack_type @ ¥ 7

[0639] - rsp_code : €4 3I-&
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[0640]
[0641]
[0642]

[0643]

[0645]
[0646]

[0647]

[0648]
[0649]

[0650]

[0652]
[0653]
[0654]
[0655]
[0656]
[0657]
[0658]
[0659]
[0660]
[0661]
[0662]
[0663]
[0664]
[0665]
[0666]
[0667]
[0668]
[0669]
[0670]

[0671]

[0673]

[0674]

=

- req_clientapp : ZEFO|UE

- req_cookies : F7|
- req_host : 843 &

- raw_info : o|HIEZ

sl 7188 (Firewall Counters)

W SLeEE Edn AW, WeE g 2

- src_zone : E#F X
- dst_zone : E#F ]

- src_region : E#|H

- src_ip @ EgH A~

- src_user @ EfEHE&

- dst_ip @ EHF] )%

- src_port : E#H AXA XE

- dst_port : E#H ]
el

- XTEEFE I E

- Q) Edge) ojEelAH 7

- policy_id : Eggo]

- policy_name : Egjgo]
- in_interface : Egige <l

- out_interface : E&F

- total_traffic : =&

- in_traffic_ave_rate :
- in_traffic_peak_rate :
- in_traffic_ave_speed :
- in_traffic_peak_speed :
- out_traffic_ave_rate :
- out_traffic_peak_rate :

- out_traffic_ave_speed :

A

i

43 AF FheEt g AXshe w4

e
o
o
s

o

W,
12
N

314 7Bl (Policy Hit Counters)

O_L4

< s 7IEEUH.
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[0675]

[0677]
[0678]
[0679]
[0680]
[0681]
[0682]
[0683]
[0684]
[0685]
[0686]
[0687]
[0688]
[0689]
[0690]

[0691]

[0692]

[0693]

[0694]

[0695]

[0697]

[0698]

[0699]

[0700]

[0702]

[0703]

ZIHSd 10-2020-0045400

- src_zone : EZE A HOF 9

- dst_zone : E#F 2] thA Heot 94
- src_region : EZH A o

- dst_region : EZH] A 34

- src_ip @ EYE A~ TP

- src_user : Ed

- dst_ip : EHHEH tF IP 4
- src_port : EfYH &

- dst_port : EF i XE
-ZI2EF  EY

- EdFE ofEE Aol

- policy_id : E#¥o] dAst= Het AA ID

- policy_name : EZ|Fo] dXs}= Hel AH ol

- hit_times: B g o] xdd Ed=3} dAsh= Sl

= kool g% HAAAC % w= FAA 9 AuH|A A
. ol EUEE 75 Shold AFE NSF7F AT RUHY HE

wEkA, 2 WAA = NSF R

] = dlojg 2dl 7% Eg ¥l ofugt NSF EUE
2S5 938 ST YANG o] =aS A s}

T 21a WA = 2218 zshd oA AHE NSF RUEHYS 98 AR md 9 gojy FaS o)Ly T
YANG dlo]e] elS MAAS 4= ),

2H|A-ZAE Qe # o] A(Consumer—facing interface)E 913 Hor Aol dolg »d

2H|A-AW Qg H o] AS 93 wot Aol doly mue] e [oNSF AREAMe] aigE Ko AR gk
[2NSF AF-g2tet Bel A|of7] Apo]le] An|x-A Qe FHo]~E F3l, Aol @ #A wAAE ALdsh=u] AT

I 9= YANG "ol Eda AW Rd(client-facing-inf-im)S W3sl= Ao},

upebA ol gk dlolE EEE AnjA-Aw QlEHo] o] Ar EEld dAsof dhrk. YANG HolE EEE Ao
T e vAA e a8 AES fs. Y] AR 2] wigks A 5 gl

HQFQ T 849 4 9= INNSF Al2="S AYses dAFHAY. S5, 7] delH

%22 B AN A8 5 Qb ANA-AE AR AZ 98 15hE F20 ool

225 Fr=xskd, HE-HEA(Multi-tenancy) = ol &FelAlold 2lassE #efstr] 913 o #e] =HddS 3

ki
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[0705]

[0707]

[0709]

[0710]

[0711]

[0713]
[0714]
[0715]
[0716]
[0717]

[0718]

[0719]

[0720]

ZIHSd 10-2020-0045400

&3 4 9lvh. Enterprise group IR, Al 2 WEF 2 2] HUE &= PAS 28T + Ak, waA,
AA AR Bt AAE dEstara) sh= 2240 ARgAtl A - S d= A (permission) 5] M-S A ols)
71 918 AA7F aqtdnt, o= AR o] ARgAbECl A 24 W] A} Ve B ddEe] JES e A4
S oAnE k. AF-A(role) o] AA= Hb AA fy Al @ ATE FofsAy, 75er] Sl
olF, ¥ B A Trads FIT

WA Q1 o] =

=
dedgh 2R A=A QlEHo] =9 HQ

>
1o,
e
>
>
2,
2
=
il
>4 f>
e L
f
o
0,
o
By
tlo
fo
ot
-
=
=
[ep)
=
mf‘g
o
2
>

5
ro o

o -
e

A= I[2NSF(Interface to Network Security Functions) A]Z=®lofA] HolF HXA

2

1=
rE
et
N
10
e
Xl

i

,_¢
[\l
=
w2
5]
~

-

A

rir

NSF(Network Security Functions)ol] thd+ Aub# <l =1 Ao] ¢
IONSF A} 8 A2 HE AAEE AN x1Ex7F AL A}
9l dloleE Egtalar glvh. wEha] I2NSF Al mel =
Ao Hag NSFE A5 o= Froba =gk NSFoll tjs] W <s)
ErlEl(Automata) ©|EE S3] HY7E EEslete RdS AR E} AR EHA 2 ]"1
I AFEAE Apd Bk S AAse], Bl HEZH A AEEH 9] EO} &
24 NSFE st AAE NSF ZHzhell t-g-3aks at9se] Axom wsgozn, [2NSFol &

N5 MY Bdg At

)410

f
JNHU

=
N2 oo
O:

2 12
=
o
o
PO -

of
ol

X, rz Sl
ofi
ol

=2 rlr -

Al Aol
I2NSF&
7

o oEL 4 2 O

Moy
2 o

(i
ﬁ rlr

FPE

° WANE 1N AL AlxE A R A MEND nek A% ol gel el
2= glom  [9NSF A}gAl= NSFo| 7158 © .
]

A# ADA(Translator)] FQA

E 24 9 = 25 B WAAYE AE8E £ Qs B A o Aoy,

(o3
)
urt
fo
an)
=l
)
mim

i
e

~
=
Tn
HU
_(
)
_>‘J_4(
V)
ki
\}
>

- IP 24 10.0.0.1 2 10.0.0.3°1A www.malicious.com % www.illegal.com& 2 Z1S 2IA] (% 25)

g Aol i A5, A 2 AL AR FAL LTHAT, 4 AoE AW /)5S AQshe 3 @
B NP BA2 fHAE HaE hoaoIP Fas 9 Al Favh Bastmz, NFE RAA A0 AEw
$4o] BT,

ol Ak ALl FHA ANE ST Heide 4™ 2S94 9 LY NSFE AFEEaL, NSFol A&
2-1P Fa9F ¢ AllE F47t ddH ool s S dx v Aol 7issith. upebd, duk AbExe
NSFE AE# o= o]s]slar glojofst 3},

b, Qh AREbE WA AAE e wd NSFE Fud AAS Wew @ Aotk B wANdAE
A A gol, F4AH HolHS s, NSFO 5ue Ao LPHA @ AN uRE Wt 4
3 (5 o S gAY dOIEE Tael, NE el
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[0721]

[0723]
[0724]

[0725]

[0726]

[0727]

[0728]

[0729]

[0730]

[0732]

[0733]

[0734]

[0735]

[0736]

[0737]

[0738]

[0740]

[0741]

ZIHS3d 10-2020-0045400

33k = glojof s, HESE [2NSF Al ~H

wWebd, INSF AAHe n5E Bt AN 45 W
3 % glofok g,

e n5FE wet 4R A e,

AA 28 Ax}(Process of Applying Policy)

H

26¢ ¥ WANTE A8E = e AW 48L 9% AR Aol
Hot

kAl #he] Al2~Ele [ONSF AlaElof] A FE = NSFe BE 7|55
3}H(52610) .

oF AJo]7](Security controller)ol] %=

[2NSF Ab&Ab= 31 HoF AAE AL, IINSF AFEARE AHA-AH QIE o] ~E o] &3te], Kol Ao
7ol g HoF AAS AEErR(S2620).

Wt Aloj7lE SHE NSFO S Hluste], 14 Wet AAS AT = e tid(Target) NSFE A3t
(52630).

Hel A7 n4E Hob AAS AAE At NSFE 93 A= wot Aoz welsla, NSF-2W Qe o]
22 B3 At NSF2 AE3t}(S2640). Bl A= A4sE ®Hel A3 AHE dHolgE AL, o=
A NSF= daad 4= Qo

ol Aozl v NSFE 2138 A4F 1ol HA ] we} AA30(S2650). Bk AASHAIE A¢s 2ot A
A7 AHE dolEd AsIe, A NSFE AA T 4 Q).

A7) ®Beb Aozl Fze AbgAte] AA e AAC wEl, & wHel AH WY B3k o 3d
I Ao

Eﬂ-fﬂ gg7

[2NSF AREA7E s Qs AAste], Rl

ol NSFoll tjgh A gAom wgst 4 gt} = 288 xS
He ddgsid o A2t

[2NSF AFEA2RE ug4s AAS FAstdE, g4 W9r|e FZ7](Extractor)© DFA(Deterministic Finite

Automation) & T3] ZLFE A dHolHE FE3H(52810).

o Aojzlo] AEsl= AS-, B Aozl i NSFE ,
Fzsto], Bk AAEHA Bt A WIS 93 v

A2 WA 79 H]O]H H3l7])(Data Converter)E F&% Hlo|E|E NSF 24 Ho|E](NSF Required Data)® W3+
3TH(S2820). NSF H4= dlo]EH 9] W3S NSF databased] dlolEjete] nuE Fa =32 4= b, B} 2HA
ﬂﬂ%~%g%p%ﬂ-wﬂH%fMdemmwmﬁ dolejet w3 #4S T3, NSF 2 vlo]gl= wstd 4= 9l

NSF databasei= NSF7} 71%53l7] 918, ES4 doleE xgsb, NSF 7} F7F e AAEE 4, NSF

dmm%mA%“%4:%4.ﬂ§€%WImﬁﬂﬁiﬁﬁ?%ﬂoEW}PMF%$W}%$EWWﬁi%%%‘?
9)3l, thekslk NSFEo| F=7F5 AL AhA|E T et %, NSF databaseE E3)), U3t dugZoz u4dE Ao W

ofo] S % 9lnh,

A M7)e] A7) (Generator)E NSF 4= dlo]EE o] &3te], Ak NSFE HAskaL, o)Ak NSFoll ] -$5+=
A AAS AFTTH(S2830). Btk A= AgsE AAS % volEE A4 F doH, AFxE FF
g delHe td NSFE 93 73 £ WeS ¥8E 5 i, H1(Tag)E &3, 1532 F vt

tlo

===

ZZ 7] (Extractor

T 29 2 wWAAYE 489 5 9l Z7] Bdo dqAjoltt. Hu AASHAIE = 29% DFAY] 7|x2g F&7

e
o
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[0742]

[0743]

[0745]

[0746]

[0748]
[0749]

[0750]

[0751]

[0752]

ZIHSdl 10-2020-0045400

zdo] oAjo]t},

DFA+= 8 AJHl #41(Finite State Machine) &2 FAES FAlsta, FEHAZS 9 FdS AT 4 o,
io} A7 7F aE S FASE A9, FE7]5= XML(Extensible Markup Language) Ej—roll &A 3 Abe] #
gk 93] dHolHE FE2T 4 Ak, 15T A9 HE HFo] o]Fojx AS, EE HolHv iAgd GO

298 AEHoR 51 4 Ak

FZ7]9] DFA FFv WA dgoly Rde AFS uw=2u2 | [NSF #g] AlaES 4An|x-2H olE ¥ o]
29 glojy RAg FFste] DFAE HA AT & Ao, wd, Anja-F W Qe H o] 29 oy Rdlo] 4
g 49, B ANage FE7]9 DFATHS WAooz =4d doly RdS 83 4 Q).

dlolg] W3] (Data Converter)

dolg W3ky] mulo] dgAjo|t}. Holg WE7|E NSF 5 (capabilitie

T 302 B WA Hed &
A Ak, AFEAZE A AGF A e dolEH7t e IS NSFoﬂ A=

$)I THHE=F HoHE A

45, NSF= dHlolEE Addez AT 5 glvk. odE 501, "ols HFFE"S dolE7k NSFoll dE5= 4,
ol IP F4& E= o9f FARGE Ao® AAHHA @42 dHolHolmR NSF= o] A & glot. NSF7} ol af 5}

7] Qe dutgom | A dlolE= NSF o Hgdt A AH vole|2 Wiy ojof 3}, olE 98|,
18] ®37]= NSF 5go] xgd dojgo]29 dHolHe} Hug T3, o9 553 dHogz Wt g7}
, Hlolg HE #A4S oAt = 30 #HE

(o]
ok

ATk, = 302 ol dlojE o] HolE et Hlue] A%
st F4 dlolH<Ad 'Son'e AEAF deoly Wo]xe] TP EFI HwE FI, 54 P F4[10.0.0.1,
10.0.0.3]12 w4 4= o). dlojg WEAVE E3), 15T A BE fHolHE NSF 587 33dHE 553

ARE delH=z Mekd 5 .

A A1 71 (Generator)

A7 W NSFE Asom gAad o= glan, Zh i NSFS 918 Aas A A4S = v

WA, A7)E 15 A BE V%S ANE 5 Qs NFE A4 4 sl AA71E A we As

9ol 28 NF 752 Haste] ulg NFE AAS. oled ZaAzi 4477 0F ZAWS ol §stel,

48 NSFE 27] wlEel, A (provisioning)® el o3 ek, wal, ALga G| ¥
|

=

Fex 2 vE HelHE o]&ste] i NSFE & A, o= AREX

4 P&S 9uE § Uk, = 31 B WAAMYE AeE 5 de A 4iﬂlﬂ‘é4 JAjeltt. = 315 3
Asd

st A7 A Vs Es Astr] flal, WskH (Firewall) NSF 2 -2 H NSFE &gttt

o

dog, AY7IE FEE dHeol"dE AMgste 72+ i NSFol dis] Ao AAE vE F Ao AdTV=
Context-free ¥ (Grammar)& ©]&3le], 42 4 At} Context-free HH-S Fox 4] Aoz 753 &
T wAEE 249 £ dv Z2YMH(production) A9 JE oudtt. A¢Fo] AL wgk NSF-ZAW <
Hao] 9] YANG dlolE RHol| 7ytet A AolE 7k 4 vk wEbA o3k T2 YL YANG dHoly R
S 7o r FAE £ Juh. Ay Tgde "Aux T2gAny " T2y ¥, ‘Az =
2YXA” & Adg XML ezl dHlolHE XEA717] g Aoty “Fx ZRYM” & O H1E 153
3 Aotk = 255 FxEW, A Jalo] ZA 7 7HA 3] HaE 7 des & 3
x A 3

olf 7t 5o 3= Hie A=
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[0753]

[0754]

[0755]

[0756]

[0757]

[0758]

[0759]

[0760]

ZIHS3d 10-2020-0045400

X2

[content] — [content][content] (1)
[t'n-nh'm‘] — (r'fmh"m‘ — fri..r,z}[rln.fu.](/r'unfr'm‘ = fr:_r;) (2)
[data] — data : 1|data : 2|...|data : n (3)

£ ey, dgss s ot 2u AAslE dEEst gl A, 24
gk BT HAVE 8EE A9, ZRYA g A A Z29A(Ds 3718
A ZRYAolER, HAE 58 dart glod, Ad 5 Qo ZRYA(2)e FHx
Aot dHolE7E 5o Sl B ZRYA2)E Fd A & Adv. Z2940)2
st %?‘a 7401@ NSFell ot dlojel7} MRS, I2NSF 2] A=l Al= 2k NSFell ok wlo]e]
=ol, AP Fhod did At S & 2
KeN

=
=
& 39, u}%eq % 33 o] “Hulz magy’

AN
o
rx o

ﬁq
i)
¥ 12
fr
)
[
1o
2 o m 4N 18 o

Ao N (ko o

e

[ip — content] — [ip — content][ip — content] (4)

lip — content] — (ipvd)|datal(/ipv4) (5)
[data] — 10.0.0.1/10.0.0.3 (6)
T ZREAT 2 dE 50 v & 49 Zo] A2 Y
x4

[struct] — (start — tag)|state : 1]...[state : n](/end — tag)
(7)

[state : x| can be [struct] or [content] (8)

ZYd (1)L b8 BaE AA g1 ojgo® awstehe A& guditt. a8a Z2Yid (8)2 ZzY
E]E

(7ol F<1 9 ”EHE TE GH Ee U8 GHE ojdde As .
ol Bk Aol A4S mdsted & 59 #Zo] “grx TeyAd” & AT & Ao
X5

[i2nsf] — (I2NSF')[rule — name]|[rules|(/I2NSF) (9)
[rule — name] is for Content Production (10)

[rules|is for Structure Production (11)

&= 32 & WAMZE 482 ¢ = NSF-AE QIE o] YANG HlolE EEle] A Ef]grae] oAjott.
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5

=

=

b

i
=)

I2NSF #2] Al2~®lo] Context-free

o
<

A

o

N

[0762]

4
o

ozel

~

P
=

ok
T

‘_.@O
rvie)

4

0
!

=
E4

1}

A AEE B WAAY FHREE

[0764]

)

wjr
I

o))
2

iR

wjr

RN

=3
7o

Jl

o] BA 9]

e}
T

]

=0
s

=

1A

o

4

=

=

Al el

o
L
=

I

:3

AT E o]

Nol (firmware),

[e)
2

55
1=

[N

= WA ut

[0765]

arrays),

FPGAs(field programmable gate

devices),
2 A4

hy A

logic

PLDs(programmable
Y, vlo]lA2 FEEY, vlo]a=

Esjofel <

E =
—=

ZAM, 2

Ry

ASICs(application specific integrated circuits), DSPs(digital signal processors), DSPDs(digital signal

processing devices),

&
el
U
1o
I

B

%

9]

| 735, & A

pal

& 7

dolrp 4

35
1=

[0766]

i

|

L2 A A €]

hy A

)

=

EEERISEE

3]

oA AghA oz

e}, e, e

Al Al ALy

FaL, & gAA 9

o

wofo

gt

-
X

el
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k1
g

[y
g

I2NSF AFZ Xt

&

I2NSF A-HIXH-Z& CIE H IOl

N At

cl AlAE

L)

B H Ol A&

|

ol

Mr
uio

12NSF

E

=3

I2NSF NSF-Z & QIE HI 0

NSF-m

NSF-1

NSF-m

NSF-1

al)

il
<l

HEXE 22l Al

IHEXE 2el AIAE A
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module: ietf-i2nsf-policy-rule-for-nsf
+--rw i2nsf-security-policy* [policy-name]

Z=WHI12b

| +--rw policy-action-clause-agg-ptr* instance-identifier
|  +--rw time-zcne
| +--rw absclute-time-zone
| | +--rw time
| | | +--rw start-time? yang:date-and-time
| | | +--rw end-time? yang:date-and-time
| |  +--rw date
| | | +--rw absolute-date* yang:date-and-time
| +--rw pericdic-time-zone
| +--rw day
| | +--rw sunday? boolean
| | +--rw monday? boolean
| |  +--rw tuesday? boolean
| |  +--rw wednesday? boolean
| | +--rw thursday? boolean
| | +--rw friday? boolean
| | +--rw saturday? boolean
| +--rw month
| +--rw january? boolean
| +--rw february? boolean
| +--rw march? boolean
| +--rw april? boolean
| +--Yw may? boolean
| +--TrwW june? boolean
| +--rw july? boolean
| +--Yw august? boolean
| +--rw september? boolean
| +--YW october? boolean
| +=-=¥YW november? boolean
| +--rw december? boolean
+--rw resolution-strategy
| +--rw (resolution-strategy-type)?
| +-=; (fmr)
| | +--rw first-matching-rule? boolean
| +=--: (1lmr}
| +--rw last-matching-rule? boolean
+--rw default-action
+--rw default-action-type? ingress-action
+--rw event-clause-container

+--rw condition-clause-container

+--rw action-clause-container
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+--rw policy-name string

+--rw eca-policy-rules* [rule-id]

|  +--rw rule-id uints

| +--rw rule-description? string

|  +--rw rule-rev? uints

|  +--rw rule-priority? uints

|  +--rw policy-event-clause-agg-ptr* instance-identifier
|  +--rw policy-condition-clause-agg-ptr* instance-identifier



EHI3

module: ietf-i2nsf-policy-rule-for-nsf
+--rw i2nsf-security-policy*

+--rw eca-policy-rules* [rule-id]

+--rw resolution-strategy
+--rw default-action

+--rw event-clause-container

+--rw condition-clause-container

+--rw action-clause-container

EH]14a

module: ietf-i2nsf-policy-rule-for-nsf
+--rw i2nsf-security-policy*

+--rw eca-policy-rules* [rule-id]

+--rw resolution-strategy

+--rw default-action

+--rw event-clause-container

Z=H14b

+--rw condition-clause-container
+--rw condition-clause-ligt* [eca-object-id]

+--rw packet-security-mac-condition

pkt-sec-cond-ipvd -ipopts?
+--rw pkt-sec-cond-ipv4-sameip?
+--rw pkt-sec-cond-ipv4-geoip*

+--rw packet-security-ipv6-condition
+--rw pkt-sec-cond-ipvé-dscp*
+--rw pkt-sec-cond-ipvé-ecn*
+=--Yw pkt-sec-cond-ipvé-traffic-class*
+--rw pkt-sec-cond-ipvé-flow-label*

+==TW

SIS

[policy-name]

+--rw event-clause-list* [eca-object-id]
+--rw entity-class? identityref
+--rw eca-object-id string
+--rw manual? string
+--rw sec-event-content string
+--rw sec-event-format sec-event-format
+--rw sec-event-type string

[policy-name]

+--rw entity-class? identityref
+--rw eca-object-id string
+--rw packet-security-condition

+=--IWw packet-manual? string

+--rw pkt-sec-cond-mac-dest* yang:phys-address
+--rWw pkt-sec-cond-mac-src* yang:phys-address
+--rw pkt-sec-cond-mac-8021g* string
+--rw pkt-sec-cond-mac-ether-type* string
+--rw pkt-sec-cond-mac-tci* string

+--rw packet-security-ipv4-condition
+--rw pkt-sec-cond-ipv4-header-length* uintsg
+--rw pkt-sec-cond-ipv4-tos¥* uints
+--rw pkt-sec-cond-ipvé4-total-length* uintleé
+--rWw pkt-sec-cond-ipv4-id+ uints
+--rW pkt-sec-cond-ipv4-fragment* uints
+--rw pkt-sec-cond-ipv4-fragment-cffset* uintlé
+--rw pkt-sec-cond-ipv4-ttl* uintsg
+--rw pkt-sec-cond-ipvd-protocol* uints
+--1rWw pkt-sec-cond-ipvd-srec* inet:ipv4-address
+--rw pkt-sec-cond-ipv4-dest* inet:ipv4-address

string
boolean
string

string
string
uintg

uint3iz
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| | +--rw pkt-sec-cond-ipvé-payload-length* uintlsé
| | +--rw pkt-sec-cond-ipvé-next-header* uintsg

| +--rw pkt-sec-cond-ipvé-hop-limit# uint8@

| +--rw pkt-gec-cond-ipvé6-src* inet:ipvé-address

|  +--rw pkt-sec-cond-ipvé-dest* inet:ipvé6-address
+--rw packet-security-tcp-condition

+--rw pkt-sec-cond-udp-length#* string
EHI14d

+--rw packet-security-icmp-condition
+--rw pkt-sec-cond-icmp-type*
+--rw pkt-sec-cond-icmp-code*
+--rw pkt-sec-cond-icmp-seg-num*

+--rw packet-payload-condition

+--rw packet-payload-manual?

+--rw pkt-payload-content*

+--rw target-condition

+--rw target-manual?

+--rw device-sec-context-cond

+--rw pc? boolean
+--rw mobile-phone? boolean
+--rw voip-volte-phone? boolean
+--rw tablet? boolean
+--rw iot? boolean
+--rw vehicle? boolean

+--rw users-condition
+--rw users-manual?
+--Tw user

| +--rw (user-name)?

| +--: (tenant)
| |  +--rw tenant uints
| +--:(vn-id)
| +--rw vn-id uints
+--rw group
+--rw (group-name)?
+--: (tenant)
|  +--rw tenant uintsg
+--:(vn-id)
+--rw vn-id uints8

+--rw context-condition
+--rw context-manual?
+--rw gen-context-condition
+--rw gen-context-manual?
+--rw geographic-location
+--¥w Src-geographic-location*
+--rw dest-geographic-location*
+--rw action-clause-container

— 48 —

|  +--rw pkt-sec-cond-tcp-src-port#® inet :port-number
|  +--rw pkt-sec-cond-tcp-dest-port* inet:port-number
|  +--rw pkt-sec-cond-tcp-seq-num* uint32

| +--rw pkt-sec-cond-tcp-ack-num* uint32

| +--rw pkt-sec-cond-tcp-window-gize* uintlé

|  +--rw pkt-sec-cond-tcp-flags* uintsg

+--rw packet-security-udp-condition

| +--rw pkt-sec-cond-udp-src-port* inet:port-number
| +--rw pkt-sec-cond-udp-dest-port* inet:port-number
|

uints8
uintsg
uint32

string
string

string

string

string
string

uint32
uint32
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rodule: ietf-i2nst-policy-rule-tfor-nst
+--rw i2nsf-sgecurity-policy* [policy-name]

+--rw eca-policy-rules* [rule-id]

+--rw resolution-strategy
+--rw default-action

+=--rw event-clause-container

+--rw condition-clause-container
+--rw action-clause-container
+--rw action-clause-list* [eca-cbject-id]

+--rW entity-c_ass? identityref
+--rw eca-object-id string
+--rw ingress-action
|  #--rw ingress-manual? string
| +--rw ingress-action-type? ingress-action
+--Yw eqress-action
| +--rw egress-manual? string
| +--rw egress-action-type? egress-action
+--rw apply-profile
+--rw profile-manual? string
+--rw content-security-control
+--rw content-security-contro_-types
+--rw antivirus? boolean
+--rw ips? boolean
~--rw ids? boolean
—--rw url-filtering? booclean
———rw ltering? boolean
--rw mail-filtering? boolean
---rw file-blocking? hboolean
---rw file-isclate? boolean
---rw pkt-capture? boolean
---rw application-control? boolean
—=-rw voip-volte? boolean

+--rw atcack-mitigation-control
---rw ddos-attack
+--rw ddos-attack-type
---rw network-layer-ddos-attack
+--rw network-laver-ddos-attack-type

+--rw syn-flood? boolean
EH15
[ +--rw udp-£flood? boolean
[ +--rw icmp-flood? boolean
[ +--rw ip-frag-flood? boolean
[ +--rw ipvé6-related? boolean
+--rw app-layer-ddos-attack

+--rw app-ddos-attack-types

+--rw http-flood? boolean
+--rw https-£flood? boolean
+--rw dns-flood? boolean
+--rw dns-amp-flood? boolean
+--rw ssl-ddos? boolean

+--rw single-packet-attack
+--rw single-packet-attack-type
+--rw scan-and-sniff-attack
+--rw scan-and-sniff-attack-types
+--Yw ip-sweep? boolean
+--Yw port-scanning? boolean
+--rw malformed-packet-attack
+--rw malformed-packet-attack-types
+--rw ping-of-death? boolean
+--rw teardrop? boolean
+--rw special-packet-attack
+--rw special-packet-attack-types
+--rw oversized-icmp? boolean
+--rw tracert? boolean

— 49 —
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<CODE BEGINS> file "ietf-i2nsf-policy-rule-for-nsf@2018-03-05.yang"

module ietf-i2nsf-policy-rule-for-nsf {
yang-version 1.1;
namespace
"urn:ietf:params:xml:ns:yang:ietf-i2nsf-policy-rule-for-nsf”;
prefix
policy-rule-for-nsf;

EH16b

import ietf-inet-types{
prefix inet;

import ietf-yang-types{
prefix yang;

}

organization
"IETF I2NSF (Interface to Network Security Functions)
Working Group";

EHi6¢

contact
"WG Web: <http://tools.ietf.org/wg/i2nsf>
WG List: <mailto:i2nsfeietf.org>

WG Chair: Adrian Farrel
<mailto:Adrain@olddog.co.uks>

WG Chair: Linda Dunbar
<mailto:Linda.duhbar@huawei.com>

Editor: Jingyong Tim Kim
<mailto:timkim@skku.edus>

Editor: Jaehoon Paul Jeong
<mailto:pauljeong@skku.edu>

Editor: Susan Hares
<mailto:shares@ndzh.com>";

description

"This module defines a YANG data module for network security

functions.";

revision "2018-03-05"{

description "The fourth revision";

reference

"draft-ietf-i2nsf-capability-00";

}

typedef sec-event-format {
type enumeration {
enum unknown {
description
"Tf SecEventFormat is unknown'";

enum guid {

description
"If SecEventFormat is GUID

— 50 —
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(Generic Unique IDentifier)";

enum uuid {
description
"If SecEventFormat is UUID

(Universal Unique IDentifier)";

}

enum uri {
description
"Tf SecEventFormat is URI
(Uniform Resource Identifier)";

enum fgdn {
description
"If SecEventFormat is FQDN
(Fully Qualified Domain Name)";
}
enum fgpn {
description
"Tf SecEventFormat is FQPN
(Fully Qualified Path Name)";
}
}
description
"This is used for SecEventFormat.";

ZEHI6e

typedef ingress-action {
type enumeration {
enum pass {
description
"If ingress action is pass";

enum drop {
description
"If ingress action is drop";
}
enum reject {
description
"If ingress action is reject";

enum alert {
description
"If ingress action is alert";
}
enum mirror {
description
"If ingress action is mirror";
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}
}

description
"This is used for ingress action.";

}

typedef egress-action {
type enumeration {
enum invoke-signaling {
description
"If egress action is invoke signaling";
}
enum tunnel-encapsulation {
description
"If egress action is tunnel encapsulation";
}
enum forwarding {
description
"If egress action is forwarding";
}
enum redirection {
description
"If egress action is redirection";

}
description
"This is used for egress action.";

E=H16g

identity ECA-OBJECT-TYFE {
description "TBD";
}

identity ECA-EVENT-TYPE {
bagse ECA-OBJECT-TYPE;
description "TBD";

identity ECA-CONDITION-TYPE {
base ECA-OBJECT-TYPE;
description "TBD";

identity ECA-ACTION-TYPE {
base ECA-OBJECT-TYPE;
description "TBD";
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EW16h

identity EVENT-USER-TYPE {
base ECA-EVENT-TYPE;
description "TBD";

}

identity EVENT-DEV-TYPE {
base ECA-EVENT-TYPE;
description "TBD";

}

identity EVENT-SYS-TYPE {
base ECA-EVENT-TYPE;
description "TBD";

}

identity EVENT-TIME-TYPE {
base ECA-EVENT-TYPE;
description "TBD";

}

grouping i2nsf-eca-object-type {
leaf entity-class ({
type identityref {
base ECA-OBJECT-TYPE;
}

description "TBD";
}
leaf eca-object-id ({
type string;
description "TBD";

EWI161

grouping i2nsf-event-type |
description "TBD";
leaf manual ({
type string;
description
"This is manual for event.
Vendors can write instructions for event
that vendor made";

}

leaf sec-event-content {
type string;
mandatory true;
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description
"This is a mandatory string that contains the content
of the SecurityEvent. The format of the content
is specified in the SecEventFormat class
attribute, and the type of event is defined in the
SecEventType class attribute. An example of the
SecEventContent attribute is a string hrAdmin,
with the SecEventFormat set to 1 (GUID) and the
SecEventType attribute set to 5 (new logon).";

}

leaf sec-event-format {
type sec-event-format;
mandatory true;
description
"This is a mandatory uint 8 enumerated integer, which
is used to specify the data type of the
SecEventContent attribute. The content is
specified in the SecEventContent class attribute,
and the type of event is defined in the
SecEventType class attribute. An example of the
SecEventContent attribute is string hrAdmin,
with the SecEventFormat attribute set to 1 (GUID)
and the SecEventType attribute set to 5
(new logon) .";

ZEH16k

leaf sec-event-type {

type string;

mandatory true;

description
"This is a mandatory uint 8 enumerated integer, which
is used to specify the type of event that involves
this user. The content and format are specified in
the SecEventContent and SecEventFormat class
attributes, respectively. An example of the
SecEventContent attribute is string hrAdmin,
with the SecEventFormat attribute set to 1 (GUID)
and the SecEventType attribute set to 5
(new logomn) .";

list i2nsf-security-policy ({
key "policy-name'";
description
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"policy is a list

including a set of security rules according to certain logic,
i.e., their similarity or mutual relations, etc. The network
security policy is able to apply over both the unidirectional
and bidirectional traffic across the NSF.";

leaf policy-name {
type string;
mandatory true;
description
"The name of the policy.
This must be unique.";

}

list eca-policy-rules {
key "rule-id";
description
"This is a rule for network security functions.";

leaf rule-id {
type uint8;
mandatory true;
description
"The id of the rule.
This must be unique.";

Z=H16m

leaf rule-description {
type string;
description
"This description gives more information about
rules.";

}

leaf rule-rev {
type uint8;
description
"This shows rule version.";
}

leaf rule-priority ({
type uint§;
description
"The priority keyword comes with a mandatory
numeric value which can range from 1 till 255.";
}
leaf-list policy-event-clause-agg-ptr |
type instance-identifier;
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= 16n

must ’‘derived-from-or-self (/event-clause-container/
event-clause-list/entity-class, "ECA-EVENT-TYPE")';
description
n TBD n ;
}
leaf-list policy-condition-clause-agg-ptr {
type instance-identifier;
must ’'derived-from-or-self (/condition-clause-container/
condition-clause-list/entity-class, "ECA-CONDITION-TYPE")’;
description
n TBD n ;

leaf-list policy-action-clause-agg-ptr {
type instance-identifier;
must ’'derived-from-or-self (/action-clause-container/
action-clause-list/entity-class, "ECA-ACTION-TYPE")’;
description
n TBD n ;

Z=HI16o

container time-zone {
description
"This can be used to apply rules according to time-zone";
container absolute-time-zone {
description
"This can be used to apply rules according to
absolute-time";
container time {
description
"This can be used to apply rules according to time";
leaf start-time {
type yang:date-and-time;
description
} "This is start time for time zone'";
leaf end-time {
type yang:date-and-time;
description
"This is end time for time zone";

}
}

container date {
description
"This can be used to apply rules according to date";
leaf absolute-date {
type yang:date-and-time;
description
"This is absolute date for time zone";
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}
}
}
container periodic-time-zone {
description
"This can be used to apply rules according to
periodic-time-zone";
container day {
description
"This can be used to apply rules according
to periodic day";
leaf sunday {
type boolean;
description
"This is sunday for periodic day";

leaf monday {
type boolean;
description
"This is monday for periodic day";

leaf tuesday {
type boolean;
description
"This is tuesday for periodic day";
}

leaf wednesday {
type boolean;
description
"This is wednesday for periodic day";
}

leaf thursday {
type boolean;
description
"This is thursday for periodic day";

E=H16q

1
leaf friday {
type boclean;
description
"This is friday for periodic day":

leaf saturday {
type boclean;
description
| "This is saturday for pericdic day";

}
container month {
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description
"This can be used to apply rules according
to periodic month";
leaf january {
type boolean;
description
"This is january for periodic month";
}
leaf february {
type boolean;
description
"This is february for periodic month";

leaf march {
type boolean;
description
"This is march for periodic month";

leaf april {
type boolean;
description
"This is april for periodic month";

leaf may {
type boolean;
description
"This is may for periodic month";

leaf june {
type boolean;
description
"This is june for periodic month";

Z=HI16s

leaf july {
type boolean;
description
"This is july for periodic month";

leaf august {
type boolean;
description
"This is august for periodic month";
}

leaf september {
type boolean;
description
"This is september for periodic month";
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leaf october {
type boolean;
description
"This is october for periodic month";

leaf november {
type boolean;
description
"This is november for periodic month";
}
leaf december {
type boolean;
description
"This is december for periodic month";

E=H16u

container resolution-strategy {
description
"The resolution strategies can be used to
specify how to resolve conflicts that occur between
the actions of the same or different policy rules that
are matched and contained in this particular NSF";

choice resolution-strategy-type {
description
"Vendors can use YANG data model to configure rules";

case fmr |
leaf first-matching-rule {
type boolean;
description

"If the resolution strategy is first matching rule";

}

case lmr {
leaf last-matching-rule ({
type boolean;
description
"If the resolution strategy is last matching rule";
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}

container default-action {
description
"This default action can be used to specify a predefined
action when no other alternative action was matched
by the currently executing I2NSF Policy Rule. An analogy
is the use of a default statement in a C switch statement.";

leaf default-action-type {
type ingress-action;
description
"Ingress action type: permit, deny, and mirror.";

ZH16w

container event-clause-container {
description "TBD";
list event-clause-list {
key eca-object-id;
uses i2nsf-eca-object-type {
refine entity-class {
default ECA-EVENT-TYPE;
}

}

description

" This is abstract. An event is defined as any important
occurrence in time of a change in the system being
managed, and/or in the environment of the system being
managed. When used in the context of policy rules for
a flow-based NSF, it is used to determine whether the
Condition clause of the Policy Rule can be evaluated
or not. Examples of an I2NSF event include time and
user actions (e.g., logon, logoff, and actions that
violate any ACL.).";

uses i2nsf-event-type;
}
}
container condition-clause-container {
description "TBD";
list condition-clause-list {
key eca-object-id;
uses i2nsf-eca-object-type {
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refine entity-class {
default ECA-CONDITION-TYPE;
}
}

description
" This is abstract. A condition is defined as a set
of attributes, features, and/or values that are to be
compared with a set of known attributes, features,
and/or values in order to determine whether or not the
set of Actions in that (imperative) I2NSF Policy Rule
can be executed or not. Examples of I2NSF Conditions
include matching attributes of a packet or flow, and
comparing the internal state of an NSF to a desired
state.";

container packet-security-condition {
description
n TBD n ;
leaf packet-manual ({
type string;
description
"This is manual for packet condition.
Vendors can write instructions for packet condition
that vendor made";

E=%]6y

container packet-security-mac-condition {
description
"The purpose of this Class is to represent packet MAC
packet header information that can be used as part of
a test to determine if the set of Policy Actions in
this ECA Policy Rule should be execute or not.";

leaf-list pkt-sec-cond-mac-dest {
type yang:phys-address;
description
} "The MAC destination address (6 octets long).";

leaf-list pkt-sec-cond-mac-src {
type yang:phys-address;
description
"The MAC source address (6 octets long).";
}

leaf-list pkt-sec-cond-mac-8021q {
type string;
description
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"This is an optional string attribute, and defines
The 802.1Q tab value (2 octets long) .";

}

leaf-list pkt-sec-cond-mac-ether-type {

type string;

description
"The EtherType field (2 octets long). Values up to
and including 1500 indicate the size of the
payload in octets; wvalues of 1536 and above
define which protocol is encapsulated in the
payload of the frame.";

}

leaf-list pkt-sec-cond-mac-tci {
type string;
description
"This is an optional string attribute, and defines
the Tag Control Information. This consists of a 3
bit user priority field, a drop eligible indicator
(1 bit), and a VLAN identifier (12 bits).";

EH17a

container packet-security-ipv4-condition {
description
"The purpose of this Class is to represent IPv4
packet header information that can be used as
part of a test to determine if the set of Policy
Actions in this ECA Policy Rule should be executed
ot nokt,";

leaf-list pkt-sec-cond-ipv4-header-length {
type uint§;
description
"The IPv4 packet header consists of 14 fields,
of which 13 are required.";

}

leaf-list pkt-sec-cond-ipvé-tos {
type uintsg;
description
"The ToS field could specify a datagram’s priority
and request a route for low-delay,
high-throughput, or highly-reliable service..";

}

leaf-list pkt-sec-cond-ipv4-total-length {
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type uintilse;

description
"Thig 16-bit field defines the entire packet size,
including header and data, in bytes.";

}

leaf-list pkt-sec-cond-ipvé-id ({
type uint8§;
description
"This field is an identification field and is
primarily used for uniquely identifying
the group of fragments of a single IP datagram.";

leaf-list pkt-sec-cond-ipv4-fragment {

type uints§;

description
"IP fragmentation is an Internet Protocol (IP)
process that breaks datagrams into smaller pieces
(fragments), so that packets may be formed that
can pass through a link with a smaller maximum
transmission unit (MTU) than the original
datagram size.";

EWH17c

leaf-list pkt-sec-cond-ipvé4-fragment-offset {
type uintlé;
description
"Fragment offset field along with Don’t Fragment
and More Fragment flags in the IP protocol
header are used for fragmentation and reassembly
of IP datagrams.";

}

leaf-list pkt-sec-cond-ipvé4-ttl {
type uint§g;
description
"The ttl keyword is used to check for a specific
IP time-to-live value in the header of
a packet.";

}

leaf-list pkt-sec-cond-ipv4-protocol {
type uint8;
description
"Internet Protocol version 4 (IPv4) is the fourth
version of the Internet Protocol (IP).";
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leaf-list pkt-sec-cond-ipvé-src {
type inet:ipv4-address;
description
"Defines the IPv4 Source Address.";

}

leaf-list pkt-sec-cond-ipv4-dest {
type inet:ipv4-address;
description
"Defines the IPv4 Destination Address.";
}

leaf pkt-sec-cond-ipvé4-ipopts {
type string;
description
"With the ipopts keyword you can check if
a specific ip option is set. Ipopts has
to be used at the beginning of a rule.";

}

leaf pkt-sec-cond-ipv4-sameip
type booclean;
description
"Every packet has a source IP-address and
a destination IP-address. It can be that
the source IP is the same as
the destination IP.";

EWH17e

leaf-list pkt-sec-cond-ipv4-geoip {

type string;

description
"The geoip keyword enables you to match on
the source, destination or source and destination
IP addresses of network traffic and to see to
which country it belongs. To do this, Suricata
uses GeoIP API with MaxMind database format.";

}
}

container packet-security-ipvé6-condition {
description
"The purpose of this Class is to represent packet
IPve packet header information that can be used as
part of a test to determine if the set of Policy
Actions in this ECA Policy Rule should be executed
or not.";
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leaf-list pkt-sec-cond-ipvé-dscp {
type string;
description
"Differentiated Services Code Point (DSCP)
of dpve.";

}

leaf-list pkt-sec-cond-ipvé-ecn {
type string;
description
"ECN allows end-to-end notification of network
congestion without dropping packets.";

leaf-list pkt-sec-cond-ipvé-traffic-class {
type uint§;
description
"The bits of this field hold two values. The 6
most-significant bits are used for
differentiated services, which is used to
classify packets.";

}

leaf-list pkt-sec-cond-ipvé-flow-label {

type uint32;

description
"The flow label when set to a non-zero value
serves as a hint to routers and switches
with multiple outbound paths that these
packets should stay on the same path so that
they will not be reordered.";

EW17g

leaf-list pkt-sec-cond-ipvé6-payload-length {
type uintlé;
description
"The size of the payload in octets,
including any extension headers.";

}

leaf-list pkt-sec-cond-ipvé-next-header {
type uint8g;
description
"Specifies the type of the next header.
This field usually specifies the transport
layer protocol used by a packet’s payload.";
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leaf-list pkt-sec-cond-ipvé-hop-limit {
type uintsg;
description
"Replaces the time to live field of IPv4.";

leaf-list pkt-sec-cond-ipvé-src {
type inet:ipvé6-address;
description
"The IPv6 address of the sending node.";

}

leaf-list pkt-sec-cond-ipvé-dest {
type inet:ipvé6-address;
description
"The IPvé address of the destination node(s)."

EHI171

container packet-security-tcp-condition {
description
"The purpose of this Class is to represent packet
TCP packet header information that can be used as
part of a test to determine if the set of Policy
Actions in this ECA Policy Rule should be executed
or not.";

leaf-list pkt-sec-cond-tcp-src-port {
type inet:port-number;
description
"This is a mandatory string attribute, and
defines the Source Port number (16 bits).";

}

leaf-list pkt-sec-cond-tcp-dest-port {
type inet:port-number;
description
"This is a mandatory string attribute, and
defines the Destination Port number (16 bits).™"

}

leaf-list pkt-sec-cond-tcp-seg-num {
type uint32;
description
"Tf the SYN flag is set (1), then this is the
initial sequence number.";
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leaf-list pkt-sec-cond-tcp-ack-num {
type uint32;
description
"If the ACK flag is set then the value of this
field is the next sequence number that the sender
is expecting.";

}

leaf-list pkt-sec-cond-tcp-window-size |

type uintlé;

description
"The size of the receive window, which specifies
the number of windows size units
(by default,bytes) (beyond the segment
identified by the sequence number in the
acknowledgment field) that the sender of this
segment is currently willing to recive.";

}

leaf-list pkt-sec-cond-tcp-flags {
type uintsg;
description
"This is a mandatory string attribute, and defines
the nine Control bit flags (9 bits).";

EWH17k

container packet-security-udp-condition {
description
"The purpose of this Class is to represent packet UDP
packet header information that can be used as part
of a test to determine if the set of Policy Actions
in this ECA Policy Rule should be executed or not.";

leaf-1list pkt-sec-cond-udp-src-port {
type inet:port-number;
description
"This is a mandatory string attribute, and
defines the UDP Source Port number (16 bits).";

}

leaf-list pkt-sec-cond-udp-dest-port {
type inet:port-number;
description
"This is a mandatory string attribute, and

defines the UDP Destination Port number (16 bits)."
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leaf-list pkt-sec-cond-udp-length {
type string;
description
"This is a mandatory string attribute, and defines
the length in bytes of the UDP header and data
(16 bits) .";
}
}

container packet-security-icmp-condition {
description
"The internet control message protocol condition.";

leaf-list pkt-sec-cond-icmp-type {
type uint8§;
description
"ICMP type, see Control messages.";

}

leaf-list pkt-sec-cond-icmp-code {
type uints8;
description
"ICMP subtype, see Control messages.";

}

leaf-list pkt-sec-cond-icmp-seg-num {
type uint32;
description
"The icmp Sequence Number.";

EH]17m

container packet-payload-condition {
description
nTRO" ;
leaf packet-payload-manual {
type string;
description
"This is manual for payload condition.
Vendors can write instructions for payload condition
that vendor made";
}
leaf-list pkt-payload-content {
type string;
description
"The content keyword is very important in
signatures. Between the quotation marks you
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can write on what you would like the
signature to match.";
}
}
container target-condition {
description
"TBD" ;
leaf target-manual {
type string;
description
"This is manual for target condition.
Vendors can write instructions for target condition
that vendor made";

}

container device-sec-context-cond {
description
"The device attribute that can identify a device,
including the device type (i.e., router, switch,
pc, ios, or android) and the device’s owner as
well.";

leaf pc {
type boolean;
description
"If type of a device is PC.";

}

leaf mobile-phone ({
type boolean;
description
"If type of a device is mobile-phone.";

EH17

leaf voip-volte-phone {
type boolean;
description
"If type of a device is voip-volte-phone.";

}

leaf tablet ({
type boolean;
description
"If type of a device is tablet.";

leaf iot ({
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type boolean;
description
"If type of a device is Internet of Things.";
}

leaf vehicle {
type boolean;
description
"If type of a device is vehicle.";
}

}
}
container users-condition {
description
n TBD n H
leaf users-manual {
type string;
description
"This is manual for user condition.
Vendors can write instructions for user condition
that vendor made";

EH17q

container user({
description

"The user (or user group) information with which
network flow is associated: The user has many
attributes such as name, id, password, type,
authentication mode and so on. Name/id is often
used in the security policy to identify the user.
Besides, NSF is aware of the IP address of the
user provided by a unified user management system
via network. Based on name-address association,
NSF is able to enforce the security functions
over the given user (or user group)";

choice user-name {
description
"The name of the user.
This must be unique.";

case tenant {
description
"Tenant information.";

leaf tenant {

type uint8;
mandatory true;
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description
"User’s tenant information.";

}

case vn-id {
description
"VN-ID information.";

leaf vn-id {
type uintsg;
mandatory true;
description
"User’s VN-ID information.";

EWHI7s

container group {
description

"The user (or user group) information with which
network flow is associated: The user has many
attributes such as name, id, password, type,
authentication mode and so on. Name/id is often
used in the security policy to identify the user.
Besides, NSF is aware of the IP address of the
user provided by a unified user management system
via network. Based on name-address association,
NSF is able to enforce the security functions
over the given user (or user group)";

choice group-name {
description
"The name of the user.
This must be unique.";

case tenant {
description
"Tenant information.";

leaf tenant ({
type uint§;
mandatory true;
description
"User’s tenant information.";
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case vn-id {
description
"VN-ID information.";

leaf vn-id {
type uint§;
mandatory true;
description
"User’s VN-ID information.";

container context-condition {
description
n TBD n ;
leaf context-manual {
type string;
description
"This is manual for context condition.
Vendors can write instructions for context condition
that vendor made";

EH17u

container gen-context-condition {
description
n TBD n ;
leaf gen-context-manual {
type string;
description
"This is manual for generic context condition.
Vendors can write instructions for generic context
condition that wvendor made";

}

container geographic-location {
description
"The location where network traffic is associated
with. The region can be the geographic location
such as country, province, and city,
as well as the logical network location such as
IP address, network section, and network domain.";

leaf-list src-geographic-location {

type uint32;
description
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"This is mapped to ip address. We can acquire
source region through ip address stored the
database.";

}

leaf-list dest-geographic-location {
type uint32;
description

"Thig is mapped to ip address. We can acquire
destination region through ip address stored
the database.";

}
}

container action-clause-container {
description "TBD";
list action-clause-list {
key eca-object-id;
uses i2nsf-eca-object-type {
refine entity-class {
default ECA-ACTION-TYPE;
}

}

description
"An action is used to control and monitor aspects of
flow-based NSFs when the event and condition clauses
are satisfied. NSFs provide security functions by
executing various Actions. Examples of I2NSF Actions
include providing intrusion detection and/or protection,
web and flow filtering, and deep packet inspection
for packets and flows.";

EH17w

container ingress-action ({
description
"TBD" ;
leaf ingress-manual {
type string;
description
"This is manual for ingress action.
Vendors can write instructions for ingress action
that vendor made";
}
leaf ingress-action-type {
type ingress-action;
description
"Ingress action type: permit, deny, and mirror.";
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}
}
container egress-action {
description
n TBD n A
leaf egress-manual {
type string;
description
"This is manual for egress action.
Vendors can write instructions for egress action
that vendor made";
}
leaf egress-action-type {
type egress-action;
description
"Egress-action-type: invoke-signaling,
tunnel-encapsulation, and forwarding.";
}
}
container apply-profile ({
description
n TBD n H
leaf profile-manual {
type string;
description
"This is manual for apply profile action.
Vendors can write instructions for apply
profile action that vendor made";

EH17y

container content-security-control {

description

"Content security control is another category of
security capabilities applied to application layer.
Through detecting the contents carried over the
traffic in application layer, these capabilities
can realize various security purposes, such as
defending against intrusion, inspecting virus,
filtering malicious URL or junk email, and blocking
illegal web access or data retrieval.";

container content-security-control-types {
description
"Content Security types: Antivirus, IPS, IDS,
url-filtering, data-filtering, mail-filtering,
file-blocking, file-isolate, pkt-capture,
application-control, and voip-volte.";
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leaf antivirus {
type boolean;
description
"Additional inspection of antivirus.";

}

leaf ips {
type boolean;
description
"Additional inspection of IPS.";

}

leaf ids {
type boolean;
description
"Additional inspection of IDS.";

}

leaf url-filtering {
type boolean;
description

"Additional inspection of URL filtering.";

}

leaf data-filtering ({
type boolean;
description

"Additional inspection of data filtering.";

=182

leaf mail-filtering {
type boolean;
description

"Additional inspection of mail filtering.";

}

leaf file-blocking ({
type boolean;
description

"Additional inspection of file blocking.";

}

leaf file-isolate {
type boolean;
description
"Additional inspection of file isolate.';
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leaf pkt-capture {
type boolean;
description
"Additional inspection of packet capture.";

}

leaf application-control {
type boolean;
description
"Additional inspection of app control.";

}

leaf voip-volte {
type boolean;
description
"Additional inspection of VoIP/VoOLTE.";

ZH18c

container attack-mitigation-control {
description
"This category of security capabilities is
specially used to detect and mitigate various
types of network attacks.";

container ddos-attack {
description
"A distributed-denial-of-service (DDoS) is
where the attack source is more than one,
often thousands of unique IP addresses.";

container ddos-attack-type {
description
"DDoS-attack types: Network Layer
DDoS Attacks and Application Layer
DDoS Attacks.";

container network-layer-ddos-attack {
description
"Network layer DDoS-attack.";
container network-layer-ddos-attack-type {
description
"Network layer DDoS attack types:
Syn Flood Attack, UDP Flood Attack,
ICMP Flood Attack, IP Fragment Flood,
IPve Related Attacks, and etc";
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leaf syn-flood {
type boolean;
description
"Additional Inspection of
Syn Flood Attack.";

}

leaf udp-flood {
type boolean;
description
"Additional Inspection of
UDP Flood Attack.";

}

leaf icmp-flood {
type boolean;
description
"Additional Inspection of
ICMP Flood Attack.";

}

leaf ip-frag-flood {
type boolean;
description
"Additional Inspection of
IP Fragment Flood.";

}

leaf ipvé-related {
type boolean;
description
"Additional Inspection of
IPve Related Attacks.";

EH18e

container app-layer-ddos-attack {
description
"Application layer DDoS-attack.";

container app-ddos-attack-types {
description
"Application layer DDoS-attack types:
Http Flood Attack, Https Flood Attack,
DNS Flood Attack, and
DNS Amplification Flood Attack,
SSL DDoS Attack, and etc.";
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leaf http-flood {
type boolean;
description
"Additional Inspection of
Http Flood Attack.";

}

leaf https-flood {
type boolean;
description
"Additional Inspection of
Https Flood Attack.";

}

leaf dns-flood {
type boolean;
description
"Additional Inspection of
DNS Flood Attack.";

}

leaf dns-amp-flood {
type boolean;
description
"Additional Inspection of
DNS Amplification Flood Attack.";

}

leaf ssl-ddos
type boolean;
description
"Additional Inspection of
SSL Flood Attack.";

E=%]18g

container single-packet-attack {
description
"Single Packet Attacks.";
container single-packet-attack-type {
description
"DDoS-attack types: Scanning Attack,
Sniffing Attack, Malformed Packet Attack,
Special Packet Attack, and etc.";
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container scan-and-sniff-attack |
description
"Scanning and Sniffing Attack.";
container scan-and-sniff-attack-types {
description
"Scanning and sniffing attack types:
IP Sweep attack, Port Scanning,
and etc.";

leaf ip-sweep {
type boolean;
description
"Additional Inspection of
IP Sweep Attack.";

}

leaf port-scanning {
type boolean;
description
"Additional Inspection of
Port Scanning Attack.";

EHI18]

container malformed-packet-attack {
description
"Malformed Packet Attack.";

container malformed-packet-attack-types {

description
"Malformed packet attack types:

Ping of Death Attack, Teardrop Attack,

and etc.";

leaf ping-of-death {
type boolean;
description
"Additional Inspection of
Ping of Death Attack.";

}

leaf teardrop {
type boolean;
description
"Additional Inspection of
Teardrop Attack.";
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}

container special-packet-attack {
description
"special Packet Attack.";
container special-packet-attack-types {
description
"Special packet attack types:
Oversized ICMP Attack, Tracert Attack,
and etc.";

leaf oversized-icmp {
type boolean;
description
"Additional Inspection of
Oversize ICMP Attack.";

}

leaf tracert {
type boolean;
description
"Additional Inspection of
Tracrt Attack.";

=192

module: ietf-i2nsf-nsf-monitoring-dm
+--rw monitoring-message
+--rw monitoring-messages* [message-id]

+--rw message-id uint8
+--rwWw message-version uint8
+--rw (message-type)?

+--:(alarm)
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+--rw (alarm-type)?
+--:(system-alarm)
+--rw memory-alarm

ZIHSd 10-2020-0045400

+--rw event-name string
+--YW usage? uint8
+--rw threshold? uints
+--Yw message string
+--rw module-name string
+--rw cpu-alarm
+--rw event-name string
+--rw usage? uint8
+--rw threshold? uints8
+--YW message string
+--rw disk-alarm
+--rw event-name string
+--rw usage? uint8
+--rw threshold? uint8
+--YW message string
+--rw hardware-alarm
+--rw event-name string
+--rw usage? uint8
+--rw threshold? uint8
+--Yw message string
+--rw component-name? string
+--rw interface-alarm
+--rw event-name string
+--rw usage? uints8
+--rw threshold? uints
+--¥Yw message string
+--rw interface-name? string
+--rw interface-state
+--YW Uup boolean
+--rw down boolean
+--rw congested boolean
: (event)
+--¥Yw event-name string
+--rw (event-type)?
+--: (system-event)
+--rw access-violation
+--YW user string
+--YW group string
+--rw login-ip inet:ipv4-address
+--rw authentication-mode

+--rw config-change

+--rw local-authentication
+--rw third-part-server-authentication boolean
+--rw exXemption-authentication
+--rw sso-authentication

boolean

boolean
boolean
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+--¥Yw user string
+--¥w group string
+--rw login-ip inet:ipv4-address
+--rw authentication-mode
+--rw local-authentication boolean
+--rw third-part-server-authentication boolean
+--rw exemption-authentication boolean
+--rw sso-authentication boolean
+--:(nsf-event)
+--rw ddos-event
+--rw message? string
+--Yw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet:port-number
+--rw dst-port? inet :port-number
+--rw src-zone? string
+--rw dst-zone? string
+--rw rule-id uint8g
+--¥w rule-name string
+--rw profile? string
+--rw raw-info? string
+--rw ddos-attack-type
+--rw syn-flood? boolean
+--rw ack-flood? boolean
+--rw syn-ack-flood? boolean
+--rw fin-rst-flood? boolean
+--rw tcp-connection-flood? boolean
+--rw udp-flood? boolean
+--rw icmp-£flood? boolean
+--rw https-£flood? boolean
+--rw http-flood? boolean
+--rw dns-reply-flood? boolean
+--rw dns-query-flood? boolean
+--rw sip-flood? boolean
+--rw start-time yang:date-and-time
+--rw end-time yvang:date-and-time
+--rw attack-rate? uint32
+--rw attack-speed? uint32
+--rw session-table-event
+--rw current-session? uints8
+--rw maximum-session? uints
+--rw threshold? uint8
+--rw message’? string
+--¥rw virus-event
+--rw message? string
+--rw sSrc-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--¥w src-port? inet :port-number
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+--rw dst-port?

inet:port-number
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+--YW sSrc-zone? string
+--rw dst-zone? string
+--rw rule-id uints
+--rw rule-name string
+--rw profile? string
+--rw raw-info? string
+--rw virus-type
| +--rw trajan? boolean
| +--rw worm? boolean
| +--rw macro? boolean
+--rw virus-name? string
+--rw file-type? string
+--rw file-name? string
rw intrusion-event
+--rw message? string
+--rw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet :port-number
+--rw dst-port? inet :port-number
+--YW Src-zone? string
+--rw dst-zone? string
+--rw rule-id uints8
+--rw rule-name string
+--rw profile? string
+--rw raw-info? string
+--rw protocol
+--rw tcp? boolean
+--rw udp? boolean
+--rw icmp? boolean
+--rw icmpvé? boolean
+--rw ip? boolean
+--rw http? boolean
+--rw ftp? boolean
+--rw intrusion-attack-type
+--rw brutal-force? boolean
+--rw buffer-overflow? boolean

rw botnet-event

+--rw message? string

+--¥rw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet :port-number
+--rw dst-port? inet:port-number
+--rw src-zone? string

+--rw dst-zone? string

+--rw rule-id uints

+--rw rule-name string

+--rw profile? string
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+--rw raw-info? string
+--rw protocol
|  +--rw tcp? boolean
|  +--rw udp? boolean
| +--rw icmp? boolean
| +--rw icmpvé? boolean
|  +--rw ip? boolean
|  +--rw http? boolean
|  +--rw ftp? boolean
+--rw botnet-name? string
+--rw role? string
+--rw web-attack-event
+--rw message? string
+--Yw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet:port-number
+--rw dst-port? inet :port-number
+--Iw src-zone? string
+--rw dst-zone? string
+--rw rule-id uints
+--rw rule-name string
+--rw profile? string
+--rw raw-info? string
+--rw web-attack-type
| +--rw sgl-injection? boolean
| +--rw command-injection? boolean
|  +--rw xss? boolean
| +--rw csrf? boolean
+--rw reg-method
| +--rw put? boolean
| +--rw get? boolean
+--rw reg-url? string
+--¥YwW url-category? string
+--rw filtering-type
+--rw blacklist? boolean
+--rw whitelist? boolean
+--rw user-defined? boolean
+--rw balicious-category? booclean
+--rw unknown? boolean
+--:(log)
+--rw (log-type)?
+--:(system-log)
| +--rw access-logs
| | +--rw login-ip inet:ipv4-address
| | +--rw administartor? string
| | +--rw login-mode? login-mode
| | +--rw operation-type?  operation-type
| | +--rw result? string
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+--TYWwW

+--Trw
+--¥wW
+--Trw
+--TwW
+--Trw
+--TW
+--rw
+--TYw

+--rw
+--YW

+--Trw
+--TwW
+--rw
+--Trw

+--Trw

+--rw
+--TW
+--rw
+--TYW

content?

+--rw resource-utiliz-logs

system-status?
cpu-usage?
memory-usage?
disk-usage?
disk-left?
session-num?
process-num?
in-traffic-rate?
out-traffic-rate?
in-traffic-speed?
out-traffic-speed?

+--Yw user-activity-logs

user

group
login-ip

accesgs-mode

+--Irw ppp? boolean
+--Yw svn? boolean
+--rw local? boolean

online-duration?
logout-duration?
addtional-info?
cause?

+--:(nsf-log)
+--rw ddos-logs

+--T¥w
+--TW
+--Trw
+--TYwW

attack-type?
attack-ave-rate?
attack-ave-speed?
attack-pkt-num?

+--rw attack-src-ip?

+--rw action?

+--rw 087?

+--rw virus-logs

+--rw protocol
+--rw tcp? boole
+--rw udp? boole
+--rw icmp? boole
+--YW icmpvé? boole
+--rw ip? boole
+--rw http? boole
+--rw ftp? boole

string

string
uints
uint8g
uints
uintsg
uints
uints
uint32
uint32
uint32
uint32

string
string

ZIHSd 10-2020-0045400

inet:ipv4-address

+--rw authentication-mode
+--rw local-authentication
+--rw third-part-server-authentication boolean
+--rw exemption-authentication
+--rw sso-authentication

string
string
string
string

string
uint32
uint32
uint32

boolean

boolean
boolean

inet:ipv4-address

all-action
string

an
an
an
an
an
an
an
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|  +--rw attack-type?
| +--rw action?

| +--rw os?

| +--rw time

+--rw intrusion-logs
|

+--rw attack-type? string
+--rw action? all-action
+--rw time yang:date-and-time
+--rw attack-rate? uint32
+--rw attack-speed? uint32
+--rw botnet-logs
+--rw attack-type? string
+--rw botnet-pkt-num? uints
+--rw action? all-action
|  +--rw os? string
+--rw dpi-logs
| +--rw dpi-type? dpi-type
+--rw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--YwW Src-port? inet:port-number
+--rw dst-port? inet :port-number
+--Yw src-zone? string
+--rw dst-zone? string
+--¥rw src-region? string
+--rw dst-region? string
+--rw policy-id uints
+--rw policy-name string
+--¥W src-user? string
+--¥Yw protocol
+--rw tcp? boolean
+--rw udp? boolean
+--rw icmp? boolean
+--rw icmpve? boolean
+--rw ip? boolean
+--rw http? boolean
+--rw ftp? boolean
+--rw file-type? string
+--rw file-name? string

+--TW
+--TW

+--rw vulnerability-scanning-logs*
+--rw vulnerability-id

victim-ip?
protocol

| +--rw tep?

|  +--rw udp?

| +--rw icmp?

| +--rw icmpvé?
| +--rw ip?

| +--rw http?

string
all-action
string

vang:date-and-time

uints

SIS

[vulnerability-id]

inet:ipv4-address

boolean
boolean
boolean
boolean
boolean
boolean
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| | +--rw ftp? boolean

| +--rw port-num? inet :port-number

| +--rw level? severity

| +--rw os? string

| +--rw additional-info? string

+--rw web-attack-logs
+--rw attack-type? string
+--rw rsp-code? string
+--rw reg-clientapp? string
+--rw reqg-cookies? string
+--rw reg-host? string
+--rw raw-info? string

+--: (counters)
+--rw (counter-type)?
+--: (system-counter)

+--rw interface-counters
+--rw interface-name? string
+--rw in-total-traffic-pkts? uint32
+--rw out-total-traffic-pkts? uint32
+--rw in-total-traffic-bytes? uint32
+--rw out-total-traffic-bytes? uint32
+--rw in-drop-traffic-pkts? uint32
+--rw out-drop-traffic-pkts? uint32
+--rw in-drop-traffic-bytes? uint32
+--rw out-drop-traffic-bytes? uint32
+--rw total-traffic? uint32
+--rw in-traffic-ave-rate? uint32
+--rw in-traffic-peak-rate? uint32
+--rw in-traffic-ave-speed? uint32
+--rw in-traffic-peak-speed? uint32
+--rw out-traffic-ave-rate? uint32
+--rw out-traffic-peak-rate? uint32
+--rw out-traffic-ave-speed? uint32
+--rw out-traffic-peak-speed? uint32

+--: (nsf-counter)

+--rw firewall-counters
+--¥Yw sSrc-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet :port-number
+--rw dst-port? inet :port-number
+--YwW src-zone? string
+--rw dst-zone? string
+--¥w src-region? string
+--rw dst-region? string
+--rw policy-id uints
+--rw policy-name string
+--YW src-user? string
+--rw protocol
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I

]
+--TW
+--TwW
+--TW
+--YW
+--TW
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+--rw tcp? boolean
+--rw udp? boolean
+--rw icmp? boolean
+--rw icmpve? boolean
+--rw ip? boolean
+--rw http? boolean
+--rw ftp? boolean
+--rw total-traffic? uint32
+--rw in-traffic-ave-rate? uint32
+--rw in-traffic-peak-rate? uint32
+--rw in-traffic-ave-speed? uint32
+--rw in-traffic-peak-speed? uint32
+--rw out-traffic-ave-rate? uint32
+--rw out-traffic-peak-rate? uint32
+--rw out-traffic-ave-speed? uint32
+--rw out-traffic-peak-speed? uint32
+--rw bound
+--rw in-interface? boolean
+--rw out-interface? boolean
+--: (policy-hit-counters)
+--rw policy-hit-counters
+--¥rw src-ip? inet:ipv4-address
+--rw dst-ip? inet:ipv4-address
+--rw src-port? inet :port-number
+--rw dst-port? inet:port-number
+--rw src-zone? string
+--rw dst-zone? string
+--rw src-region? string
+--rw dst-region? string
+--rw policy-id uints
+--rw policy-name string
+--rw src-user? string
+--rw protocol
+--rw tcp? boolean
+--rw udp? boolean
+--rw icmp? boolean
+--rw icmpvée? boolean
+--rw ip? boolean
+--rw http? boolean
+--rw ftp? boolean
+--rw total-traffic? uint32
+--rw in-traffic-ave-rate? uint32
+--rw in-traffic-peak-rate? uint32
+--rw in-traffic-ave-speed? uint32
+--rw in-traffic-peak-speed? uint32
+--rw out-traffic-ave-rate? uint32
+--rw out-traffic-peak-rate? uint32
+--rw out-traffic-ave-speed? uint32
+--rw out-traffic-peak-speed? uint32
+--rw hit-times? uint32
message string
time-stamp yang:date-and-time
vendor-name? string
nsf-name? string
severity severity
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<CODE BEGINS> file "ietf-i2nsf-nsf-monitoring-dm@2018-03-05.yang"

module ietf-i2nsf-nsf-monitoring-dm {
namespace
"urn:ietf:params:xml:ns:yang:ietf-i2nsf-nsf-monitoring-dm";
prefix
monitoring-information;
import ietf-inet-types{
prefix inet;

import ietf-yang-types {
prefix vang;

}

organization
"IETF I2NSF (Interface to Network Security Functions)
Working Group";

contact
"WG Web: <http://tools.ietf.org/wg/i2nsf>
WG List: <mailto:i2nsf@ietf.org>

WG Chair: Linda Dunbar
<mailto:Linda.duhbar@huawei.com>

Editor: Dongjin Hong
<mailto:dong.jin@skku.edus>

Editor: Jaehoon Paul Jeong
<mailto:pauljeong@skku.edus>";

description
"This module defines a YANG data module for monitoring NSFs.";
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revision "2017-10-29" {

description "Initial revision";

reference

"draft-zhang-i2nsf-info-model-monitoring-04";

}

typedef severity ({

type enumeration {

enum high {

description
"high-level";

enum middle

{

description
"middle-level";

enum low {

description
"low-level";

}
}

description

"This is used for indicating the severity";

}

typedef all-action ({
type enumeration {

enum allow

{

description

"If action is allow";

Z=H20c

enum alert {
description
"Tf action

enum block {
description
"If action
}
enum discard {
description
"TIf action
}

enum declare {
description
"If action

enum block-ip {
description

is

is

is

alert";

block";

discard";

declare";
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"If action is block-ip";

enum block-servicef

description
"If action is block-service";

}

description
"This is used for protocol";

typedef dpi-typef{
type enumeration {
enum file-blocking{
description
"DPI for blocking file";
}
enum data-filtering{

description
"DPI for filtering data'";

}

enum application-behavior-control{

description
"DPI for controlling application behavior";
}
)

description
"This is used for dpi type";

ZH20e

typedef operation-type{
type enumeration {
enum login({
description
"Login operation";

enum logout {
description
"Logout operation";

enum configuration{

description
"Configuration operation";
}
}

description
"This is used for operation type";

typedef login-mode |
type enumeration {
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enum root {
description
"Root login-mode";

enum user
description
"User login-mode";
}
enum guest{
description
"Guest login-mode";

}
}
description
"This is used for login mode";
}
grouping protocol {
description
"A set of protocols";
container protocol {
description
"Protocol types:

TCP, UDP, ICMP, ICMPv6, IP, HTTP, FTP and etc.";

leaf tcp {
type boolean;
description
"ICP protogel Eype.';

leaf udp {
type boolean;
description
"UDP protocol type.";
}

leaf icmp {
type boolean;
description

| "ICMP protocol type.";

leaf icmpvé {
type boolean;
description
\ "ICMPv6 protocol type.";

leaf ip {
type boolean;
description
"IP protocol type.";
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leaf http {
type boolean;
description
"HTTP protocol type.";

leaf ftp {
type boolean;
description
"ftp protocol type.";

}
}
grouping traffic-rates {
description
"A set of traffic rates
for statistics data";
leaf total-traffic |
type uint32;
description
"Total traffic";
}

leaf in-traffic-ave-rate {
type uint32;
description
"Inbound traffic average rate in pps";
}

leaf in-traffic-peak-rate {
type uint32;
description
"Inbound traffic peak rate in pps";
}

leaf in-traffic-ave-speed {
type uint32;
description
| "Inbound traffic average speed in bps";

leaf in-traffic-peak-speed {
type uint32;
description
"Inbound traffic peak speed in bps";
}

leaf out-traffic-ave-rate {
type uint32;
description
"Outbound traffic average rate in pps'";
}

leaf out-traffic-peak-rate {
type uint32;
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description
"Outbound traffic peak rate in pps";
}
leaf ocut-traffic-ave-speed ({
type uint32;
description
"Outbound traffic average speed in bps";
}
leaf out-traffic-peak-speed |
type uint32;
description
"Outbound traffic peak speed in bps";

}
}

grouping authentication-mode|
description
"A set of authentication-mode";
container authentication-mode {
description
"User authentication mode. e.g., Local Authentication,
Third-Party Server Authentication,
Authentication Exemption, SSO Authentication.";
leaf local-authentication {
type boolean;
mandatory true;
description
"Authentication-mode : local authentication.";
}

leaf third-part-server-authentication ({
type boolean;
mandatory true;
description
"If authentication-mode is
third-part-server-authentication";
}
leaf exemption-authentication {
type boolean;
mandatory true;
description
"If authentication-mode is
exemption-authentication”;
}
leaf sso-authentication {
type boolean;
mandatory true;
description
"If authentication-mode is
sso-authentication";
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}
}
}
grouping i2nsf-system-alarm-type-content {
description
"A set of system alarm type contents";
leaf event-name {
type string;
mandatory true;
description
"This is used to distinguish event type";
}

leaf usage ({
type uint8;
description
"gpecifies the amount of usage";
}

leaf threshold {
type uint8g;
description

"The threshold triggering the alarm or the event";

leaf message {
type string;
mandatory true;
description
"The usage exceeded the threshold";
}
}

grouping i2nsf-system-event-type-content {

description

"A set of system event type contents";
leaf user ({

type string;

mandatory true;

description

"Name of a user.";

leaf group ({
type string;
mandatory true;
description
"Group to which a user belongs.";
}

leaf login-ip {
type inet:ipv4-address;
mandatory true;
description
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"Login IP address of a user.";

uses authentication-mode;
}
grouping i2nsf-nsf-event-type-content {
description
"A set of nsf event type contents";
leaf message {
type string;
description
"The message for nsf events";

leaf src-ip {
type inet:ipv4-address;
description
"The source IP address of the packet";

leaf dst-ip {
type inet:ipv4-address;
description
"The destination IP address of the packet";
}

leaf src-port {
type inet:port-number;
description
"The source port of the packet";
}

leaf dst-port ({
type inet:port-number;
description
"The destination port of the packet";
}

leaf src-zone {
type string;
description
"The source security zone of the packet";
}

leaf dst-zone {
type string;
description
"The destination security zone of the packet";
}

leaf rule-id {
type uints;
mandatory true;
description
"The ID of the rule being triggered";
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leaf rule-name {
type string;
mandatory true;
description
"The name of the rule being triggered";

leaf profile ({
type string;
description
"Security profile that traffic matches.";
}

leaf raw-info {
type string;
description
"The information describing the packet
triggering the event.";

}
grouping i2nsf-system-counter-type-content{
description
"A set of system counter type contents";
leaf interface-name {
type string;
description

}

leaf in-total-traffic-pkts {
type uint32;
description

"Total inbound packets";

"Network interface name configured in NSF";

}

leaf out-total-traffic-pkts {
type uint32;
description
} "Total outbound packets";
leaf in-total-traffic-bytes ({
type uint32;
description
"Total inbound bytes";
}
leaf out-total-traffic-bytes {
type uint32;
description
"Total outbound bytes";
}
leaf in-drop-traffic-pkts {
type uint32;
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description
"Total inbound drop packets";
}

leaf out-drop-traffic-pkts {
type uint32;
description
\ "Total outbound drop packets";

leaf in-drop-traffic-bytes {
type uint32;
description
"Total inbound drop bytes";
}

leaf out-drop-traffic-bytes {
type uint32;
description
"Total outbound drop bytes";

uses traffic-rates;
}
grouping i2nsf-nsf-counters-type-content{
description
"A set of nsf counters type contents";
leaf src-ip {
type inet:ipv4-address;
description
"The source IP address of the packet";
}

leaf dst-ip {
type inet:ipv4-address;
description

}

leaf src-port {
type inet:port-number;
description
"The source port of the packet";

"The destination IP address of the packet';

leaf dst-port {
type inet:port-number;
description
\ "The destination port of the packet";

leaf src-zone {
type string;
description
"The source security zone of the packet";
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}

leaf dst-zone {
type string;
description
"The destination security zone of the packet";
}
leaf src-region {
type string;
description
"Source region of the traffic";
}
leaf dst-region{
type string;
description
"Destination region of the traffic";
}
leaf policy-id {
type uint8g;
mandatory true;
description
"The ID of the policy being triggered";
}
leaf policy-name {
type string;
mandatory true;
description
"The name of the policy being triggered";

leaf src-user({
type string;
description
"User who generates traffic";
}
uses protocol;
uses traffic-rates;

container monitoring-message {

description

"The message for monitoring information";
list monitoring-messages {

key message-id;

description

ZIHSd 10-2020-0045400

"The messages according to monitoring information";

leaf message-id {
type uintsg;
mandatory true;
description
"This is message ID

_99_



ZIHSd 10-2020-0045400

Z=H20n

This is key for monitoring messages";
}
leaf message-version {
type uints§;
mandatory true;
description
"The version of message";
}
choice message-type {
description
"The type of message";
case alarm {
description
"If the message type is alarm";
choice alarm-type {
description
"This is alarm type such as system alarm";
case system-alarm{
description
"TIf the alarm type is system alarm";
container memory-alarm {
description
"This is memory alarm in
gystem alarm";
uses i2nsf-system-alarm-type-content;
leaf module-name {
type string;
mandatory true;
description
"Indicate the NSF module
responsible for generating
this alarm";

}
}

container cpu-alarm {
description
"This is cpu alarm in system alarm";
uses i2nsf-system-alarm-type-content;
}
container disk-alarm {
description
"This is disk alarm in system alarm";
uses i2nsf-system-alarm-type-content;
}
container hardware-alarm {
description
"This is hardware alarm
in system alarm";
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uses i2nsf-system-alarm-type-content;
leaf component-name {
type string;
description
"Indicate the HW component
responsible for generating
this alarm.";

}
}

container interface-alarm {
description
"This is interface alarm
in system alarm";
uses i2nsf-system-alarm-type-content;
leaf interface-name {
type string;
description
"The name of interface.";
}
container interface-state
description
"This is isnteface state
in interface-alarm";
leaf up {
type boolean;
mandatory true;
description
"The state of interface is up";

leaf down {
type boolean;
mandatory true;
description
"The state of interface is down";
}
leaf congested {
type boolean;
mandatory true;
description
"The state of interface is
congested";

case event {
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description

"If the message type is event";
leaf event-name {

type string;

mandatory true;

description

"The name of the event";

}

choice event-type {
description
"This is event type such as system event
and nsf event.";
case system-event |
description
"If the event type is system event";
container access-violation {
description
"If the system event is
access violation";
uses i2nsf-system-event-type-content;
}
container config-change {
description
"If the system event is
config change violation";
uses i2nsf-system-event-type-content;
}
}
case nsf-event {
description
"If the event type is nsf event";
container ddos-event {
description
"If the event type is DDoS event";
uses i2nsf-ngsf-event-type-content;
container ddos-attack-type{
descriptiocn
"Type of DDoS attack";
leaf syn-flood{
type boolean;
description
"If the DDoS attack is
syn flood";

leaf ack-flood{
type boolean;
description
"If the DDoS attack is
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ack flood";
}
leaf syn-ack-flood{
type boolean;
description
"If the DDoS attack is
syn ack flood";

leaf fin-rst-flood{
type boolean;
description
"If the DDoS attack is
fin rst flood";
}
leaf tcp-connection-flood{
type boolean;
description
"If the DDoS attack is
tcp connection flood";
}
leaf udp-flood{
type boolean;
description
"If the DDoS attack is
udp flood";
}
leaf icmp-flood{
type boolean;
description
"If the DDoS attack is
icmp flood";
}
leaf https-flood{
type boolean;
description
"If the DDoS attack is
https flood";

leaf http-flood{
type boolean;
description
"Tf the DDoS attack is
http flood";
}
leaf dns-reply-flood{
.ype wvoc.ean;
description
"If the DDoS attack is
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dns reply flood";

leaf dns-query-flood{
type boolean;
description
"If the DDoS attack is
dns query flood";
}
leaf sip-flood{
type boolean;
description
"If the DDoS attack is
sip flood";
}
}

leaf start-time {
type yang:date-and-time;
mandatory true;
description
"The time stamp indicating
when the attack started";
}
leaf end-time {
type yang:date-and-time;
mandatory true;
description
"The time stamp indicating
when the attack ended";
}
leaf attack-rate {
type uint32;
description

}

leaf attack-speed {
type uint32;
description
"the bps of attack traffic";
}
}

container session-table-event {
description

"If the event type is session
table event";
leaf current-session {

type uint§g;

description

"The number of concurrent

"The PPS of attack traffic";
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sessions";
}
leaf maximum-session {
type uint8;
description
"The maximum number of sessions
that the session table can
support";

leaf threshold ({
type uint8;
description
"The threshold triggering
the event";
}
leaf message {
type string;
description
"The number of session table
exceeded the threshold";
}
}
container virus-event {
description
"If the event type is virus event";
uses i2nsf-nsf-event-type-content;
container virus-type {
description
"The type of virus";
leaf trajan ({
type boolean;
description
"If the virus type is trajan";
}
leaf worm {
type boolean;
description
"If the virus type is worm";

leaf macro {
type boolean;
description
"If the virus type is macro";

}
}

leaf virus-name {
type string;
description
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"The name of virus";
}
leaf file-type {
type string;
description
"The type of file";
}
leaf file-name
type string;
description
"The name of file";

}
}

container intrusion-event {
description

"If the event type is intrusion event";

uses i2nsf-nsf-event-type-content;
uses protocol;
container intrusion-attack-type ({
description
"The attack type of intrusion";
leaf brutal-force {
type boolean;
description
"The intrusion type is
brutal force";

leaf buffer-overflow {
type boolean;
description
"The intrusion type is
buffer overflow";

}
}
}

container botnet-event {

description

"If the event type is botnet event";
uses i2nsf-nsf-event-type-content;
uses protocol;
leaf botnet-name {

type string;

description

"The name of the detected botnet";

leaf role {

type string;
description
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"The role of the communicating
parties within the botnet";
}
}
container web-attack-event {
description
"If the event type is web
attack event";
uses i2nsf-nsf-event-type-content;
container web-attack-type {
description
"To determine the attack
type " ;
leaf sgl-injection {
type boolean;
description
"Tf the web attack type is
sql injection";
}
leaf command-injection {
type boolean;
description
"If the web attack type is
command injection";
}
leaf xss {
type boolean;
description
"If the web attack type is
xss injection";

leaf csrf {
type boolean;
description
"If the web attack type is
csrf injection";
}
}

container reg-method f{
description
"The method of requirement.
For instance, PUT or GET
in HTTP";
leaf put({
type boolean;
description
"If req method is PUT";
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leaf get {
type boolean;
description
"If req method is GET";
}

leaf reg-url ({

type string;

description
"Requested URL";

leaf url-category {
type string;
description
"Matched URL category";
}
container filtering-type {
description
"URL filtering type,
e.g., Blacklist, Whitelist,
User-Defined, Predefined,
Malicious Category, Unknown";
leaf blacklist {
type boolean;
description
"The filtering type is
blacklist";
}
leaf whitelist {
type boolean;
description
"The filtering type is
whitelist";
}
leaf user-defined ({
type boolean;
description
"The filtering type is
user defined";
}
leaf balicious-category{
type boolean;
description
"The filtering type is
balicious category";
}
leaf unknown {
type boolean;

- 108 -

ZIHSd 10-2020-0045400



ZIHSd 10-2020-0045400

= 20w

description
"The filtering type is
unknown" ;

case log {
description
"If the message type is log";
choice log-type {
description
"The type of log";
case system-log{
description
"If the log type is system log";
container access-logs {
description
"If the log is access logs
in system log";
leaf login-ip {
type inet:ipvé4-address;
mandatory true;
description
"Login IP address of a user.";

leaf administartor {
type string;
description
"Administrator that
operates on the device";
}
leaf login-mode {
type login-mode;
description
"Specifies the
administrator logs in mode";
}
leaf operation-type {
type operation-type;
description
"The operation type that
the administrator execute";

leaf result {
type string;
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description
"Command execution result";

leaf content ({
type string;
description
"Operation performed by
an administrator after login.";
}
}
container resource-utiliz-logs {
description
"If the log is resource utilize
logs in system log";
leaf system-status {
type string;
description
"Running status of
current system";
}
leaf cpu-usage {
type uints8;
description
"specifies the amount of
cpu usage";

leaf memory-usage {
type uint8;
description
"gspecifies the amount of
memory usage";
}
leaf disk-usage {
type uint8;
description
"specifies the amount of
disk usage";
}
leaf disk-left
type uint8;
description
"specifies the amount of
disk left";
}
leaf session-num {
type uint8;
description
"The total number of
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}

container user-activity-logs {

sessions";
}
leaf process-num {
type uint§g;
description
"The total number of
process";
}
leaf in-traffic-rate {
type uint32;
description
"The total inbound
traffic rate in pps";
}
leaf out-traffic-rate {
type uint32;
description
"The total outbound
traffic rate in pps";
}
leaf in-traffic-speed {
type uint32;
description
"The total inbound

traffic speed in bps";

}
leaf out-traffic-speed {
type uint32;
description
"The total outbound

traffic speed in bps";

}

description

"If the log is user activity

logs in system log";
leaf user {
type string;
mandatory true;
description
"Name of a user";

leaf group {
type string;
mandatory true;
description

"Group to which a user belongs.";
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}
leaf login-ip {
type inet:ipv4-address;
mandatory true;
description
"Login IP address of a user.";
}

uses authentication-mode;
container access-mode {
description
"User access mode. e.g., PPP, SVN, LOCAL";
leaf ppp{
type boolean;
description
"Access-mode : ppp";

leaf svnf
type boolean;
description
"Accegs-mode : svn";

leaf localf{
type boolean;
description
"Access-mode : local";
}
}

leaf online-duration
type string;
description
"Online duration'";
}
leaf logout-duration {
type string;
description
\ "Lockout duration";
leaf addtional-info {
type string;
description
"Uger activities. e.g., Successful
User Login, Failed Login attempts,
User Logout, Successful User
Password Change, Failed User
Password Change, User Lockout,
User Unlocking, Unknown";

leaf causef
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type string;
description
"Cause of a failed user activity";
}
}
}
case nsf-log{
description
"If the log type is nsf log";
container ddos-logs {
description
"If the log is DDoS logs
in nsf log";
leaf attack-type{
type string;
description
"DDoS" ;
}
leaf attack-ave-rate {
type uint32;
description
"The ave PPS of
attack traffic";
}
leaf attack-ave-speed f{
type uint32;
description
"the ave bps of
attack traffic";
}
leaf attack-pkt-num{
type uint32;
description
"the number of
attack packets";
}
leaf attack-src-ip {
type inet:ipv4-address;
description
"The source IP addresses of attack
traffics. If there are a large
amount of IP addresses, then
pick a certain number of resources
according to different rules.";
}
leaf action ({
type all-action;
description
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"Action type: allow, alert,
block, discard, declare,
block-ip, block-service";

leaf os
type string;
description
"simple os information";

}
}

container virus-logs {
description
"If the log is virus logs
in nsf log";
uses protocol;
leaf attack-type{
type string;
description
"Virus";
}
leaf actionf{
type all-action;
description
"Action type: allow, alert,
block, discard, declare,
block-ip, block-service";

leaf os{
type string;
description
"simple os information";
}
leaf time {
type yang:date-and-time;
mandatory true;
description
"Indicate the time when the
message is generated";

}
}
container intrusion-logs {
description
"Tf the log is intrusion logs
in nsf log";
leaf attack-type{
type string;
description
"Intrusion";
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leaf actionf{
type all-action;
description
"Action type: allow, alert,
block, discard, declare,
block-ip, block-service";

leaf time {
type yang:date-and-time;
mandatory true;
description
"Indicate the time when the
message is generated";
}
leaf attack-rate {
type uint32;
description

}

leaf attack-speed {
type uint32;
description

}
}
container botnet-logs {
description
"If the log is botnet logs
in nsf log";
leaf attack-type{
type string;
description
"Botnet";
}

leaf botnet-pkt-num{
type uint8g;
description
"The number of the packets
sent to or from the
detected botnet";

"The PPS of attack traffic";

"the bps of attack traffic";

leaf actionf{
type all-action;
description
"Action type: allow, alert,
block, discard, declare,
block-ip, block-service";
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}

leaf osf{
type string;
description
"simple os information";
}
}

container dpi-logs {
description
"Tf the log is dpi logs
in nsf log";
leaf dpi-typef
type dpi-type;
description
"The type of dpi";

leaf src-ip ({
type inet:ipv4-address;
description
"The source IP address of the packet";

leaf dst-ip {
type inet:ipv4-address;
description
"The destination IP address of the packet";
}

leaf src-port ({
type inet:port-number;
description
"The source port of the packet";
}

leaf dst-port {
type inet:port-number;
description
"The destination port of the packet";
}

leaf src-zone {
type string;
description
"The source security zone of the packet";
}

leaf dst-zone {
type string;
description
"The destination security zone of the packet";
}

leaf src-region
type string;
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description
"Source region of the traffic";

leaf dst-region{
type string;
description
"Destination region of the traffic";
}

leaf policy-id {
type uint§g;
mandatory true;
description
"The ID of the policy being triggered";
}

leaf policy-name {
type string;
mandatory true;
description
"The name of the policy being triggered";

leaf src-user(
type string;
description
"User who generates traffic";
}

uses protocol;
leaf file-type {
type string;
description
¥The type of file";

leaf file-name ({
type string;
description
"The name of file";
}
}

list vulnerability-scanning-logs {

key vulnerability-id;
description

"If the log is wvulnerability

scanning logs in nsf log";
leaf vulnerability-id{

type uint§;

description

"The vulnerability id";

}

leaf victim-ip {
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type inet:ipv4-address;
description
"IP address of the victim
host which has vulnerabilities";
}
uses protocol;
leaf port-num{
type inet:port-number;
description
"The port number";
}

leaf level{
type severity;
description
"The wvulnerability severity";

leaf os{
type string;
description
"Simple os information";

leaf additional-info{
type string;
description
"Additional-info for logs.
It includes The fix suggestion
to the wvulnerability.";
}
}
container web-attack-logs {
description
"Tf the log is web attack
logs in nsf log";
leaf attack-type{
type string;
description
"Web Attack";
}

leaf rsp-code(
type string;
description
"Response code";
}

leaf reg-clientapp{
type string;
description
"The client application';
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leaf reg-cookies{
type string;
description
"Cookiesg";

leaf reg-host({
type string;
description
"The domain name of the
requested host";
}
leaf raw-info{
type string;
description
"The information describing
the packet triggering the
event.";
}
}
}
}
}

case counters {
description
"If the message type is counters";
choice counter-type {
description
"The type of counter";
case system-counter
container interface-counters {
description
"The system counter type is
interface counter";
uses i2nsf-system-counter-type-content;

}
}

case nsf-counter(
container firewall-counters {
description
"The nsf counter type is
firewall counter";
uses i2nsf-nsf-counters-type-content;
container bound{
description
"Inbound or Outbound";
leaf in-interface ({
type boolean;
description
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"If the bound is inbound";
}
leaf out-interface {
type boolean;
description
"If the bound is outbound”;

}
}
}
}

container policy-hit-counters {

description

"The counters of policy hit";
uses i2nsf-nsf-counters-type-content;
leaf hit-times{

type uint32;

description

"The hit times for policy";

}
}
}
}

leaf message {
type string;
mandatory true;
description
"This is a message for monitoring information";
}
leaf time-stamp {
type vang:date-and-time;
mandatory true;
description
"Indicate the time when the message is generated";
}
leaf vendor-name {
type string;
description
"The name of the NSF vendor";
}
leaf nsf-name {
type string;
description
"The name (or IP) of the NSF
generating the message";
}
leaf severity {
type severity;

ZEm21i

mandatory true;
description
"The severity of the alarm such as
critical, high, middle, low.";
}
}
}

<CODE ENDS>
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| Data Model
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| Multd | | Endpoint | | Policy | | Threat | | Telemetry |

| tenaney | | groups | | | | feed

(- data

moedule: policy-general
+--rw policy
|  +--rw rule* [rule-id]

-rw multi-tenancy

| +--rw policy-domain-id
+--TwW name

+--rW address?

+--rw contact

+--rw date

| +--rw policy-tenant-id

+--1rw policy-domain* [policy-domain-id]

uintle
string
string
string
yang:date-and-time

+--rw policy-tenant* [policy-temant-id]

| +--rw rule-id uintie

| +--rw nams? string

| +--rw date? yang:date-and-time
| +--1W case? string

| +--rw event* [event-id]

| | +--xrw event-id string

| | +--rw name? string

| |  +--rw date? yang:date-and-time
| | +--rw event-type? string

| | +--rw time-information? string

| | +--rw event-map-group? -» /threat-feed/event-map-group
| | /event -map-group-id

| | +--rw enable? boolean

| +--rw condition* [condition-id]

| | +--rw condition-id string

| | +--rw source? string

| | +--rw destination? string

| | +--rw match? boolean

| | +--rw match-direction? string

| | +--rw exception? string

| +--rw policy-action* [policy-action-id]

| +--rw policy-action-id string

| +--IW name? string

| +--rw date? vang:date-and-tims
| +--rw primary-acticn? string

| +--rw ssccndary-action? string

| +--rw owner? string

e

|

|

|

|

|

|

|

|

uintle
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| s=-2w name

| sesrw dace

| #--zw demain?
|

|

| +--zw authentication-mechod?
|
I
.

+=-1w policy-role-id

+--x¥ policy-user-id
wenTW mamE

+--rw date

+==rW password

+--rw emalil

+o-EW BS0PE-TYRET
#=2TW Roopa-Teference?
+--rw role

+--TW mams

#=-rW date

+--rw authenticatica-methed
+--x% mitual-authentication
+--1w token-server

+--7w cercificace-server
+--rw single-sing-on-server
+--1¥ endpoint-group

oneW mEta-d I 4

--rw poliey-rolev [policy-role-id]

=
s--rW policy-user* [policy-user-id]

string

yang:date-and-tina
fmulti-tenancy
/policy.domain
fpolicy-domain-id
fmulti-tenancy
fpolicy-mgnt-auth-method
/policy-agnt-auth-method-id

uintlé
BEring
yang:date-and-tine
sering

uintle
string
yangidate-and-tine
string
string
string
string
string

s--rw policy-mgnt-auth-method* [policy-mgnt-auth-methed-id]
+--rw policy-mant-auth-method-id

uinglé

sering
yang:date-and-tine
enumeration
boolean
inet:ipvd-address
inat:ipwd-addrass
iner:ipvd-address

+--rw meta-data-source-id

+eetW LAg-Lype?

+==TW tag-server-information?

| +--¥w tag-application-protecil?
| #=-1w tag-server-credencial’?
-group® |user-group-id]

oW meta-data-server?
+e-rW group-nember?
+--zw risk-level?

ZEWH22c

#--xw device-group-id

-EW group-type?
w meta-data-servert

=--rw application-group-id

EW gIoup-typer

-Iw meca-daca-server?
-tw group-member?
weerw risk-level?

+--EW Group-type?
e--rw meta-data-server?
we-EW group-member?
«--rw risk-level?
+--rw threat-feed

=--rw threat-feed-id

e--¥wW name?

+--rw feed-server?
w--rw Fopd-priority?

#--rw custom-list-id

#--rw pama?

+--rw daca?

+--EW list-type

+--2w list.preperty

#--rw lisr-contenc?

wmarw mal [mal

+--rw custom-lisc® [custem-list-id]

=g device-groupr [device-group-id]

+--rw threac-fasd [chreac-faed-id]

1d]
uinclé

sEring
yang:date-and-tine
boolean
inet:ipvd-addresa
string

scring

uinele

string
yang:dacs-and-tims
enuneration
inet:ipvd-address
string

uintlé

wincls

sering
yang:date-and-time
enumeration
imer:ipvd-address
stxing

uinclé

+--rw applicatien-group* [applicatien-group-id]

uintis

string
yang:date-and-time
enumeration
inet:iprd-address
string

uincie

+--xw location-group® [locaticn-group-id]
s==TW location-group-id
e==rw name?

uintle

string
yang:date-and-time
enumeraticn
inet:ipvd-address
otring

uintlé

uintlé

string
yang:date-and-time
snumeration
inet:ipwd-address
uint1g

uintig

string
yang:dars-and-time
enumeration
emmeration

string

+--rw malware-scan-group-id
-Tw nans?

=--rw date?

-rW BIgRATUrE-Server?

-rw file-types?

-¥W malwarée-pignatures?

group-1d]
uintls
mEring
yang:date-and-time
iner: ipvs - address
string

string

| #=-1w ovent-map-group
1 4--TW BVENt-mAp-group-id

uinclé
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1 +--rw nama? aerd
| +--rw date? yang:date-and-time
| +--rW security-events? string
| +--2W threat-map? string
+=-7w telemotry-data
+oorw belemerry-darae [relemetyy-data-id]
+--7w telemetry-data-id uintlé
4=erW namai string
+o-kw datw? yang: date-and-tine
wmarw loge? boclean
+--rw OyRloge? boslean
*==IW snAp? boolean
| #--zw sfleows beelean
| #=-rw netflow? boolean
| #=-7w incerface-stats? boclean
+--rw celamecry + [telemstry 14]
+=-rW Celemetry-source-id uinrls
+--EW DAME? string
+--zw dater yang:date-and-time
4==IW DOUrCE-Cype? enumeration
+==LW nof-source? inet:ipwd-address
+--rw nei-credentials? sEring
+--rw gollestion-incerval? uintle
+--rw collectd hod: icn
+--rw heartheat-interval? uintle
+--zw gos-marking? uintle
+--rw telemetry-destinatiens [telemetry-destination-id]
+--zW telemetry-destination-id AT1E
+=aTW QAme? string
+--Tw daca? yang:date-and-time
+--zw collector-acurce? inet:ipvd-address
+==rw collector-credentials? string
+--rw data-sncoding? atring
+=-rw data-transport? enumeration

=233

module ietf-policy-general {
namespace
"urn:ietfsp 1imssyang: ietf-palicy-general® ;
prefix
cf-interface;

import iscf-yang-types|
prefix yang:

import ietf-inet-types{
prefix inst;

organization
"IETF IZMSF (Interface to Hetwork Security Functioms)
Werking Greup";

contact
"WG Web: chttp://tools.ietf.org/wg/iinets
W3 List: emailto:ilnsfeietf.orgs

WG Chair: Adrian Farrel
«mailro:Adrainsolddog.co.uks

WG Chair: Linda Dunbar
<maileo:Linda.duhbarehuawel . conx

Editer: Jaehoon Paul Jeong
«mailto:pauljeongeskku.edus®;

deseription
*This module defines a YANG data module for comsumer-facing
interface to security controller.”:

revigion "2018-07-027(
descripeion “fourch reviaion®;
veference
“drafr-kumar-iInsf-client-facing-interface-im-04";

/fGreupings

container policy {
description
*This object is a policy instance to have
complete information such as where and when
a policy need to be applied.®;

list rule |
key "rule-id";
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leaf rule-id {

eyps uincls;
deseription

F-mu is ID for rules.*":

description
"This is a container for rules.”;
12af name |
type string:
description
*This field idenfifies the name of this object.®:

lzaf date |
type yang:date-and-time;
description
“Date this object was created or last
medified";
1

leaf casze |

type string:
description
"te idantify whecher the ruls belongs to
web filter or enterprise mode.";

list event |

key "event-id*;

description

*This represents the security event of a
policy-rule.”;

leaf event-id |

type string:

mandatory true;

description

“This represents the event-id.";

1

leaf name |
type string:
deseripticon
*This field idenfiffes the name of this cbject.*=

1

leaf date |
type yang:date-and-time:

ZEWH23c

deacription
*Dats this cbject was creatsd or lamr
modified®;

H

leaf event-type |
Eype string;
descriprion
"This field identifies the event of
policy enforcement trigger typs.":

leaf time-information |

Eype string:

description
*This field contains time calendar such ae
BEGIN-TIME and END-TIME for one time
enforcement or recurring time calendar for
pericdic enforcesent.”:

leaf event-nap-group |
type leafref |
pach "/ foad/event ar

7 P=group. AR -gToup:

description

“This fleld contains security events or rthreat
map in opder to determine when a policy need
to be This is a e
Evnet-Map-Group.”;
1

leaf enable |
type boolean:
description
"This determines whether the condition
matches the security event or not.*:

)
i

lisr condition {

key “condition-id®;

description

*This represents the condition of a
policy-rule.”:

leaf condition-id |
type string;
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dageriprion
*This represents the conditien-id.";
1

laaf soures |
Eype string:
description
“This field identifies the source of
the traffic. This could be reference to
either *Policy Sndpoint Oroup’ or
"Thraat-Fesd' or ‘Custom-List' if Securicy
Admin wants to specify rthe source: otherwise,
the default im te mateh all traffic,

loaf destination |
type BEring;
degeription
"This field identifies the scurce of
the vraffic. This could be reference to
either *Policy Endpoint Oroup' or
‘Threat-Feed' or ‘Custom-Lisc’ 1if Security

Rdmin wants to apacify the source; otharwiss,

the defaulr is ro march all eraffic.=;

leaf match |
type boolean;
deseripticn

“This field identifies the march crireria used ro
evaluate whether the specified acticn need to be
taken or mot. This could be either a Policy-

Endpodnt-Group ldentifying a Application set or a

sec of traffic rules.”:

leaf macch-divection |
cype string:
description

"This field identifies if the match criteria is

to evaluated for both direction of the traffic ox
only in one direction with default of allewing in
the other directicn for stateful match conditions.
Thir 18 opticnal and by default rule should apply

in both directicns.”;
I

leaf exception |

ZEH23e

type string;
description
"This fisld idencifies the exception

consideration when & rule is evaluated for a
given communication. This could be reference to
Policy-Endpoint-Group chiect or set of traffic

matehing criteria.”;
1
!

1isr policy-action |
key "policy-action-id";

leaf policy-action-id |
type mering;
mandatory true;
deseription
“this represents the policy-acticm-id.";

I
descripsion

*This object represents actions that &
Security Admin wants to perform based on
a certain traffic class.®;

leaf pams |
type string:

depeription

~The name of the policy-acrion objecr.~;
1

lzaf dama |
type yang:date-and-time;
deseripticn
rWhen the object was created or last
medified.

leaf primary-action |

type string;
description

"This field identifiss the action when a rule

is matched by WSF. The action could be one of
*PERMIT’, 'DENY’, 'BATE-LIMIT, 'TRAFFIC-CLASS',
*AUTHENTICATE-SESSION®, *IPS, °APP-FIREWALL', etc.";

leaf secondary-actisn |
type scring:
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description

*This fisld identifies additional acticns if

a rule is marched. This could be one of 'L0G°,
) 'SYSLOQ®, 'SBSEION-LOG'. ete.®:

leaf ewner |

type string;
description
"This field defines the cwner of this
policy. Oaly the cwner is authorized teo
modify the contents of the palicy.”:

coneainer multi-ranancy |
description
"The descripticns of mulri-tenancy.";

list policy-domain |
key "policy-demain-ide;

leaf policy-demain-id |
type uintié:
deacription
"Thir represents ths lisr of domains.";

I
description
"this represent the list of policy domains®;
leaf name {
type string:
mandatory true;
deseriprion
“Hame of the or
this domain.®:

leaf address |
type string:
description
"address of an organizaticn or customer.”:
1

leaf contact |
type string:

EW23g

mandatory Crue;

description
“contact information of the crganization
or customar.”;

}

leaf date [
type yang:date-and-time;
mandatory true:
daperipticn
"The date when this account was created
or last modified.";

1
Idsr policy-tenant |
key “policy-tenant-id®:
leaf policy-tenant-id {
type ulntlé;
description
*The policy tenant id.”;
}

description
"This represents the list of tenants":

leaf name |
type string:
mandatory true;
description
"Hame of the Deparcment or Division within
an organizaticn.”;

leaf date |
type yang:date-and-cime;
mandatory true:
deseripticn
*Date this account was created or last modified.”;
}

leaf domain |
type leafref |
path */multi-tenancy/policy-demain/policy-demain-id"z

)

description

"This field identifies the domain to which this
tenant balomge. This should be rafarsnce to A
'Policy-Domain® cbject.”;
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leaf anthentication-method |
Eype leafref |

path "jmulei ¥ -auth d/pol ey ngnt - auth-method-id" 2
)
desesiption
*Aathentication method to be weed for thie domain,
1t shedld ba a ta & ‘policy-ag h-sechad*
objast. ",

list policy-rele |
key “palicy-role-id*

leaf policy-role-id |

Type wintle;

mandatory traes

description
*This defines a ser of permissions assigned
to 2 user in am orgamizatiom that want to manage
tes ewn Security Policies. ®;

deseriprion
*Thie represants tha list of pelicy rolea.®,

Taaf nase |
type string;
mandatary tras;
dnecription
*This field idencifies name of the Tole.”;
1

icaf date |
type yangidate-and-time;
mandatory troes
descripcion
“Date this role was crested or last modified.”;
1

leaf access.prafile |

type mtring;
mandatory trues
dascriped

*“This field identifise the access profile for the
role. Tha profile graste or deniss sccess to policy
sbfacte. Multiple acoass profiles can ba
concatenated Sogecher.®y

EH23i

1
H

lise palizy-user |
key "policy-user-id";

leaf policy-user-id |
type uintie:
description
"This representa the policy-user-id.";

1
description
“This representa the list of policy users.”:
leaf name

type string;

mandatery Crue;

description

"The name of 3 user.”:

|

leatf dare |
type yang:date-and-time:
mandatory Erue;
descripeion
“pare this user was creared or last modified=;
1

leaf password |
typs string;
mandatory Erue;
description
"User p for basic "t
1

leaf email |
Lype string:
mandatory true:
dageription
"The email account of a user":
]

loaf scope-type |
type string:
deseription

"identifies whether a user has domain-wide

or renant-wide privilege:
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lsaf meope-rafersnce |
type string;
description
"This references policy-domain or policy-tenant
to identify ths scops.™;

leaf role |
Eype string:
mandatory trus;
descripeion
"This references policy-role to Jefine specific
permissions®;
}
1

1ise poliey-mgat-suth-method |
key "policy-mant-auth-method-id*;

leaf policy-mgnt-auth-method-1d |
type uintlé;
description
*This represencs the auchentication mechod id.%:

}
deseription
"Tha p of palicy g
authenticatien methods.=;
leaf name |
type string:
mandatory true;
deseription
“name of the authentication method®:
}

leaf dats |
rype yang:date-and-time;
mandatory true:
description
"date when the authentication method
wag creatsd;

leat authentication-method {
eyps enumaration|
enum password|
description
"password-based authenticaticn.®;

EH23%k

smun token{
deasription
“token-based authencication.=;
)

emun certificate|
description
*certif;

1
)
mandatory true:
descripticn
*The description of authentication methed;

liuqlt-:lan:en'a

leaf mutual-auchentication |
type boolean;
mandatory trus:
description
*To identify whether the autheatication
is mutual®;

I

leaf voken-server |
type inet:ipvd-address;
mandatory true;
description
"The token-server informacien if the
authentication methed le token-based®;

leaf certificate-sarver |
type inet:ipvé-address;
mAndarory trus;
description
*The certifi ton if
the authencication method is certificacte-based® -

leaf mingls-ping-on-ssrver |
rype inet:ipvd-address;
mandatory true;
description
*The singls-pign-on-sarver information
if the authentication method is
singls-sign-on-bagsd" |
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|
ceatatner endpoint-group |
description
"h logical entity in their business
snvirenmant, whars a security policy
is to be applied.”:

list meca-data-source |
key "meta-data-scurce-id";
leaf meta-data-source-id |
type uintlés
mandatory true:
description
"This represents the meta-data source id.";

}
descriprion
"This rapresents the mata-dats msurcs.”;

leaf nams |
type string:
mandatory trug:
description
*This identifies the name of the
meta-daras.curce.”;

)

leaf date |
type yang:date-and-tims;
mandatory true;
deacription
*This identifiss tha dats this objsct wam
created or last modified.”;

leaf cag-type |
typa boolsan;
description
*Thia identifies the group type; user group,
app group or device group.®:

leaf vag-server-informatien |
type inet:ipvi-address:
d@ercription
*The description of suthentication method:;
coken-bassd, password, cerctificats,
single-sign-on";

=23

1

leaf rag-applicatica-protecel |
type atring;
description
*This filed idencifies the protocol e.g. LOAP,
Active Directory, or (MDE";

lsaf cag-merver-cradencial |
type atring;
description
"This field identifies the credential
informaticn needed to access the tag server®;
1
¥

lisr user-group|
key "user-group-id”;

leaf user-group-id |
type uintle;
mandatory trues
description
"This represents ths the ussr group id.7;

degeriprion
*This represente the user group.”;

leaf name |
type string:
description
*This field identifies the name of user-group.®:

leaf date |
type yang:date-and-time;
description

lsaf greup-type |
type enumeration|
enum user-rag|
descriprion
“The user group is based on user-tag.=;

*when this user-group was created or last modified.":

)
enum user-name|
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description
*The uger group is based on user-name.”:

)
enun ip.address|
description
*The user group is based on ip-address.®;
1

|

desoripticn
*This describes the group type: User-tag.
User-name or IP-address.”;

¥

leaf meta-data-pserver |
type inot:ipvé-address;
deseription
“This references metadara source®:
]

leaf group-mesber |
typs string;
descripticn
*This the g fen";
1

leaf risk-lavel |
type uintlé;
description
*This represents the threat level: valid range
may ba D to 9.7

1
1

1ist device-group [
key "device-group-id®:
leaf device-group-id |
type uintié;
description
"This represente a device group id.*:

descripticn
"This represents a device group.":
leat name {
type string:
description
"This fisld idsntifiss the nams of
a device-group.®;

=230

}
lsaf dars |
type yangidate-and-time;
description
“The date when this group was create or
lase modified.”;

leaf group-type |
typs snumerariom|
enun device-tag{
deseription
*The device group is based on device-tag.”;

!
enun device-nane|
description
"Tha dsvice group 18 bassd on device-name.":

I
emun ip-address|
dessription
“The device group is based on ip-address.=;
1

1

description
"This depcribes the group typs; devics-tag,
device-pame or IP-address.”;

}

leaf meta-data-server |
type inet:ipwi-address:
description
"This references mweca-data-scurce
object."s

leaf group-member |
type string;
description
*This the devi ag, dewi or
IP-address informaticn®:

leaf risk-level |
type uintle;
description
“This represents the threat level; walid range
may be 0 to 9.%;
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lisc application-group|
kay "applizacicn-group-id®;
leaf application-group-id |
type uintlé;
deseription
*This represents an application group id.";

deseriprion
*This represents an application group.*:
leaf name |

type string:

demcription

“Thia field identifies the name of

an application group™:

lsaf dare |
type yang:date-and-rime:
description
"The date when this group was created or
lase modified.";

leaf group-type (
type enumeration|
anun applisation-tag|
descripricn
*The applicaticn greup is based on applicaticn-tag.":

enun device-name|
dascriprion
“The application group s based on applicaricn-name.";
'

enur ip-address|
descripticn
*The application group is based on ip-address.”:
I

1
description
*This identifies the group type;
application-tag, applicaticn-name or
IP-address.":
I

leaf meta-data-aerver |
type inet:ipvi-address;

EWH23q

descxiption
"This references meta-data-source
ebject.™;
)

leaf group-member |
type string:
deacription
"This describes the application-tag,
applicaticn-name or IP-address information®:

leaf risk-lswsl |
type ulntls;
description
"This represents the threat level: valid range:
may be 0 to §.%;
!
I

list location-group(
key "location-group-id";
Leaf location-group-id |
type ulntls;
dsmcription
"This represents a location group id.";

deseription
"This represents a location group.®:

leaf name |
SYPE SLIings
deseription
“This field identifies the name of
a location group™:

leat date |
cype yang:date-and-time;
deseripticn
*The date when this group was created or
lant modified.*;

leaf group-type |
type enumeration{
enum location-tag{
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demeriprion
“The location group is based on location-tag.*®;
1

enum location-name|
descripticn
"Ths lecation group i based on locatisn-name.";

)
enum ip-address|
description
"The location group is based on ip-address.”;
1

}

description
*This identifies the group type:
lecaticn-tag, lecation-name ox
IP-address.®;

}

leaf meta-data-server |
type inet:ipvd-address;
description
*This references meta-data-source
object.":

1

leaf group-member |
type string:
descTiption
*This describes the locaticn-tag,
location-name or IP-address informarion®;

leaf risk-lavel {
type uintlé;
description
*This represents the threat level: valid range
may be 0 £o 8.7

1
centainsr thraac-faed |

description
"this describes the list of threat-feed.":

list threat-feed {
kay "threat-fssd-ide;
leaf threar-feed-id |

Z=H23s

Eype wintle;
mandatory trus:
depcription
*This represents the threat-feed-id.*;

description
*This vepresents the threat feed within the
threst-prevention-list.";
leaf name |
cype string:
description
*Hame of the theat feed.";
)

Leaf date |
cype yang:date-and-time;
deacription
"when the threat-feed was created.*;
}

leaf fesd-type |
type enumeration |
enum unknown
description
"faed-typs 18 unknown.";

enum ip-address |
description
"feed-type is IF address.®:

enum url |
description
"feed-type is URL.*";
1

Lnd.l:ary true;
deseription
*This determined whecher the feed-cype is IP address:
} baged or URL based.=:

leaf foed-server |
type inet:ipvd-addresa;
dageription
“this contains threar feed server informarion.”;
¥

leaf feed-prioricy |
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type uincle;

description
*this describes the priority of the threat from
0 to &, where U means the threat is sinimm and
& meaning the maximum.";

¥

list custom-list {
ey "custom-list-ide;
leaf custom-lise-id |
type uintle;
description
“this describes the custom-list-id.*:

!
deseription
"this the th P custom list.":
leaf name |

type string:

dessription

“tame of the custem-1isc.=;

1

laaf data |
type yang:date-and-time;
description
*when the custom list was created.t;
}

leaf lisc-rype |
type enumeration |
enum unknown |
description
"lisc-typs 18 unknown.®;

)
enum ip-address |
description
*list-type is IP addre
)

enum mac-address |
description
"list-type is MAC address.":

ermm url {
description
"list-type iz URL.":

Z=WH23u

mandacory trus;

deacription
*This determined wherher the feed-type is IF address
based or URL based.®:

}

leaf list-preperty |
type enumeraticn |
anum unknewn |
depeription
*list-preperty is unknewn.®;
]

emm blacklist |
descripticn
*list-property is blacklist.®;

i
enum whitelist [
descripeion
"list-property is whitelist.®;

)
mandatory true:
description
"Thir determinad whather the list-typs is blacklist
or whirel,

I

leaf list-content |
EYRe etring;
descripricn
"This describes the contants of the custom-lise.”;

1isr malware-scan-group [
key "malware-scan-group-id®;
leaf malware-scan-group-id |
type uinEle;
mandatoxy true:
description
"Thig i ths malware-scan-group-id.";

1
description
“This the mal gEeup. "
1eat name {
type atring:
descriprion
"Name of the malware-scan-group.®:
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}

leaf dats |
type yang:date-and-time;
deseription
“when the malware-scan-group was created.”;

leaf signaturs-ssrver |
type inet:ipvé-address;
description
"This describes the signature server of the
Ralware-scan-group. "

leaf file-cypes |
type string:
description
*This contains a list of file types nesded oo
be scanmed for the virus.":

}

leaf malware-signatures |
type String:
description
*This containg a list of malware signatures or hash.":

'

list evenc-map-group |
Rey "event-map-group-idT;
leaf event-map-group-id |
type uintle;
mandatory true:
descriprion
"This is tha svent-map-group-id.=;

)
description
“This represents the event map group.-;

leaf name |
type string;
description
*Hame of the event-map.":
1

leaf date |
type yang:dats-and-time;

=H23w

description
| “when the event-map was created.”:

leaf pecurity-events |
type string;
deseription
*This contains a list of security events.":
1

leaf threat-map |
type string:
descripticn
*This contains a list of threat levels.®:

I
t

container celemetry-data |
description
"Telamstry provides vimibility into the nstwark
aceiviries which can be tapped for further
security analytics, ¢.d., detecting potential
vulnerabilicies, malicious activities, etc.”;

list telemecry-data |
key "telemstry-data-id";

leaf telemetry-data-id |

type uincls:

mandatory trus;

description

*Thia is ID for telemetry-data-id.";

description
*This i ID for celemetTy-data.™;

leaf name |
type string;
deseripticn
| "Hame of the telemetry-data object.®:

leaf dare |
type yang:date-and-time:
description
"This field states when the telemery-data
sbisct was creatsd.”;
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I

leaf logs |
type boolean;:
description
"This £isld idenrifiss whether loge
need to be collected.=:
I

leaf syalogs |
. boolean:
descriprion
"This £ield identifies whether System logs
need to be collected.”;

}

leaf samp |
typs boalaan;
description
"This fleld identifies whether 'SHMP traps® and
FENNP alarmg’ need to be collected.®;

H

leaf aflow |
type boolean;
descriprion
"This field identifies whether *sflow’ data
need to be collected.”;

I

loaf necflow |
typs boolsan;
description
"This field identifies whether ‘HetPlow' data
need to be collected.”;

}

leaf interface-stars |
type boolean;
description
“This field identifies whether * data
such as packst bytes and counts nesd to bs
collecred.=;

b
1

lise telemetry-mource |
key "telemetry-source-id=;

ZEWH23y

leaf telemetry-source-id {

type uintle:

mandatory trus;

description

*This is ID for celemetry-source-id.*:

description
*"This is ID for telemstry-source.";

loaf name |
Type string:
description
"This identifiss the name of this objsst.";
)

leat date |
type yang:date-and-time;
description
*bate this cbiect was created or last modified®;
}

leaf source-type |
type enumeration |
onum network-nsf |
degcription
"HSF telemetry Source type 18 network-nsf.":
!

enum firewall-nsf |
dageription
"NEF telemetry source type is firewall-naf.=;

enum ids-naf {
description
"NSF talsmetry sourcs typs iR ida-naf.";

d’mm ips-naf (
descriprion
} "HEF tolémetry source type le ips-nef.*;
enum proxy-naf |
description
"HEF telemetzy scurce type is proxy-mef.”:

enum other-naf |

deacription
"HEF telemetry source type is other-nef =;
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description
*This should have one of the following type of
the NSF celemetry source: NETWORKE-NSF,
FIREWALL-NSF, IDS-NSF, IPS-NSF,
PROXV-NSF, VPN-NSF, DN3, ACTIVE-DIRECTORY,
IP Reputaticn Muthority, Web Reputaticn
Authority, Anti-Malware Sandbox, Honey Pot,

) DHCP, Other Third Party, ENDROINT®:

Leaf naf-gource |
type inet:lpvi-address;
deseription
*This field containe informaciom such as
IF address and protocol [UDF or TCP) port
number of the NSF providing telemetry dat

H

Leaf nef-credentisls |
c¥pe atring:
dageription

"This field
to authenticate with the WSF.*;

}

leaf collection-interval |
typs uintle;
units seconds;
default 5000;
description
*This fisld containe tims in millisscende
betwesn each data collection. For example,
a value of $000 means data ig streamsd to
collector every S seconds. Value of 0 means
) data streaming is event-based™:

leaf collection-methed |
type enumeraticn |
enum unknown |
description
"collectica-mechod is unknown. ":

J
enum push-based |
description
“collection-method is PUSH-based.":

EW2324

enun pull-based |
deseription
*cellecticn-method is PULL-based.":
3

1

deseriptisn

“This field contains a mechod of collection,
4.¢,, whether it is PUSH-based or FULL-based.":

leaf heartbeat-interval |
type uintle;
units seconds:
description
"time in seconds the source sends telemetry
hearcbear.”;

leat gos-marking |
cype uintlé;
degeriprion
“psck value must be conrained in this field.
'
|

1lise relemetry-destination |
key "telemstry-destinaticn-id";

leaf telemetry-destivation-id {

Eyps uinels;

description

"this represents the telemetry-destination-id=;

deacription

"This object contains information related to
telemetry destination. The destination is
usually a collector which is either a parr of
Security Controller or externmal system

such as Sscurity Information and Event
Management (SIEM).":

leaf name |
type string;
dageription
"This identifiss the name of this cbject.®;
I

leat date |
cype yang:dace-and-time;

- 136 -

=Pl

E
=

5

10-2020-0045400



EW232b

description
“Date this object was created or last
modified”;

leaf eollector-scurce |
type inmet:ipwi-address:
description
"This field containe informatlon such as
1p address and protocol (UDP or TCR) pert
number for the collector's destimation.”;

¥

leaf ecollector-credentials |
type string:
description
"This field zentains the username and
password for the collector.”;

leaf data-encoding {
type string:
description
*This field the data
in the form of schema.*:

}

leaf data-transport |
type enumeration{
enum gres |
description
"telemetry data protecol is grpe.”;
lnnm buffer-over-udp|
description

1
1
deseriprion
"This £ield contains streaming telemstiy data
protocols. This could be gRPC, protocol
buffsr over UDP, scc.”;

"telemecry data protocol 1s buffer over UDP.";

EH2

<I2NSF>
<rule-name>block_web</rule-name>
<condition>
<src»Son's_PC</src>
<dest>malicious<dest>
</condition>
<action>block</action>
</I2NSF>

EH2

<I2NSF>
<rule-name>block_web</rule-name>
<rules>
<condition>
<packet-condition>
<ipv4>10.8.8.1</ipvd>
<ipv4>10.8.8.3</ipvd>
</packet-condition>
</condition>
<payload>

<content>www.malicious.com</content>
<content>www.illegal.com</content>

</payload>
<action>drop</action>
<frules>
</I2NSF>
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A7) qUaEsst 84 wAA el e HE NSF AR’ ATE 7] R e Alagel o) AAlsE As S
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171 55 WAIA = NSF 12829 Bl 58S Yell= NSF 53 X (Capability Information), M= <l
Hxol st JEYT HS 98 o]85= NSF A AH(Access Information) Fi= SMEJE](entity)ol] F-o
o 3to] we} NSFoll theh AHE HIs &TA AAst7] Aste] NSFo] AAM= ZAE A= NSF 9
719k ACL(Access Control List) AH T & 5 o

(SaDY

A7 6
A5 ol o)A,

AH7] NSF 58 AEE= UEYI B 58 (Network-Security Capabilities) ¥=, HEl= HOl &
Security Capabilities) x| 2+8} S H(Attack Mitigation Capabilities) TE= TE HIEWA ¥

4
(performance capabilities) & Hol%x S Xt W,
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AT 7
A6 el o)A,

A7) 8 58L& AJF(Processing) BE % 9% (Bandwidth) RS E3el= AS EAJo= g+ H

s
z,
i

7] g AU FE Ale] PAEE AEEY 4F Aol ol gHE st ool 4 D LT,
A7) 4% D 54 499 AT 29 Adsitu 48Rt s olel AT f8e Eas w.

55 <QdETlo]~(Registration Interface)E &3] WEHI B 7]'5(NSF: Network Secure Function)S e
Stz B FAEET (Security Controller)ell 1A
<

,
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AE R

Hom BAHNY A%

Off
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W) BARSE EH o AANE TRAAE EFeE, 4] ZRANE,

st

A7 Ber e A"l = Qd NSFol thek ed~¥l~3}l(instantiation) £ WHAIXAE Az #Ag A==

(Developer's Management System)o. 2 ZH&sla, 1gla

271 834 wAAe tg SHo® 7] gk NSFell thik NSF Q1= 2 (instance) o] 55S AAshE &5
ANAE 37 WA B2 AlafloZRE A8,

71 NSF Ia' A= A7) Aa'dsst 23 wajx]ol] 712kl WEat de] Al=gel os) A= FA.

7l & & oF
T W HENA B MUl Agshr] A AaE, W R ols A% Ao B Ao, Bk A

o ol
3FAl I2NSF(Interface to Network Security Functions)ellA UE ot 5 (Network Security Functions:

)
NSF)] 52 oE|Ho]AE 93 AR =d 2 dolg] =] #3 Ao|t},

H

L/ B

EY T4 AEA B B MH A A GAC 2 Y delA 9 HES Fola Hup g&Foln
FAd WHow AAS Fedy] ¢Js) UIENA 75 7HI3H(NFV: Network Functions Virtualization) 7]&2
g Aesta vy, ®=g, A3A(third-party) o] MBI I3 Al od] AFTEH= UMEHT 7|5 F Ao

AREo]l Ak diFstE 3 Qv 719 ES A UEYT Al2E 9 R 2bS BEs7] fehe, Heb 7]
(security appliance)E A7 £938= thalel third-party B &5 A o8 AFT=HE B 715 7}
sto] ALg3t7] Al=belgltt.

e N 1o

23 & Tde st o]H S ATl Al B Hol AW Fuld B]ES XEIA| Yolx ]
5o A A E(capital outlay)S &Y 4 dub. 53, tpksk ¥4 A2y (attack signature)ol] thak
Al (up-to-date) HIo]EH|o]|~E A} F-X]

]
>
%0
i)

ohuk ®1el 7% (security function)S Wel &34 FF UA(solution vendor)ell 98] 7w, ¢
I

UEYZ 92t 9l AgE 7] wj&o, NFV 719k Bk 7] %5 (NFV-based security function)S A& o =2 uj
zobr] PeAE AEA EFEF 2R

gige] g
S dst = HA

o] BAL, Web Mu|aE Algehs Al=de] lEFo]zd gig R wd gl doly RHS ARMgt
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wowgeld o RaAl i 71%H HAEE ol RN AFH J1&H FAER AuA gor], Qe ge
E O 798 BAEE ohdel ARNE ¥ wwe] ek slERokl A B A& 7 Aol ksl
A elald 4 92 Aeltk

B ool o oo 5= ol # o] A(Registration Interface)E 3] UEYI HQ 7]%5(NSF: Network
Secure Function)g #EldtE HeE #e] AJ2EloA, Bk AEZT(Security Controller)o] 9&) 35 += d+

WHe, Ay wolk ] Al2Ho] H Q3% NSFol| theh 2’3} (instantiation) &% WHAIA S /NEA} #Aa] Al

H(Developer's Management System) o2 AEste= wAl;, 2 A7) A vAIXd digk $@oz Ar] "
NSFoll thdk NSF 91~®H ~(instance)?] S&F& A A5t 55 WAIAE AV MR # A|2~"lo 2 HE A3
= @AE X3E, A7) NSF Az' s A7) Ix'ast 83 wA|X e 7|23k Al ] A]Elel o3|
AAdE 4 Qo).

ugA & A, A7) Bt we] AlxEle] Badk NSFel a3 (Profile) HE A (signature)S A43t= A
S g xgstar, A7) dxexst 9 WA= Y] 8 AR T AV ABE 28 4 Jdrh

A SHA, 7] daE el Al 2="d o) A= 7] NSF JIs'AE Y] T8 R e Y] AW

7] A AR =zl Zukek NSFef dAshs As 5w & ¢ .

vk sHA, A7) Beb Ty AlAaHEloA B Q3 NSFo gl dJelx~' A3 (de-instantiation) &% HA|XZ=
=] Azelxst 9F mA|Xol] )&=+ NSF QI=H

sl RsHA, A7) B2 9AKE NSF QlxElsol Rob 28 UelE NSF oS8 AKX (Capability
Information), AMZF QAx®lxe] Tt M EHA HIE A o S =

= dElEl(entity)ol Fol® Ao ulg} NSFol| th3k AEE] HE&
NS X A3F= NSF 98 718t ACL(Access Control List) AE 3 Ao

= A H (Access Information) T
AA37] f18ko] NSFo| A2~ A

se 298+ A

N

jad

P23, A7) NSF 58 ARE UEYT Hot 538 (Network-Security Capabilities) =, HEl= ®HoF &
2 (Content-Security Capabilities) ¥Z=, 324 £33} FH(Attack Mitigation Capabilities) L= E& B XEW
2~ F¥(performance capabilities) & Zo% shE X = .

A skAl, 7] 8 58S A2 (Processing) X 2 )9 E(Bandwidth) RS 233 4 Q).

A=
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whA s, 3] 4

@ I A2 Ale] BlaEE dEEe] o Adel o4 sht ol A% E T
3,47 4% DE 54§99 42 23S Austsd AgHe s olge] ¥E 8¢ 3T F A

2 dge] e d e
Network Secure Function)& o
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A A5 FHOR @ BEE FHow w48 & dn

obgel, B wgelA AEE Solt A @ WA QY AERE AvrHel golE AYsldont, 54% 4
$ E9Q0] Yol AP §oI8 Agst] MuAT. 1HF FSole AP TR PA A 1 o
g Bas JAseE, B ougel dudd AgE ol BAno ¥e AL o ° Aol 1
gole] ouz stelstel A solol e W FuA drt

oste] MelN AgHE B4 SolEe B uwe osE 7 A4 AT Aelm, old@ 54 §oio A
g B W) NS4 APRS Holux ek WeldA e gz wgE 4

FAN AANA, of® Rio] v i3} '@ el duiw & W, ol "HPHoZ AA"Ho| g F¢R
ohvleh, 1 Fxbl TE 248 Aold] Fu "drlHoR AdHel it A9E EFw

© BAA AA A, ofE| FAZE gE FA Gel” RSk glvar & wf, o= o FAZE v F-Ael
3

Hal Qi ASW ol T RA Aolo] E 0hE Rk EAISHE A9E A

2 AL AN A, o' Fo] ojw FAPLAE "X dvta & o, o] 5] wigiEE AV fle g
g2 4845 AYsts ZHol oldeg e 74 245 ¢ £ £ e AL orsit. 2 "WAA dA
A Al AL E = Axe §o] "~(3tE) A" e "~o dA'E "~ & % dA'E gniEtA e
Z o=, NFV(Network Functions Virtualization)-based security functionS 3%+ 7]E EF QAE Ho]~7}
I2NSF(Interface to Network Security Functions) 917 Lol o] /W= gk, o= <IHY <A o]
El~3 E~(IETF: Internet Engineering Task Force)® &Zl& oA Y X+ 759 dF-o|t}

I2NSFe]  ZZA&  throl  Heb &3 wig(security solution vendor)Ee] & AFTHE o]F9
(heterogeneous) WEY I Hot 715 (E)(NSF: network security function)S 93+ EF3t9 QEHo|~E A

oJet7] S,

I2NSF o}7] 84 (architecture) ol A, NSF(&)9] #elol] thate] A3 e da glo](NSFe| del= 2= Bet
A el Al (enforce) S &80, AR&AE AREAES] HIEQ A AlAHE U] MEN A AUS BEsH7] A% B
T AAS Ao 4 Ak, EF, v vendorE25-H NSF(E) 29 FEstd E A o]2= o] F2] NSF(E)
et B==(task) o] 24 2 A E destd = v

2 WAlME, NSFO] A, 12’23t 9 S5E AA5h7] flte] Hel AEEH Y R B A&' 55
SlEjHo] 2o HQadt Ar Hdg Aokstr}, me, B wAAME, I2NSF(Interface to Network Security
Functions) &5 <IE{#o]zxol] tidt YANG dlo]8 B2-& At} 3k, 2 gAx s, NSF Qlzdx £ 54
o= gst7] s EHer AEEHS A e A=RTE 55 o]z Fasdk dolHE A Ysk= YANG
dlole] RS AEE

ghet.

gk, & WHAAE, I2NSF Za 9ol 71xs Bt 38 o9 A& Attt A REA, Hl #Y o}y
A& I2NSF AREAF, Bt #a] A]2El(Security Management System) 2/H& Zd$=e] 39| Al5<] NSF
()9 =" (E)S 283t & ). odE W, Hob #F A2yl Bt HEEFH(security Controller)
2 )z #2] A]2~El(Developer's Management System)S 233 4= Qo). HeF ZEEZH & H A4 #Aat
(Security Policy Manager) % NSF ‘52 ¥2]AH(NSF Capability Manager)E X33 4 Slt}.

o o N

p

e, W omAAE, I2NSF Hot #e] AlaEloa mot An|2A(o A, VolP-VoLTE)o| theF F-(mission)ES <
g3sl7] Y3t dlolg] BAS Aok},

2 A A AFEE 4 e &o](terminology) 52 T3 o] HeE).

- olZg Aol =ZF (Application Logic): HOl &
AAE A= B T o 71EA e A8 A,
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- 44 elole(Policy Updater): AHg2h ¥4 Hob 44 wol AEZeR Adshs P, AEA 23
e ol EeAeld mAonnE A,

- met 3 elAk(Security Policy Nanager): A7 QulolElZREl FAE A4 B mer AL 39 o)
Wonet 3o WASAY, 1 R WPk P8,

- NSF &2 FZ]AH(NSF Capability Manager): 55 QIE|Ho]x~E Faf 7wl #a] A&l 93] 5=% NSF
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e Ageta, gk el AW wel 4N YY) Ae) ol F net A peAst FRIE THLL,

- ollE 537 (Bvent Collector): ofEeAold =AM AgA w4 4AS AuoI=(EE )/ A3
ALEEE, Bt AESURNE oMES FASHE FHAL,

- UEHA B 75 (NSF): AlE Sl (packet) o] 54 FHAHS
U NSF= vgst Z2EE AH(stack) e BE AlS(dAdd, UELYA AT 5

Interconnection) A% S)olAl &2& 4 ).

b=
rr
i)
il
(@]
£
S
o
D
]
w2
<
w
28
a@
=

d& E°, NSFo] dd2A], WaH (firewall), Y WA A|2=BI(IPS: Intrusion Prevention System)/% ¢
A A|2~®I(IDS: Intrusion Detection System), 73t %! ZANDPI: Deep Packet Inspection), o= 7Ao]
7IAAd 2 Ao (AVC: Application Visibility and Control), WIEYA ulolz]x 2 o 3= 2709, A

2 (sandbox), "lolE] =4 2] (DLP: Data Loss Prevention), #AF AH]x A¥-(DDoS: Distribute Denial of
Service) 3F(mitigation), <% AlF HOH(TLS: Transport Layer Security) XEA], QFE]ZAF3F(Anti-

Spoofing) &°| ¥ 4 A},

12 oof

=

w ool o AAed] mE NSFE 4R A F ol shtE PEW F glom, T Bl NSzt ol g
S ook EE, BAF e N BeE pEE SE vk £, B o0y wE NP 34w 64 3 of
= sht ol4o] APHo] AL FE At

o|slo| A= I2NSF A|2=8le] o}7|elx /2 ded U I2NSF Al=¥le] 7 AXWAEZ uste] Mdygsit;. m3h
o] A I2NSF7} SDN(Software-Defined Networking) & NFV(Network Functions Virtualization) &7|A 7<%
2 dly H¥AQ gy oR Hol Ve FEHse AL &0l WA, NFSEY 7les ATE ¢ A= HA

A Al 2F(constraint)s F3HA sh=AE At

g EE 7 HES A A B #E Alz2E) 7 ofE I2NSF 7])Ee] oW
f5jojof =R E I2NFS AlZz=®lof] &e]7] 93¢k % QlEFHo|2~E g3k}, [2NSF A|2=H& o el

25 Aolgl Egi¥ el F&(behavior)S EUEHE L Aojdtr] 3 HeE FHEL AERA <148 £ g},
I2NSF ZH A= =3 AFEA7F Aoleh #e] Z=dle o) aA¥¥a #e¥= S5-7|9H(flow-based) X
o 7158 BUHHS] 98 2F AEF o) ~E AT},

=18 B outg o] o Aade] whE [2NSF(Interface to Network Security Functions) AlZ=E1S o Al 3T},

= 18 Fx3H, I2NSF Al =ElE [ONSF AF8RM(user), WEYA 9 8] Al=®l(Network Operator
Management System), 7H¥=} #e] A]~®l(Developer's Management System) Z/Hi= Zo|% 3d}1}e] NSF(Network
Security Function)& 3¥3}shc}.

I2NSF AF&AFE= I2NSF &B|=-2ZA ¢1E]#| o] ~(12NSF Consumer-Facing Interface)Z E3] WEYI 9 3¢
Al2~"3 BEXgCE, YEYT 2o B AJAEe [2NSF NSF-ZH <lEj# o] ~(12NSF NSF-Facing Interface)Z

=3 NSF(E)d B8k, Azl e AJ28le [ONSF 5= QB H o]~ (12NSF Registration Interface)S %
3 HENA &9 #E] Al=ga §AIgh. olstell A= 12NSF Al=®le] 72 HEVE(INSF AXVE) 9 7 2l
E] o] 2 (I2NSF QlE| #Ho] ) o) Mg siry,

[2NSF A}-8-2}p

I2NSF AFE2F= Th2 I2NSF AXAE(AQAY, WEYT o T Alzag)olA AR (AW, NSFe HA)E 2
AstAY /s thE I2NSF HEYE(GAY, iz 3 Alzgh)e] o3 AlFHE B AujA(d7d), ]

EQA HoF MH|A)E AFESHE INSF HEWEo|Y, o & EW, I2NSF AM8AtE oWEo] MEYT #E] Alx
g 714 EYA 3R Aay, g2 YEYT el #ext 5L 4 Atk I2NSF AFEAH= 12NSF Z-efo] o

ez 4349 4 ek

ol gk I2NSF AM&A AEVEC sl 9hs Falshes S I2NSF &njAs A3d 4 vk, I2NSF Z&H|=t
o 2=, ¥4 717 (time span) & HH O 5 HEo] 7|xdte] 5FS &, FE-AlgH(rate-limit), ®
= AFs7] g8 Add@e] WES A(underlay network)ell T8 o=2 49 Aa7t e s o HMELA &
ZF(video—conference network manager), 574 Z&ol td 54 I12NSF A RS Al (enforce)dt?] 18l A=}
HEAIES 248 Zert e 719 UEYa A AH(Enterprise network administrators) = g A|xH]
(management systems), 54 Zx79 ME9 dxete 555 Adsty] A3 Aol HMEHI 84S AFst

o

jaltd)

ofx
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= ToT &2 A ~¥(IoT management system)o] E&= 4 v},

I2NSF AF8A= A9 gl (high-level) HQF A A (security policy) S A4 2 wixs 4 v, FA-o=z A
Wb, I2NSF AR&AbE vhkek ofo A l(malicious) TALERE UEYA EfF(traffic)s He3l7] 93}
o] YEYT HQF AMH]X(network security service)E o]€ a7l ul. o] HF MH|AE Q35
sk, I2NSF A&-2b= zRgle] dabe Bl Aujzd digh 49 @8 Bk AAE A vEYT 9

7 A"l o 4 & g,

=

st A9 dE Wl AAS FHlske BAdA, I2NSF AFEAbE 2 NSF(E)E e Wl Anjs e Bt
A g2 A (security policy rule configuration)S A& 37
HokA &S 4 At

B, IONSF AREAbE UEY A &9 e Al2glol oal 71324l (underlying) NSF(&) Wolld 24 ¥ = Het
o|WE(E)(security event)E TA b S Hol oHlE(E)S EXsto=H, I2NSF AF&-A+= A
2 A4S AEsta, A2 T4 gk A9l B HeE AAS A oE(EE AT 4 olt).
Asd

]
oo} o], INSF AH&AbE mek AAL Ao,

do
ol
L
fo
U
o, M
rlr
=
w2
=
il
©
ful
jincs
=2
=
ol
L
Roox

¢

Ho

VEHST 9 vy A ~H)

YEHZ 94 @ Aege B A, 2YE"E 2 g $845 A% FF-(collection) 2 wiE

(distribution) A" (point)e] HI¢E FYP3t= AEXTE|TE. 4 El

HAEZ# (Security Controller)dll aFstAY, T HOF HEEHE ¥t HAEW

EQa 9 el A" UENA &3l o #EE & 3
o

= H HEED)Y F83 9% F b= INSF AFEAEFEH A9 HE B
o} 2] A NSF(E)S 93t 819 @@ (low-level) X HA Fxo2 MY (translate)s}
= Aolth. VEYZ 9 B Al&vl(Er He EZP)L 9] ¥ Hol FAS [2NSF AMEAZEE F4l
g =, A IONSF AREAfel o] 87-EE AAE AlPsy] ste] 87'E= NSF(E)9 BSls 2AE
)2 875He 74 NSF(E)S 9% sk g (low-

1=
level) Bt AAS AAET & vk, 2, UESAA 9 ¥ A2F(Es B AEEH)= A4dd &9

N

g e A2"(Ee Hol AEER)S I2NSF Al=H W #5 F9 NSF(E)S EYEHEA,

5t kst AR (dE 5o, WEYA dAM2(access) BH F A Z=(workload) FEH] )&
S UEYA 9 T AlaE(EE BHol AEEY)S Mt #E] AlaHe] =82 o}

NSF Q12~®lxe] F2A9 A life-cycle) #e]S 538l NSF ¢1~®~(instance)2] F(pool)S T o= 3y

= Pt
g 4 Q.

NSF

f

NSF&= Het #d AU 2E ATt =

NSF(dlZdd], Wels)= 349 #d B

olg AdsiAY &3d 4 9tk o]
[e)

=
(confidentiality)o] &= 4 o},

At ghe] Al

A} HE AAgS T2 INSF HAEZRYUE(AAY, UEHT &9 &8 AxghHoz AHu(Ad, NSFe A

, = H ARla(dAdd, WEHA Bk MR[2)E AlFshE [NSF HExdEo|tt, itz
2 Wy #e] Al2®l(Vendor's Management System) o 2 A& X Qlt}. o3t 7dx} #a] A~
J&S 43 A 12NSF A2HAF(producer) 2 X H = 4= ),

MEAp Ae] A2'e WEAT SRl NSF(E)& Algsks AI3AH(third-party) ®.¢F #lgjol fsf vejd
b wle el veo) A ] AAs(E)e] AT 4 Y.

H
IONSF ZeH|2-2d QIEjs| o] A (behs], -2 Qe # o] 2(CF1))

CFI I2NSF ARgAbe} MEH A & whe] A28 Aleloll 9jX|ak=, AR&AES] I2NSF Al =Bl o o] QlE|H o] 0]
o olgHA AAlE o RA, I2NSF Al&=Fl2 5k9](underlying) NSF(E)e] g W8S =7]1aL, AR&AlAl NSF
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[0073]

[0074]
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[0076]
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(5)9] FAAl A ZH(abstract view) "2 #l&sk <= 9},

2glo] Aot ARgA7E #El =Hl Ue] 54 sE(flow)ol] digh Het AAE Ao,
St 4= Al sH7] S8 AREE S Atk I2NSF AREAbel o] A E A4S e Bk A (EE
o] C(FIE &3 MEHR &4 #Ag A=¥lo=z dAdd 4 v}, T3k NSF(E)ol 9 Bt Fr
28 MEYA 9 #e] AAgoziE [NSF AFEAR Ad=E 4= gl

C
[2NSF NSF-#] Q1Ej s o] A (FFek3], NSF-21w e H o] ~(NF1))

NFI= UEYA &9 #e] AAF(Es B AEEL]) 3 NSF(E) Aleldll $1A8k= 1B # o] 2 0]

23
an}
il

NFI9] F23F 54L& NSF(E)ZFE Hek e 7|HE Eol(decouple) oz vhekst Wt £F4
NSF(E)S Alolata #H3h7] Ag estd AHIo)~E AFatr] fskeltt. NFI& NSF(E)9 A%
Eol, WY, 3 <A (form factor) &) =HeAh. wabA], Bl & F3& NSFoll Al A3 of, LﬂE
9 Y A2"E Ay 54T xpo] W/h= NSFO] #F #E (form factor)E 1LeE|E a7t glk. o] N
Bl o] kel NSFell o8] A|&E= 35-7]9k(flow-based) BeF AAS A Asu ZUEH37] 93] A}%%
o, d& E9, HIES%B 9 By A|2EE I2NSF AF&Abe] &3 9] o EOP H% Al&atr] $13
E-7|9k(flow-based) H<F A& NFI A o] ~E F3l, 2 i%— |9F NSFell Al Ak = Qlth. oJ7]A,
-7]9k NSFi= Hol EX % Zskatr] s Ao MEe] wE YE i%% 7“}0}% NSFolt}. o]efgh
=7]qE NSFell 9]¢t E5-7|0F Bk Fale AR f3lEe] 7 AAE Z2 A 2o upeh 7lel o
Aol 1= AL ofngty. SE-7]9 NSFeoll ot IEjso] 2= oh3-3) ZE o] —Er% T AUt

- NSF €9 % #g] QA H o] 2~(NSF Operational and Administrative Interface): NSF9] £ 4
317] $18 I2NSF #2] Alz=Hlo] 93] AlS-H= AdE I~ &, o] Ao I EIh

R
op

%%rlrjzéﬁ

of
o
£

fotr

Off
> ol

i

L
p

)

R,
e

(&
Fu
I

Lé

-

gi
TN

Ml Q@ off &

J
s

S ¥3Erh. INSF A e Ay WA ow o] SEHol~ 1EFS WASE A HHS U
Za Aol @ INSF ATUES 150] &4l 2 ZAlsls Egulo 28 =How Aolsk Pgst
o, I2NSF =% (effort)®] tii-o] o] QlEFHo]x o AF¥u},

- ZYHY B o]~ (Monitoring Interface): skt o]4e] Aeje NSFRFE RUEY HBE I587] 9
ol IoNSF kel Al ofaf ARgs= QlE#ol~ i o Aol A Tage] 7 IEFH o)A T Ei=
EE 7wk QIEHol A~ 5= Qlth. & Abele] Aol Fg] Yk CIEH ol A JRE G5357] fle] I2NSF
2] Alzgle] o) AR, ol whste] BEE VIub QIEFo] = AHE AlwEy] s NSkl o A
= Zlelth. o] AEdels aFe) e EF SYSLOG B DOTSe 2 thE TaEZ s Aod & ot
I2NSF #he] A|2g)e gue] $4lo) 7128t skt o] F&H(action)& HT 5 vk, o= I2NSF A3 713
ol ela) A= oloF fArt. o] Eso]x IF2 NSFe &9 AHE WA &=

32
N
£

LI
m{m

29,

o], NFI&= ZE-719F djevpd & ALg3te] dE 4= ltd. &2-7)9F NSFY] 3% EA(common trait)<
Ad=(dAY, du/dolzx) B/ AEAE(GAY, A4 A 2 <5 Aol 7%t
5= Aolt)k, o] EAL [INSF Al AHlo] =218 Aoy 93+ & FA 3 (requirement) & dutolt),
2l }&
F4 3 (abstraction)= NSF 5% (feature)S NSF Alz=gle] o3 WY EF
QA FET 2EER, AEzE iy B 7)sd 58291 NSFoll ofE o]y
A €.

I2NSF 55 Qe #o]~(tds], 55 Qe o]~ (RI))

R
W o
o e
m

£
P

o,

>~

ShA, [2NSF #e] Al&agle Foi%l

3 dow girt. uwekA], o

(bulldlng block) .2 HF4E +
= ek 715 AREA A

NSFo] B= 7lsEs AHEE Zart glon, BE A 7hed NSFEs

RIE MEQS ¢9 wel A28 2 Awa 2 A28 Abolo] Ax15hs QlEiso] 2ol Aold M o
AFHE NS Aold 52 (capability) 7Hd 4 ATk, mekd, Aold Wlel o8] AFHE ol H3
HOF 5L o gett ZEALE ABSHY] 98, WHsk 15 NSF A5 Aelah] A% e Aol
28 74 Bark 9. oled W B Al INF 5% AR ARDE AR & vk,

NSFe] 582 wg] FAHAY E= INSF 55 Edol~E Fi 402 HAd & v},

= =
=EHE MEE 7ol NSF —rﬂﬂﬂr . 4 Sl=(interested) ¥l B Alo] dEEZ 2RSS & F U=
=, 2 AEE 7159 9ol o] RIE &3l I2NSF X 2Eg] (registry)ell 552 Za7F At
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Lo2E B owygol thE Axjde] wE [2NSF A|2Ele] ol el E oAgth, = 2] [2NSF Al AES L 19

[2NSF Al2=glo] H]sle] I2NSF AFEAF 9 WES A & #g Al=Hle] A48 o FAHSZ Uehit. & 29

Ay E 1A des 497 sEE A At

= 25 xspd, IZNSF Al 2=ElS ToNSF ARg-2F, ®ob #he] Al ~¥l(Security Management System), & NSF €12

Y (instances) Al EFIITE. I2NSF AFE-AF A5 ol & Aol d 22 (Application Logic), A& Jdlo]

B (Policy Updater), @ o|HlE <F7](Event Collector)S AZXTEZA E33lt}. Hob A A|2E AFLS
l

Het AEEY ¥ /A B A2=gS xFst. Bt e A|~E
(Security policy manager) % NSF 7] 2] AH(NSF capability manager)S HEJEZAM ¥ 30},

Az HOF AEE¢E= BOF A Az}t

v Al ==

[2NSF AREAL AT A A-AW I o]~E Fal Bt #e] A2 ATy At o & 59, I2NSF A

|2 AT A ddlely B oWIE 7| AvA-AW QIFFo]~E Fal B wE] A|2d AT Bt
AEZe) e} BT, w£d Bl #hE] Al AEFS NSF-HH QE#Ho] A2 Ea] NSF Q=8 AZ3 B4
. d2 59, B ¥ AlxE A wol AEZeE NSF-F W QlEHo]AE Ha NSF QlAEA Ao
NSF QIZ=®|~(5)3 FAalstth, wek, Hetb ] Alzwl Ao Midat @] Alagle 55 Qg o]~ &3

% 20 INSF ARSAL A%, ek whe] Axaw AFe mer ARz AEUE, wok pel Axw Aol AU
B AAE AEUE W NF AAEA AZE 27 % 19 [NF SR AEUE, dEAD 9 el 4w
AXAE ) /Mdar #e Al2~" AXdE 9 NSF AEXJES digHch. g, & 29 AH|[ =AW e H o],
NSP-HW QlEFol s B BE ol At & 19 2 A-AW ol NSF-HT cAEels 2 55 g
Aol el hgHT, olstlM, 2t AFel EaE A Aold FEUEE diste] Ayt

AEdt AAH, INSF AHEAF AT tS 3 e HEXPEES xEsig: ofZEAlo]ld =2 (Application
Loglc) A2 ddlo]E (Policy Updater), ® o]HlE $37](Event Collector). Zz}e] 93 9 F2HS A3t

ofZ Aol 22 A9 # Hel AL A HEGEC|L. olF 93], oZYAleld =& oE
FRAZIZEE A9 wd S duolE(EE )] g oMEE FAlsta, FE oMEC 7]xs)hd]
9] W S Julo]E(EE ). oo Fel, AR w AAS He AEEYE wxsty] fs 4
ddlelH = Bt & A8 BAS JuolE(EE A4St A, oWlE F7IE Hb #1719
HUZ oWlEE Falsta, 35S oZgAlold 240w wulth, o] g=we) 7]xate], oZgAlold 24
49 G wob S ol E(EE AT & 9l

T 20 M =, olEgAleld 24, A qulolg] W oMlE FHVE 77t HEe] PSR EAstA gloy, &
g o] olo] AT A eFETh ThA maﬁ 77e = ARl HEAERA, I2NSF Al2="lof| 4] &t L% 9
AXVER #4849 & 9t} o9& , & 13 o] Tl I2NSF ARt AXHE o8 FdE 5 Ut

q5, Bl #E] Az AT B AEEHE e 279 HEVEE ¥t B A #ext
(Security policy manager) % NSF &3 #2]AH(NSF capability manager). Ztz}e] o9& 2 Fz+8 dyshd o}

NQE AW el (FIE 5o 47 ddole=te 49 dw 48 £k, of 4AL e &9 49 4
Moz PRF & Ak, of 9 AW AL NF 5 weldel SHE Fo{7l NSF T pAAY, £, 1

¢t AA A= o] AAS NFIE T3 NSF(E)2 Agd 5 Ut

NSF 58 #ExtE Fol2 NSF T3 daHEE 519 g "AAS WA &, /At Bdg AJ2" o8 %
25 NSFo] HES A, 1AL mol A pajxiel 283 4 gtk RS NSFrF 52E HHU]—\:]— -
9 BAE 55 AusolsaE Fol N 5 B w wloldel NFel J)%/5HE SRGES A
Bel AsRl 84T F AT A B AAEEe ARE NF S N B BedE SEl A
uek $ Azwe) e RE 5

= polA, BQF 43 BA % NF 5 wpelAE 47 e pHoz wAsu glou, ¥ uy
@AEA ek ol e, 47 =Y FEAERA, INSF AxHeA shtel AXVER FR9 R
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ATt

NSF 912~E1~(NSF Instances)

T 20 EAE AXF, NSF QIABlA ASS NSFES E3s, oju), BE NSFES ©] NSF Q1A A AlZ ¢
Aok, @1, A9 U AAS 59w Aoz HAZ Fo, Beb AH HAEAE NFIE B3 ZHE NSF
2 -

()R A3t} o] A$, NSFE Al &9 28 Heot Ao 7]xsle] oozl MEYa EHIE 7 s

i, ol AEEAY ekskE 4 Q).

olslell A= I2NSFell tist gx 2 dlojg R ujsle] Aty 53], I2NSF A=l U] &5 Qe Fo] 29

st 4R 2 oy EU(YANG dHlolH Rd)S duysicy, & Wgo] AAjde m2w, [2NSF 55 QIE o]

& 33 a3t Bt T whEk NSF A, Qlxdxst 9 558 X9 4 vk

olE H3l WA, Ar mey} doly EEe 7| Jdel diste] AT st

Z1RAog Ar wd 9 golg Rae YEJT B oA Te] A (managed object)E Aoldtr] $&] A&
T AT FH

=] &= AlF-ALe(overlapped details)dl® E3ta, FH 2d 2 golg Rde YELT g
oAl Felst EAd(character)<S 7FXITE.

RE ZREZ Y P ARAGE FACk @t olel szt

=
2o WY 5 Ao olAY Aw wde =z
°] 0

S
12
)

|
>
o
N
)
=
o
o
Z.
D
(@]
—t

|
(@}
=
D
=
—t
D
o,
—
(@)
@]
=
jn]
Q0
=
D
N~—
o

dtx oz doly 2 1 a9 ¥ (lower level)o] FA32E Aol=m, Be(many) HF-AFS A|F3hc).
dolgl nele 33y 2 ZREFo A%(specification), AW, #Hy AANZS &9 ¥ ZEEF ¢

iy

el A
(construc)® w|she Mg Aushs FHol W ARG ATV A9Y RUe e o
A 5 97] Wl dFultiple) Hlold mdo] wel 4n muyE 3 5 gtk Holy mUe NSF

RIZH 2 S5k NSF QI=H 2] 54 1 7] o] A8zt

olglo| A=, HeF HAEET(Security Controller)9} 70z} #2] Al~®l(Developer's Management System)?ZF
I2NSF &5 QIEj#o] 2~ digh dr RS Hdigict.

o] 73 NSF QIAElAE dukd o= [oNSF 29l 9130 &A1), o] gk NSF I2' e A2 T8 Bt
7158 7M7) wWEddl, 7o) NSF o1ABlAol Hel 75o] AAE o]F Hol AEFHY 553
Fosich, T, "aA AR HeF 75 NSFE QIaulss) dof itk oE &
A2 HeE 8 AVERE F537] 98l F71 Het 7)ol Qs Ay, Het A

A= NSFE Q1a'lxsg) shes sl de] Al=del] 843 4= glojof g},

I
fi
o
.
Y,
o

rl
5

i
v
s
ins
fo
%
f
r2
N
ofr
9

S

B oo, Bad nol e mel NP P4, AsEzs R 55 A9

= HEZ 29 7=t
Ze] A 2EIZES] I2NSF 5= Qe Ho] 20 thek AE 2El 9 YANG "oy RS A¢hstl. w3k E wkmol A
=, Ay RdS ALEsle] 55 JAHHo|AE T Hot AEEH} /R #E] AlaHeA Sy dAAE
A ekstr}
w3 B dgo s, 5= QEIo|AS B Holk AESE 9 s wE] A|2Ee] o8] FIHE 5 AR
zdo] 7ukst "AA}FE A<t}
71E9] 12NSF 55 ClEyo]AEs Hol AEEZH AMEZE NSF JAHAE 55E AFo 3slo] AFEE AT
ol B oamo = G a3k 49 NSF ¢lxBl 23 (instantiation)/ S )28 A3k (deinstantiation) S *Ys}7]
Y3 2 FE&xE FAstn VTS Hste] 5F CEHH o AE T usFHo o st AHE Aorsity, I, R
do M=, &5 A He]~e] H9- NSF 58 AFR(S, NSFo| 58)S P&3]3te] I2NSF 2y g9z 74 8
271 5EEL AEE ZFstd WAeRE wEE 4 glojof g7 wmel, olE fg NSF AH &S Ao},
E g Ao A, YEYA HF 75 (NSF: Network Security Function)2 <F41%E 7ol 54 AHYE Fdsle=
7eS Lotth. NSFe Z2EFE A" st AS(dE & HWESNFT AS e U /MWd A|2813 4S
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[0108]

[0109]

[0110]

[0112]

[0113]

[0114]

[0115]

[0116]

[0117]

[0118]
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Z<4:(0SI: Open Systems Interconnection) AlZ)olA ZHEg 4= 9lt}.

Lk, 2 @A oA, NSF(EE WEYA HF MH|2 7]5)2, d& 5o, Wiy, A Wx Al=w/xdq &
A A|2<®N(IPS: Intrusion Prevention System/IDS: Intrusion Detection System), W =% ZHAHDPI: Deep
Packet Inspection), ©]Z&|7Ao]A 7FA1A 9 A|oJ(AVC: Application Visibility and Control), WEH A u}o]
g 2 ool FHAM(malware scanning), M= H¥rX(sandbox), ®lo]E] £ WX (DLP: Data Loss
Prevention)), TlX=2(DDoS: Distributed Denial of Service) ©3}(mitigation) % A% AF HOH(TLS:

Transport Layer Security) ZZA](proxy)e} #e AU AE vehd(EE AFE) & o).

3 B maAoA, aF HAA/ZF X (Advanced Inspection/Action) NSF ZlW <QlE]#Ho] 2] thdt [2NSF FH
A vk R, 1]l 7)ol A AAF ARl vdtete] F7F AAME 98 thE Bt Vs SEEE UE
T Ut

, 2 @AM A, NSF 53 HR(Es= NSF Z23d)E AdE NSF AdAa'lxe] HAA 8 535 Yepdo,
o] NSF Qlz=® 2= Aol AlFshe HF MHl2 33 gihr 8§58 55 AA4ste XA NSF 58 JERE

o}

R n
o

& A
o

Lk, 2 wHAAdA, dolH EEE doly A4, dolE Ao <o, A <dof, FE Qdo] E ZIEF
o] &3l= A2 o7 F7 (environment)ol ek TA Jidel ¥HS w3k,

wek, B A eA, AR HEe doly AXgA, oy Ao <o, HF Ao, 78 Ao Y TREZI =
A el = Ao st B Mde FdS D).

2 o] A AAdeA, Bt AEZH e} Ada ] A|28TE 55 QIEF]AE F3 NSF JAHAE TF
sk Qlth, =, Al2=Ee] BHoOF 95 Algle] whet NSF7F 28E 4 Qlu. HeF AEETE ZQa%h NSF A~
o 5ES 2H3tL, MIA T A|LHS NSF AA"HAE WA/ 5ESL 55 AEHHIAE B3 Ho HEE
ol &E 4= Q). ofge] EHS HFxslo] A,

T 32 2 dyo] HABH = HAAGEA, 55 QAT AE T NSF JAHAE 553 WHE Uil &
Fojt),

L= 33 FH=xd

W, Hol ABEE#+= Qd2vl~d(instantiation) &% HAIXE A} @] AlAvlo g2 dE3lit
il

(S301). ek AEE @ Au pel AU b = 204 AW INF Zel 93] $4 e4E
Sk,

uek AESURYE Q2Uss 04 WAAE FASE, AR v A2NES 93 we NSl e NSF 9l
SH2E YT 5 AT AE Sol, S301 wAC 94, et AESYE @A AsgdA Bad 5HE A
(35, NSF 5% Au mi NSF ZEshel) mi 54 NP A¥e 948 5 ek, 2oy, wet AESUE 9
4 YuE TP Q28 83 NS ATA B ASPoR A5 + Advh AR we Asd
e SN ARE AN e golo] 712e NsFeh AA T, Y] $AE Auet AA s NF Q2EsE 4
4% 5 Aot

EE, HOF AEED e AQladast 9 vAAE JiEAr vl Alagow ASS

B |k NSF Q) ~El A

.

4
Av)
12
rO
>
il
[>
o
fo
o
2
X
]
4
r
P,L
2
N
i)
X
e
L)
>
|

DY\"

o
=)
>
Ry
il
F
=
i)
B
)
i)
>
[>
et

[ez] =

= =
A AAAE FAE Ak o] A%, met AESHE #Y
2 +

SEM AAD
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R, AAelolA, AR B NSRS NF A2EAE EET 4 A, pAdeR, Axue) uek
Al mek Q¥ NSETE /lEAoE 87d & k. o A%, AN wel Axue nek AESY 2F ¢l
o olel¥ 71 NSF Q1=WIAE AHET & Ak WA we AsHe NSF ASRAES AT T, 55 Y
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Fol A g Alzdel ayste] WaT NF AsWAE AT 5 Aok
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| Ed S 9tk NSF l=®lzvh INSF Z#9) 3o 558 ol F,
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mazule] 4u mue el

TFAHOR, ¥ 4% FEAW, 55 Aeolse A BEE Ais v AN RE(EE 9 wd) 9/
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T 5% Fzshd, IoNSF Zd 939 Bt HEEHE
iation/Re-instantiation) &% /T Ao~

s, HeF AEEHE gk A Mda #E Al 2gle)] IA'E A/ A-QIAH 35 83 A
% 3/ A-A 2" 23l @3 WAX= NSF 58 ARE 33 4+ o).

B A2Ee NSF 58 o] 7]xate] #Y NF JawsE A4

6 M ZE NSF 2Bl ~E 5535)17] '?’]5}04 Hol HEE =
(= NSF 55 wiAA], NSF 2’2 55 vAz)E AF(Es 44T 5 9 olw, 47l TF wAA=
NSF &2 A X (Capability Information), NSF MAl~ A H (Access Informatlon) 2 NSF 998k 7]9k ACL(Access
Control List) % Aol& shvts X 5 3l

i
i
2

NSF 58 AR A2 NSF dx'zo] HAL 585 vepdny. 18a, NSF dAl~ JHe v 74 849
MZE Qlatzdd g MENA 23S 7Festdl ate ARE dERdt. NSF 93 78k ACL AEE <lEE
(entity)ell -olgl «&hol] whe} NSFoll gk EE S 81884 e AF-EA Z2A35H7] skl NSFo] oA
2~ AAg Ak, NSF 58 AX, NSF A~ AHr, NSF 93 7]k ACL AHe] MF HH Bde A3 &
el

d9 e 5%

22 o]% [2NSF & Qe H o]~ (capability interface)™= MF5A =% NSF SIAElAE
Alojstal HUE .

@ 5 oo

o [k

NSF A2~ A H (Access Information)

NSF MAj2~ R E= NSFeF F41S F=d8t7] sty 875+ ARE e, £ 2o o HAA[oddA], NSF
A2~ A X = IPv4(Internet Protocol version 4) F4~(address), IPv6(Internet Protocol version 6) T4,
¥ E W3 (port number) L/EE X PHE AE TFZEF(transport protocol)S FE3HE 4 i},

A7IM AYHE AF 22EZ2, dF 59, 7 & (Virtual Extensible) LAN(VXLAN), VXLANE 9%k dwt
2 E3E  3A(VXLAN-GPE(Generic  Protocol Extension)), <%t A=  7M<%<3(GRE: Generic Route

Encapsulation), ©]tYl(Ethernet) 5 %3+ 4= ).
NSF oAz Amis AubAel Al<E(EE NSF QlaEls gaE) el NSF laElse] Au(EE 1 A
)& ERATE NSF A2 s 54 NSF darlag Alshs d Abgd 5 gl

NSF &# A M (Capability Information)(HE+= NSF 91 ~H 9]

olr

2)

T 78 2 e o AAde] wE, NSF Z2adS drlshs ol

T 75 #E3IH, NSF d2'20] AL 58S YERYE NSF Z2 9 (E= NSF 58 JE)S vheFsk NSF <l

[>
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B1~9] 528 A (capability object)ES E3at 4= i},

?iﬂﬂ o7 NSF ZTE23d(XEE NSF 58 24A4)e UEYA Wt T8 (Network-Security Capabilities), ZAEl
E Bl T3 (Content-Security Capabilities), &2 3} 52 (Attack Mitigation Capabilities) ¥ HXEW
=% (performance capabilities) & A% s xs+d 4 ),

o714, UEHZ Hel 582 v Aoy B S AMESte] WES A EES AAsta AEsis e8S
yUelich, Adlx Hol 538 ojZg]Alo]A(application) dolojolAd HEFHE EdY &S E43s 58S
Yebdd, E=gk, 34 ¢t T8 gt f89 MEYA 4SS @X st ¢sksteE 8-S Yehdnh
HEHA 583 98 7|k ACLS o slollA] AHAl3] A i),
HEHA S8 (Performance Capabilities)
E 88 E wo] o AAde] wE HEHA S (Performance Capabilities) R Z /A o2 YJehgE =
ol )
8 FxsH, Hxdx (s 3 538) dRe A (Processing) F/HE+E t)9Z(Bandwidth) = (%
AE)E E3E = . A7|A, HEAA 58 ABE NSFY 28] 53 (processing capability)S YERA

_\L E e

XAx~ T8 AHHEE NSF7E d@A @dee AdF(workload) ) dd FRe] BlWE T8 NSF/ AGA
(congestion) FEINA] ARE A= o AHEE F vk, =3, HAXHA 58 GH= NSFollA] o]& 7ls3
SEHY 22 A7 §39 A9 o] & Thegk s A= W AMEE & AT

wg, M@ FE= NSFO ARE 7bedt AE 5 (processing power)E UERHATE. thES o} mifc
(outbound), {1¥FEE(inbound)e] -+ 7FA 5o AME 7hsdt U E A ol digh ARE Vepdn. Az gr
D gHGE GRE Bt HEEH A g NSFo| JIAvIA(EE QI~vAs) 8 4d 284 & ).

B AN AjteE T 5 dEHolAE AAE ARz AR B AIRRS Aojd & 9lew, AEi(status)oll

&8t 7]¥k ACL(Role-based Access Control List)

T 7]9 AL AnE AEE|(entity)o] Fol® ojae] meh NsFel te AEE] RS 8
4317 Siste] NSFel Az AAL AR F vk, 77 NP
249 8884 wE Avdx 24T & .

W 12
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of ] g}

- ol =5 olF Hel &= 71E FollA, "' AEA mEE oujstal, "= YAE Bl/EE X gRE

(leaf-list)& <Ju|st},
- B35+ A9 (choice) ¥ Aol =E(case node)E Fom, Alolx s FE ("")oE FAHT].

- SR )E BAEA G2 AR Ege] &S YEriT
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BRIl #e o AE(Ee A, AH)E I 7 SAh & AACelA, INSF AJRRlE B 1 B
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L 9A =3 WA = 10014 e gl ofs) A &

ARst olgzte] $AE E 110 EAH 8 .
1 1y FuE A9 AL g,

5= 2% (Registration Request)

122 & 2He AAde e T5 23] 49 W YANG tloly REs oirldhs =
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NSF A2~ A W (Access Information)

L 156% # dgo] Ao wE NSF A2 gro] A9 HHE YANG dHlolE EEE dAshe EHo|t),

2 o] AAjdeA, ded & 12 2 = 139 NSF M~ R B=(FEes A4, dRB)= = 1590 =AlE 8
o} o] g&3d F A EE NSF A A AR Fe= NSF F4 do(re Az, AR), NSF TE F4
do(Ee A4, Ar)E £33 4= v}

B Ao A, I2NSF A 2Ee = 1 mE = 2004 A3k [2NSF A 2B of7|elA & zlt=t)h, w3k, & 159
ZAIE YANG dlole] Ede] ¥ste AA/HEE/AHRe) o]53ke] #Al= = 159 EAlE UE E/EE 9 =3
WA = 100014 A Lo 93] AmE 4 ok, = 1 WA = 1004 ALst dny 2Ey Ao s}
LEE gith

T 162 & el AAlde] mE NSF HEH2 T8 A9 dd YANG dlolH BEdS& drstes Z=Holr),
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10014 29 g ola) 49E 4 Atk ® 1WA % 1004 FEF A9 FhE A9e Aees @
o

5% Qe ol dlolE mHle] XML 9 o

%198 2 we) AAdel e 55 dE oz m XL 9L 6Nk weelt)

® 198 FxsE, 55 AHe]~E F8) VoIP/VoLIE B3t 538 Agsle] IDS NSFE 558 4 k. 4%
St 55 HH)AE A%t A (configuration) XML = 199 TA]E ule} o

& Aol A, INSF AlAEE 1 s I 204 AEdh INSF Al AEe] op|EiAE 2t B, K199
A VNG REO TPE AA/AE/ et o5 WAL E 19 BAE g B/EE I E 3 A
10014 e g olal AdE 4 Atk = 1WA = 1004 gEY AYa FuE AYe Aes @
=t

® 20 B wge] o AAde] 0E JEADL FAe) BH FYEE QAR MEAD AL FE 1
A2 Wok $e] Azg)ol SFEAL, 1N Al ol e A ek 1N Az ol
g PA) zE YL INF, wot AESH, ANA el A28, NF Fol £3E F vk

= 202 Fx3H, UEYa AX(2000)+= EZ2ZA A (processor, 2010), wXEZ](memory, 2020) Z EA BE
(communication module, 2030)<& 33tshc}.

IR2AA(2010)= kA = 1 WA T 19914 AtE 7%, FA P/ S st o R2e(2020)E T2
A4 (2010)9F AT o], ZZAMA(2010)5 T-537] A3 vt FRE ATt T4l BE(2030) ZZAA
(2010) ¢} A2, F/FA AEE F4

s
H
s
+r
2
ot
i)

MEel (20200 TEAA(2010) W EE GRo] 98 5 ga, F Geld R FUOR T2 AIA(2010)%
SEEIEIRIES

AN APE AANEES B owe] TR ENR P50 &4 FUE AT Aot 4 THLL: wE
S4e el WAA AFe g @ dude Aow weHole drh. 7 TARAE T AL te TAL
A 540 AREA e FHE A48 5 k. Bd, AF FHLAE L/EE 545 Agse] ¥ 9
o ANE TR AR bssh. B oage] ANdEd 45HE B4E £t WEE + Ao o
Arele] QR Aot B e Addd] EgE £ Qu, = B A9 dgshs P4 w543
wAE F ek SHPTAANA BAHA 9 WA} QA @e FTFES AWse] AN FAHAL
9 ¥ wgel oe) Awe Frgon A + AL AW

B oage] me AAdE B FE, AF Fol, sudel, Aol (firmare), ATEI ] £ IAEY 2
T 5ol oa) TAE + vk ssdolel % TAS A, B wgel A ANeE sht mE 1 o]y

ASICs(application specific integrated circuits), DSPs(digital signal processors), DSPDs(digital signal
processing devices), PLDs(programmable logic devices), FPGAs(field programmable gate arrays),
ZRZAA, ZEEY, vlolaR FEEY, vlolaR ZRAA T g3 FEE 5 AT

T, Y AZEgofd og Fd A, ¥ wdge A HArd= o)A AdYE % Eve 5FIES
FYste &, 42k, &7 59 FHE FEH, ¥d AFEH FEE 9o #5 7bed 7159 Ae 71E
2 7 dvk. o714, 71EHAE 223 W, doly 3, "oy X & WEoR ke Xyete 23
g g Ao ZFuAe VEHe T203 PEd 2 A g5l 53] dAHn FAE AEOIAY HF
B AZEo] gzt A A Ho AHE Jhes AL X vk, A7 JSWAE st= tad, 23 fx
a2 x7] "ol=zeol & x7] uhA (Magnetic Media), CD-ROM(Compact Disk Read Only Memory), DVD(Digital

R
Video Disk)9} #Z2 ¥ 7|5 wiA(Optical Media), ZFEIA tl2==(Floptical Disk)9} &2 Z7]-3 wjA
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TAE F don, I A% mriR ot

[0227] ob&e], & WHlo] W I e gt o] ZEAAME lojg M HAHT VeEN ZTRALE T
SIS ot WHo o3t FEE & Ut oE B 2Egt WEoRE, o 7d] JavaScriptyt ECMAScript W
W 5o 234E HEd e A HEoy A vhed 2= £ AFHE #5 Jhed wjAd A
= 7Iete] "ol 23 4 qivk. vyt & dde] wE FX = AW F(Server Farm)d o] WIEL I A
HAA FAE R FAE ¢ don, S8 W] AFY FAdA FHE = U

[0228] TS, B Uy wE AXo| gAEn W] wE WS Addgsie HFEH ZRa(Z2a9,
AZEJO, AZTEYS] ofZyAM, 2AHE F& Frgk dEd J)S #AIAYI HAAY A" oyt
ARA Ze A dolg xdete ZRaW Aol oud Pz A + o, 53y ZraHo
b BEE, AXJE, AERY 52 HAFH oA A&7l e e fFHS E2§ste oud PR
ANE & Avk. AFH Z2aHL g A =g g vEA] fj&she A ofyth, ZRIL 94 ¥ =
2a90 AFTHe 9Y Fd e, 2 b5 A5 A&ste dd(dAad, sht o] BE, a9 ZEIH
F& @z 9RE AFSE 9d) W, F& gE Za ooy HolHE Hfshs wde dR(dad, bt
A9 ol A el AHEE sy oo 23 HE) vo AE & Advk. HAFEH ZEIHES o] AbolE
of XA Ho AlolEo| HAAA Halvo] BAl UEYF o8 45 HAEE vF AFEHY s P
Y Aol AddH=s AME ¢ dvk

[0229] 2o 2oy A5A 5AS Hojux] v WY elA thE 4% FHE FAStE & e GEA
A AHath, webs, et dAE AWe BE HolA Al og M E|AE ol FHa dAIAHl FoR
aEojol gth. B ¥Ho] W= HFE Ao FElH Ml o HAEolof stal, 7 Wi A
Hel WelAe] BE WS 2 o] wejo xgHr)

[0230] oA, ded B owbge] uEAd Aajde, e BHS 9§ fAE Aew, FgAE ost HEwE 53
Aol JHAE 2 Ege] 71EE APE 2 71EA] M ddlA, add o2 dAdss A%, WE, oA
Ee F7F 5ol 7hed Aot

=3
EH]
[2NSF AIE X}
I2NSF A0 A== S| H Ol A
HERATR 29 | [2NF = CIEHI0IA JHEHAL
el AlAE - T el AlAE
[2NSF NSF-&TH QI H W0l A~
I I I |
NSF-1 SR NSF-m NSF-1 cee NSF-m
TN A 22 AIAEL A WA 22 AIAE B
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=k S ~ Tl 22 AlrE
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NSF s &= NSF M4 HE
{a) ib)
Ed6
NSF =2
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=2 2AH
HERA 2ot 5= HEHE 29t 53
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%2l (o=
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=99
g Jlgk AGL
HE-id 1 SE-id N
EHI10
Sg-id 1
o1t HE
g=-Etg pi H=-Et& pn S=-Etg di g=-ttg dn
EHII
moduie : ietf-iZ2nsf-regs-interface-model

+--YW regs-redq

| uses i2nsf-regs-req

+--¥w instance-rngnt-req

| uses i2nsf-instance-mgnt-reg

EHI12

Registration Reguest
+--rw iZ2nsf-regs-reg
+--rWw nst-capabiiity-information
| uses i2nsf-nsf-capabiiity-information
+--rw nst-access-intfo
| uses izZnsf-nsf-access-info
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EHI3

Instance Management Reguest
+--rw i2nsf-instance-mgnt-reqg
+--rw reg-level uintle
+--rw reg-id uinteé4
+--rw {reg-type}?
+--rw (lnstanciation-regquest)
+--rw in-nsf-capabklility-information
| uses i2nsf-nsf-capability-information
+--rw (deinstancliation-reguest)
+--rw Je-nsf-access-info

| uses i2nsf-nsf-access-info
+--rw (updating-request)
+--rw update-nsf-capability-information

I uses 12nsf-nsf-capablility-information
EH14

NSF Capability Information
+--Yw 12nsf-nsf-capabiiity-information
+--rYw iznsf-capability
| uses ietf-i2nsf-capability
+--rw performance-capabilicy
| uses iZnsf-nsf-performance-caps

EHI5

NSF Accesgs Information
+--rw 12nsf-nsf-access-info
+--rw nsf-address inet:ipvd-addrsass
+--rWw nsf-port-address inet:port-number

EWI6

NSEF Performance Capabliity

+--rw 12nsf-nsf-performance-caps
+--rw processing

| +--TwW processing-average uintls
| +--I'W processing-peak uintle
+--rw bandwidth

| +--rw outbound

| |  +--rw outbound-average uinti
| |  +--rw cutbound-peak uintleé

| +--rw lnbound

| |  +--rw inbound-average uintlé
| | +--rw inbound-peak uintie
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EHI17

Role-Based ACL
+--Yw role-based-acl
uses istf-netmod-acl-medel

EH18a

<COCE BZEGINS> file "ietf-iznsf-regs-interfacezz018-07-26.yang"
module ietf-iznsf-regs-interface |
narespace

"urn:ietf:params:xml:ns:yang:iecf-iZnsf-regs-interface";

prefix

regs-interface;
import ietf-iret-zypes|
prefix inetc;

}

organization
"IETF IZNSF i{Interface to Network Security Functicons,
Working Group”;

contact
"W3E Web: <htty:/ tools.letf.org/wg/lznsis
WG List: «mailto:i2nsfaiecf. orgs

WG Chailr: Adrian Farrel
=mallito:Adrainiolddog.co.uk=

WG Thair: Linda Dunbar
<mallto:Linda.d:zhkbarzhuawsl . com=

Zdicor: Sangwon Hyun
<mailto:swhyun?iziskku.edu=

=2dicar: Jaehoon Pazl Jeong
<malito:panljeong#skxu. edus

=ditor: Tasesyun Roh
cmaiito:tkronholegzskxu . edus

=zditor: Sarang Wi
«<mallro:dnle7ssSaskku. edus

=dictor. Jung-Soz Farx
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EH18b

P T [

Dta*“e*{

-reg-interface-contaliner”,
interZace-namer

eated KSF “o notifyv its

=
The capability infcrmation of newlw
¥
ap:bi:ity et Clﬂu“it" Port“PITQr"-

contalner nef-azoess-info |
description
"ref-access-intan;

uges iinsf-nszf
'
zontainer Zsti-unsimod-acl-modeld
cription

"retmsd-aol-madsl" .
uges isti-recnmod-acl-madel;

}

contalner iinsIi-instance-mgni-reg !
description
"Feguired informaticn for instanci
deinstanciztion-reguest and uodatsi
leaf reaz- '
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EH18¢c

leaf reg-id |
typs uint<d;
mandacory tIue;
description
"reg-iAt;

case instanciaticon-reguest |

descripticn

"instanciation-regquest™;
-capability-infocrmaticon |

container in-ncgf
degscription
"nsi-capabilicy-information”;
uses iznsf-nsi-capakilicy-inicormation;

|
i
cass updating-regusst <

S -
degoriptics

"updating nsaf's Information®;
conTainer urpdate-nsf-capabi:
descripticn

'nsf-capakbil: -inforwration®;

uses iZrnsf-ngi-capability-inisrmation;

—y-informazion o

irg iznsf-nsf-performance-caps |
TripTion

erformance capailitisa";
tainer processing

-]
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—ype uintle;
desrriptior

"processing ceak";
}
;
container bandwid:-hif
description
"bandwidtn izfo";
container inmoundf{
degoription
"inbound";
ezt inbound-average
Type ulintle;
description
"inbound-average™;

conTainer cutpound|
degroription
"cuTkhosund”

2% ocutbound-average!

yvpe uintls;

cutbound-peak |

Iype uincle;
degoripTicon
"ouTthbound-gpeak”;

i iinsf-nsf-capability-inforrmacion
<
t Information of an WIT';
conrainsr performance-zapabkility |
=

nsf-nef-perfcormance-cars;
rTion
ricrmance-capabliiicy”;

_28_



ZIHSd 10-2019-0049579

EH18e

3
ccntainar iZnsf-capability |
description
"It refers drait-zeti-iZnel-canabilityv-data-medsl-o1lTHE
latexr";
!
}
grovping fetf-netmed-asl-model |
descripzion
"Detall Informaticn:
container role-based-acl <
descoriprion
"It reisrs frafr--sti-netmed-aci-model-ld, o

later";

I
grouping Insf-nsf-access-info {
descripticon
"NEF accoesss information”;
leaf nsf-address |
tyre inet:ipvd-addrsss:
mandatory true;
description
"mef-addresst;

r

teaf nsf-port-address |
tyge instT:port-number;
descripsion
"resf-port-address”;

=193

«7mml version="1.30" encading="TUTF-2"7.
<rpc ¥xmlns="urn:ietf:varams:netconf:base:2.0" messags-id="1">
wedlt-cconfigs
“target =
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wrunnl

< /targe

<configs
<lzrsf-regs-reg-
<il2ngf-nsf-caparilicty-informaticn:
wletf-iZnesf-cavabilizy~
=nsfi-capabilitizs-
nzi-capabilities-did-l</nsf-capabilitiss-id-
wron-sec-contrel-capacilitizss
~oontent -security-control-
< lds
<lds-=supDor -

e ids-support -
wlids-fcn no:ocperaticn="create'=-
~11~-fc:-1 2renlds-servicea S/ ides-fon-nars-

-vclten
ip-volte

SUPEOYL sty
cvolp-volte-::n nc:creration="create".
<voip-wvolte-fcn-nams:-

¢;‘01o
- Toip- Vult
e tantent -se o urity—cc:trcl-

siocn-sec-control-capakilities
</nsi-capakbilitisess
wfieti-ilznsf-camablil ity
sinsf-nsf-performanse-caps:
~prossssings
sp¥rooessing-av

=l Cs/processing-average -
sprooessing-peak=5000</ rccess;ug—peakp
- /processings
shandwidti=
<ot bounds
ccutbound-average-12090=0« /s oucbound-averags
wcutbound-veak=5200« foutcund-peaxs
‘cutboandas
nkournia
inbound-average«131700e,/intound-averags:.
<inbound-peaks5000s finbound-peaks
< Sinbounds

bandwidthos
«/iZnsf-nef-performance-caps:
‘izZnsf-nsf-capanilicy-informaticons
«nsf-acresz-infc:
f-zddress-10.0.0, Je/nsf-address
=nsf-port-address-l4ta/nsf-nort-address

EH19c

zfnsf-acneas-info-
cfilnsf-regs-reg-
</configas
fedit-ceniigs
w S rpCs
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